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Introduction
School Technology Services Self-Evaluation Guide
Background
Technology is playing an increasingly important role in the K-12 education system in Alberta. 
Together, Alberta Education and school jurisdictions have made signifi cant investments in 
Information Technology (IT) to support learning and teaching.  Additionally, IT is increasingly used 
to support collaboration, sharing, and the effective and effi cient administration of education.  

As schools incorporate more technology into learning and teaching, and as technology continues 
to advance, decisions about technology become increasingly important and more complex. School 
jurisdiction leaders not only have to consider the technology itself, but also how they will support it, 
what value it provides, and what risks are associated with it. These decisions can have long-term 
effects on a school jurisdiction. Jurisdiction IT departments are expected to ensure that: 

• IT decisions support the educational goals of the jurisdiction;
• Financial investments in IT provide the value that users expect;
• The IT department is able to support the chosen directions;
• IT assets, information, and people operate in a safe and secure educational environment; 
• Critical information is communicated within the jurisdiction;
• IT risks are understood and managed; and 
• The IT department is continuously improving to support education.

School jurisdiction leaders can benefi t from a set of processes that support and guide the 
implementation of policies, plans, procedures and organizational structures that are suited to the 
individual IT needs of the jurisdiction. The School Technology Self-Evaluation Guide was developed 
to help provide guidance to jurisdiction leaders.

Description
The School Technology Services Self-Evaluation Guide is a tool for jurisdictions to self-assess and 
develop their own improvement initiatives in three domains of IT management: 

• IT Governance - A set of processes centred on ensuring that the expectations of IT are met 
and that the risks associated with IT directions are understood and accepted or mitigated. 

• IT Service Management - A set of processes centred on the effective and effi cient provision 
of IT services that focus on the objectives of the organization.

• Information Security - A set of processes used to ensure information and systems are safe 
from unauthorized access, use, disclosure, disruption, modifi cation or destruction.

The guide presents a number of high-level processes that will assist jurisdictions in determining 
the current state of maturity in each of these three domains, as it has been developed in a maturity 
model format. The maturity model can be thought of in much the same way as an educational 
rubric, as it provides jurisdiction leadership with a clear set of criteria with which  to measure their 
current IT practices and provides the opportunity for refl ection and improvement. 

When using the maturity model, it is not always required or desirable to achieve the highest level of 
maturity.  Each jurisdiction must decide what level of maturity is most appropriate in any particular 
process based on local circumstances and resources. 
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During the development of this guide, several internationally-recognized frameworks of best 
practice were referenced, including Control Objectives for Information and related Technologies 
(COBIT) 4.1 and IT Infrastructure Library (ITIL) v3.

Permission to reproduce content from ISO/IEC 27001:2005 and ISO/IEC 27002:2005 is provided 
by Standards Council of Canada.  No further reproduction is permitted without prior written approval 
from Standards Council of Canada.

Target Audiences
The School Technology Services Self-Evaluation Guide is intended for senior leadership and IT 
leaders. Other school jurisdiction personnel may need to be consulted to understand the current 
level of maturity depending on the process being discussed.

The guide refers to the following roles:

1. Senior leadership (e.g., Superintendent, Deputy/Associate/Assistant Superintendent, 
Secretary-Treasurer)

2. IT leadership (e.g., Associate Superintendent of IT, IT Director, IT Manager)
3. IT staff (e.g., Technician, Help Desk Analyst, Programmer, Network Analyst)
4. School administrators (e.g., Principal, Assistant/Vice Principal)
5. Trustees (e.g., elected member of the school board)
6. End users (e.g., school jurisdiction personnel, teachers, students and school staff)

Understanding the Format of the School Technology Services Self-
Evaluation Guide

The School Technology Services Self-Evaluation Guide is divided into three distinct but 
interconnected sections:

1. IT Governance (Green);
2. IT Service Management (Blue)
3. Information Security (Pink)

Each of the three sections follows the same format and includes:

• Name of the process - (e.g. Create and Maintain an IT Strategic Plan)
• Description - A general description of what the process is.
• Value - Describes what the value of the process is to the jurisdiction. 
• Goals - Describes the intended outcome of the process.
• Audience - Describes who should be involved in defi ning the maturity level of the process.
• Key Activities - Describes activities that are performed to achieve the goals and to realize 

the value of the process.
• RACI chart - Outlines the key activities to be performed as part of the process and 

indicates who is Responsible, Accountable, Consulted and Informed during each activity.

Responsible – the person or group who is responsible for performing a task
Accountable – the person who is held accountable for the task being complete (Ideally, 
accountability is assigned to only one role for each process.) 
Consulted – the person or group communicated with prior to a task being performed
Informed – the parties who are notifi ed about an activity before, during or after it is  performed.

Each school jurisdiction will have unique job roles to represent the individuals who are responsible, 
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accountable, consulted or informed about the activities outlined in each RACI chart.  For this 
reason, the roles section of the RACI chart in each of the processes has been left blank.

The Process Maturity Model
The left side of the maturity model describes the objectives of the process grouped by areas of 
focus. The three areas of focus are:

People 
People are critical to the implementation, support, maintenance and effective management of IT in 
school jurisdictions.  The objectives of this area are:

• awareness, understanding and communication 
• skills and expertise 
• responsibility and accountability.

Process 
Process is a particular course of action formalized in documentation and may include measures 
used to inform decision making and continuous improvement. The objectives of this area are:

• process, plans and procedures 
• goal setting and measurement.

Tools 
Tools describe what techniques are being used to automate and standardize a process within a 
jurisdiction. The objective of this area is:

• Tools and automation.

The top row of each maturity model describes the levels of maturity. Each maturity level is 
the foundation for the next level. The desired or required level of maturity will vary between 
jurisdictions, based on their size, needs, resources, capability and the alignment of the process 
with the jurisdiction’s strategic plan. It is not necessary to assume that a jurisdiction should be at 
a Level 5 in all or any processes.

Level 1 – Initial
At this level, processes and specifi c activities are typically informal or ad hoc. They are generally 
reactive in nature and undocumented. Success largely depends upon the capabilities and efforts 
of individuals. Processes are not suffi ciently defi ned or understood to allow them to be performed 
in a repeatable way. Senior leadership or IT leadership recognizes that issues exist and should be 
addressed, but may not communicate this requirement consistently.

Level 2 – Repeatable
At this level, there is awareness among senior leadership and IT leadership that formalized 
processes are required and this requirement is communicated consistently. Some processes and 
activities are repeatable, but may not be consistently performed. Exceptions to the “way of doing 
things” generally are not noticed and, when they are, corrective action is generally not taken.

Level 3 – Defi ned
At this level, all critical processes have been defi ned and documented. Stakeholders understand 
and accept the need for formal approaches to IT governance, service management and 
information security management. IT leadership and IT staff have a solid understanding of 
the processes, activities and documentation required. Continuous improvement methods are 
emerging.
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Level 4 – Managed
At this level, all activities are defi ned, documented and communicated for a given process and 
are supported by training. Variations in performance of processes are noticed, but corrective 
action is not consistently taken.

Level 5 – Optimized
At this level, processes and activities are often automated. There is a focus on improving process 
performance through incremental and innovative technological or process changes. Exceptions to 
how a process is performed are noticed and analyzed. Corrective action is consistently taken.

Attr ibutes

Maturity Level
1: Initial 2: Repeatable 3: Defi ned 4: Managed 5: Optimized

PE
O

PL
E

Awareness, 
Understanding 
and 
Communication

 □ IT leadership 
is aware of 
the need 
for strategic 
planning.

 □ Senior 
leadership 
discusses 
IT strategic 
planning 
at senior 
leadership 
meetings 
when issues 
emerge.

 □ IT strategic 
planning is 
performed 
on a regular 
basis, is 
formalized 
and involves 
a range of 
stakeholders.

 □ Senior 
leadership and 
IT leadership 
understand 
the full 
requirements 
for IT strategic 
planning.

 □ Senior 
leadership 
and IT 
leadership 
have a 
detailed and 
forward-
looking 
understanding 
of IT strategic 
planning, 
tactical 
planning and 
IT portfolio 
management.

Skills and 
Expertise

Responsibility 
and 
Accountability

PR
O

C
ES

S Policies, Plans 
and Procedures

Goal 
Setting and 
Measurement

Note: Sample model is deliberately incomplete.
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Using the School Technology Services Self-Evaluation Guide
The School Technology Services Self-Evaluation Guide describes the attributes of mature IT 
Governance, IT Services Management and Information Security Management processes.  It does 
not describe how these are implemented, or provide specifi c guidance for the development of policies 
and procedures.  Instead it is intended to serve as a shared reference to support collaborative work 
to improve these processes.

School authority senior leadership and IT leaders can use this guide as the basis for dialogue about 
how technology is governed, managed and secured in their school jurisdiction.  It can be used to 
support target setting, self-assessment, and ongoing monitoring and reporting of improvements.

School authority IT leadership and IT staff can use the guide to engage in process improvement 
activities.  It can be used to identify capability gaps, and support improvement planning and 
monitoring.

The guide can also be used to support collaboration across school authorities.  Using the guide as 
a common point of reference, school authority personnel can collaboratively develop policies and 
processes for use across school authority boundaries.

The guide can be used alongside more detailed standards, such as:

• IT Infrastructure Library (ITIL) v3
• Control Objectives for Information and related Technologies (COBIT) 4.1
• Val IT Framework 2.0
• Risk IT
• ISO/IEC 27001:2005 Information technology - Security techniques - Information security 

systems requirements
• ISO/IEC 27002:2005 Information technology - Security techniques - Code of practice for 

information security management

Questions or Comments?
IF you have any questions or comments, please contact the School Technology Sector, Alberta 
Education at (780)427-9001, toll-free within Alberta by calling 310-0000 fi rst.
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I T  G o v e r n a n c e
Create and Maintain an IT Strategic Plan
Description
An IT Strategic Plan helps jurisdictions ensure that IT resources and investments as well as 
jurisdiction strategic goals are coherent and cohesive.  This document helps answer the question, 
“is IT doing the right things?”  IT tactical plans are derived from the IT Strategic Plan and describe 
how the strategy will be carried out in greater detail.  Tactical planning partially addresses the 
question, “is IT doing the things right?”

This process area includes the development and maintenance of the IT Strategic Plan and the 
tactical plans that support it.

Value
• Builds common understanding among stakeholders about how investments in technology 

will be used to support the work of the school jurisdiction.
• Ensures that IT operations and initiatives are correctly aligned to jurisdiction strategy.
• Supports informed decision making, with respect to IT resource allocation and investment.

Goals
• Align IT investments, resources and activities with jurisdiction strategic goals and priorities.
• Ensure that suffi cient resources are available to achieve the outcomes stated in the IT 

Strategic Plan.

Audience

Primary Secondary
Senior Leadership
IT Leadership

School Administrators
IT Staff
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Ensure there is a clear and direct link between IT goals and jurisdiction objectives.

• Implement a process to enable regular communication and stakeholder involvement in IT 
strategic planning.

Assess current capabilities and performance of IT solutions and service delivery to 
establish a baseline against which future requirements can be compared.

• Implement a process to measure current performance of IT services in terms of their 
contribution to jurisdiction goals.

• Implement a process to measure IT service functionality, stability, complexity, costs, strengths 
and weaknesses.

• Communicate results to inform development and maintenance of the IT Strategic Plan.

Create a long-term IT Strategic Plan, in cooperation with stakeholders, that defi nes how IT will 
contribute to the jurisdiction’s objectives and that outlines related costs and risks.

• Implement a process to regularly review and update the IT Strategic Plan.

Create IT tactical plans to achieve objectives outlined in the IT Strategic Plan.
• Implement a process to ensure that each IT tactical plan identifi es an owner and includes 

resource requirements, costs, timelines, activities, project plans and performance 
measurements.

RACI Chart

Activities

Roles

Ensure there is a 
clear and direct link 
between IT goals 
and jurisdiction 
objectives.
Assess current 
capabilities and 
performance of IT 
solutions and service 
delivery.
Create a long-term 
IT Strategic Plan.
Create IT tactical 
plans.

RACI Responsibilities
Responsible  – the person or group who is responsible for performing a task
Accountable – the person who is held accountable for the task being complete
   (Ideally, accountability is assigned to only one role for each process.) 
Consulted – the person or group communicated with prior to a task being performed 
Informed – the parties who are notifi ed about an activity before, during or after it is 
   performed.
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 in

 re
sp

on
se

 
to

 e
m

er
gi

ng
 n

ee
ds

 
or

 re
qu

es
ts

 fr
om

 
in

di
vi

du
al

s.

 □
IT

 le
ad

er
sh

ip
 h

as
 th

e 
sk

ill
s 

an
d 

ex
pe

rti
se

 
to

 p
er

fo
rm

 a
ll 

ke
y 

IT
 

st
ra

te
gi

c 
an

d 
ta

ct
ic

al
 

pl
an

ni
ng

 p
ro

ce
ss

es
.

 □
S

ki
ll 

re
qu

ire
m

en
ts

 
fo

r a
ll 

as
pe

ct
s 

of
 

IT
 s

tra
te

gi
c 

an
d 

ta
ct

ic
al

 p
la

nn
in

g 
ha

ve
 

be
en

 d
efi

 n
ed

 a
nd

 
do

cu
m

en
te

d.

 □
A 

fo
rm

al
 tr

ai
ni

ng
 p

la
n 

fo
r I

T 
st

ra
te

gi
c 

an
d 

ta
ct

ic
al

 p
la

nn
in

g 
ha

s 
be

en
 d

ev
el

op
ed

.

 □
Fo

rm
al

 tr
ai

ni
ng

 in
 IT

 
st

ra
te

gi
c 

an
d 

ta
ct

ic
al

 
pl

an
ni

ng
 is

 a
va

ila
bl

e.

 □
IT

 le
ad

er
sh

ip
 a

nd
 

IT
 s

ta
ff 

ha
ve

 th
e 

ex
pe

rti
se

 to
 p

er
fo

rm
 

al
l I

T 
st

ra
te

gi
c 

an
d 

ta
ct

ic
al

 p
la

nn
in

g 
pr

oc
es

se
s.

 □
P

ro
fi c

ie
nc

y 
in

 
cr

iti
ca

l a
sp

ec
ts

 o
f I

T 
st

ra
te

gi
c 

an
d 

ta
ct

ic
al

 
pl

an
ni

ng
 is

 e
ns

ur
ed

 
fo

r i
nd

iv
id

ua
ls

 w
ho

 
pe

rfo
rm

 th
es

e 
pr

oc
es

se
s.

 □
A 

fo
rm

al
 tr

ai
ni

ng
 p

la
n 

fo
r I

T 
st

ra
te

gi
c 

an
d 

ta
ct

ic
al

 p
la

nn
in

g 
is

 
im

pl
em

en
te

d.
 

 □
S

ki
ll 

re
qu

ire
m

en
ts

 
fo

r I
T 

in
fra

st
ru

ct
ur

e 
pl

an
ni

ng
 a

re
 re

vi
ew

ed
 

an
d 

up
da

te
d 

on
 a

 
re

gu
la

r b
as

is
.

 □
Fo

rm
al

 tr
ai

ni
ng

 fo
r I

T 
st

ra
te

gi
c 

an
d 

ta
ct

ic
al

 
pl

an
ni

ng
 is

 re
qu

ire
d 

fo
r i

nd
iv

id
ua

ls
 w

ho
 

pe
rfo

rm
 th

es
e 

pr
oc

es
se

s.

 □
C

er
tifi

 c
at

io
n 

in
 

IT
 s

tra
te

gi
c 

an
d 

ta
ct

ic
al

 p
la

nn
in

g 
is

 e
nc

ou
ra

ge
d 

fo
r 

in
di

vi
du

al
s 

w
ho

 
pe

rfo
rm

 th
es

e 
pr

oc
es

se
s.

 □
P

ro
fi c

ie
nc

y 
in

 
al

l a
sp

ec
ts

 o
f I

T 
st

ra
te

gi
c 

an
d 

ta
ct

ic
al

 
pl

an
ni

ng
 is

 e
ns

ur
ed

 
fo

r i
nd

iv
id

ua
ls

 w
ho

 
pe

rfo
rm

 th
es

e 
pr

oc
es

se
s.

 □
Th

e 
ju

ris
di

ct
io

n 
 

en
co

ur
ag

es
 fo

rm
al

 
tra

in
in

g 
in

 IT
 

st
ra

te
gi

c 
an

d 
ta

ct
ic

al
 

pl
an

ni
ng

, b
as

ed
 

up
on

 p
er

so
na

l a
nd

 
ju

ris
di

ct
io

n 
go

al
s.

 □
E

xt
er

na
l e

xp
er

ts
 a

nd
 

in
du

st
ry

 le
ad

er
s 

ar
e 

en
ga

ge
d 

to
 p

ro
vi

de
 

gu
id

an
ce

 a
nd

 in
pu

t 
in

to
 th

e 
IT

 S
tra

te
gi

c 
P

la
n 

an
d 

ta
ct

ic
al

 
pl

an
s.
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A
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M
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bl
e
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 n
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 M
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ed

5:
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pt
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ed

PEOPLE (continued)

Responsibility and Accountability
 □

A
llo

ca
tio

n 
of

 
re

sp
on

si
bi

lit
y 

fo
r I

T 
st

ra
te

gi
c 

an
d 

ta
ct

ic
al

 
pl

an
ni

ng
 is

 a
ss

um
ed

 
or

 d
on

e 
in

 a
n 

ad
 h

oc
 

w
ay

.

 □
A

llo
ca

tio
n 

of
 

re
sp

on
si

bi
lit

y 
an

d 
ac

co
un

ta
bi

lit
y 

fo
r I

T 
st

ra
te

gi
c 

an
d 

ta
ct

ic
al

 
pl

an
ni

ng
 is

 d
on

e 
in

fo
rm

al
ly.

 □
In

di
vi

du
al

s 
as

su
m

e 
re

sp
on

si
bi

lit
y 

fo
r I

T 
st

ra
te

gi
c 

an
d 

ta
ct

ic
al

 
pl

an
ni

ng
.

 □
Th

er
e 

is
 c

on
fu

si
on

 
ab

ou
t w

ho
 is

 
re

sp
on

si
bl

e 
an

d 
ac

co
un

ta
bl

e 
fo

r I
T 

st
ra

te
gi

c 
an

d 
ta

ct
ic

al
 

pl
an

ni
ng

 w
he

n 
is

su
es

 
ar

is
e.

 □
O

w
ne

rs
hi

p 
of

 
th

e 
IT

 S
tra

te
gi

c 
P

la
n 

is
 v

ie
w

ed
 a

s 
re

st
in

g 
w

ith
 th

e 
IT

 
de

pa
rtm

en
t.

 □
A

cc
ou

nt
ab

ili
ty

 a
nd

 
re

sp
on

si
bi

lit
y 

fo
r I

T 
st

ra
te

gi
c 

an
d 

ta
ct

ic
al

 
pl

an
ni

ng
 h

av
e 

be
en

 
fo

rm
al

ly
 a

ss
ig

ne
d 

an
d 

do
cu

m
en

te
d.

 □
IT

 s
tra

te
gi

c 
an

d 
ta

ct
ic

al
 p

la
nn

in
g 

pr
oc

es
s 

ow
ne

rs
 a

re
 

id
en

tifi
 e

d,
 b

ut
 m

ay
 

no
t h

av
e 

su
ffi 

ci
en

t 
au

th
or

ity
 to

 fu
lfi 

ll 
th

ei
r 

re
sp

on
si

bi
lit

ie
s.

 

 □
IT

 s
tra

te
gi

c 
an

d 
ta

ct
ic

al
 p

la
nn

in
g 

pr
oc

es
s 

ow
ne

rs
 h

av
e 

th
e 

le
ve

l o
f a

ut
ho

rit
y 

re
qu

ire
d 

to
 fu

lfi 
ll 

th
ei

r 
re

sp
on

si
bi

lit
ie

s.

 □
O

w
ne

rs
hi

p 
of

 th
e 

IT
 S

tra
te

gi
c 

P
la

n 
is

 
vi

ew
ed

 a
s 

re
st

in
g 

w
ith

 
se

ni
or

 le
ad

er
sh

ip
.

 □
IT

 s
tra

te
gi

c 
an

d 
ta

ct
ic

al
 p

la
nn

in
g 

pr
oc

es
s 

ow
ne

rs
 a

re
 

em
po

w
er

ed
 to

 m
ak

e 
de

ci
si

on
s 

an
d 

to
 

ta
ke

 a
ct

io
n.

 □
IT

 s
tra

te
gi

c 
an

d 
ta

ct
ic

al
 p

la
nn

in
g 

pr
oc

es
s 

ow
ne

rs
 

es
ca

la
te

 is
su

es
, 

ac
co

rd
in

g 
to

 a
 

de
fi n

ed
 e

sc
al

at
io

n 
pr

oc
es

s.
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C
re

a
te

 a
n

d
 M

a
in

ta
in

 a
n

 I
T

 S
tr

a
te

g
ic

 P
la

n

A
tt

ri
bu

te
s

M
at

ur
ity

 L
ev

el
1:

 In
iti
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2:

 R
ep

ea
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bl
e

3:
 D

efi
 n

ed
4:

 M
an

ag
ed

5:
 O
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iz
ed

PROCESS

Policies, Plans and Procedures

 □
IT

 s
tra

te
gi

c 
an

d 
ta

ct
ic

al
 p

la
nn

in
g 

ac
tiv

iti
es

 o
cc

ur
 in

 
is

ol
at

io
n 

an
d 

ar
e 

ba
se

d 
up

on
 in

di
vi

du
al

 
IT

 s
ta

ff 
pr

ac
tic

es
.

 □
A

lig
nm

en
t o

f 
ju

ris
di

ct
io

n 
ob

je
ct

iv
es

 
an

d 
IT

 s
tra

te
gi

c 
go

al
s 

is
 p

er
fo

rm
ed

 
re

ac
tiv

el
y 

an
d 

in
fo

rm
al

ly.

 □
S

tra
te

gi
c 

pl
an

ni
ng

 
pr

ac
tic

es
 a

re
 

em
er

gi
ng

, b
ut

 
ar

e 
pe

rfo
rm

ed
 

in
co

ns
is

te
nt

ly.

 □
IT

 ta
ct

ic
al

 p
la

nn
in

g 
pr

ac
tic

es
 a

re
 

em
er

gi
ng

, b
ut

 
ar

e 
pe

rfo
rm

ed
 

in
co

ns
is

te
nt

ly.

 □
Te

ch
no

lo
gy

 
in

ve
st

m
en

t d
ec

is
io

ns
 

ar
e 

m
ad

e 
on

 a
 

pr
oj

ec
t-b

y-
pr

oj
ec

t 
ba

si
s.

 □
C

om
m

on
 a

nd
 

in
fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r 

ba
si

c 
IT

 s
tra

te
gi

c 
an

d 
ta

ct
ic

al
 p

la
nn

in
g 

ac
tiv

iti
es

 a
re

 d
efi

 n
ed

, 
bu

t n
ot

 d
oc

um
en

te
d.

 □
C

om
pl

ia
nc

e 
w

ith
 IT

 
st

ra
te

gi
c 

an
d 

ta
ct

ic
al

 
pl

an
ni

ng
 p

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 is

 
le

ft 
to

 th
e 

in
di

vi
du

al
’s

 
di

sc
re

tio
n.

 □
IT

 ta
ct

ic
al

 p
la

nn
in

g 
is

 p
er

fo
rm

ed
 

co
ns

is
te

nt
ly.

 □
A

lig
nm

en
t o

f I
T 

in
iti

at
iv

es
 w

ith
 IT

 
st

ra
te

gi
c 

go
al

s 
is

 
pe

rfo
rm

ed
 re

ac
tiv

el
y 

an
d 

in
fo

rm
al

ly.

 □
Fo

rm
al

 p
ol

ic
ie

s 
an

d 
 

pr
oc

ed
ur

es
 fo

r k
ey

 IT
 

st
ra

te
gi

c 
an

d 
ta

ct
ic

al
 

pr
oc

es
se

s 
ha

ve
 b

ee
n 

de
fi n

ed
, d

oc
um

en
te

d 
an

d 
co

m
m

un
ic

at
ed

.

 □
P

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 a

re
 

ba
se

d 
up

on
 g

en
er

al
ly

 
ac

ce
pt

ed
 g

oo
d 

pr
ac

tic
es

.

 □
IT

 in
iti

at
iv

es
 a

re
 

co
ns

is
te

nt
ly

 a
lig

ne
d 

w
ith

 IT
 s

tra
te

gi
c 

go
al

s 
an

d 
ju

ris
di

ct
io

n 
ob

je
ct

iv
es

 d
ur

in
g 

th
e 

in
iti

al
 p

la
nn

in
g 

st
ag

es
.

 □
Te

ch
no

lo
gy

 
in

ve
st

m
en

t d
ec

is
io

ns
 

ar
e 

m
ad

e 
in

 th
e 

co
nt

ex
t o

f t
he

 IT
 

S
tra

te
gi

c 
P

la
n.

 □
Fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r a

ll 
IT

 
st

ra
te

gi
c 

an
d 

ta
ct

ic
al

 
pl

an
ni

ng
 p

ro
ce

ss
es

 
ar

e 
de

ve
lo

pe
d,

 
do

cu
m

en
te

d 
an

d 
re

gu
la

rly
 re

vi
ew

ed
.

 □
S

en
io

r l
ea

de
rs

hi
p 

ap
pr

ov
es

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r I

T 
st

ra
te

gi
c 

an
d 

ta
ct

ic
al

 
pl

an
ni

ng
.

 □
Th

e 
IT

 s
tra

te
gy

 
in

cl
ud

es
 a

 
co

ns
is

te
nt

 d
efi

 n
iti

on
 

of
 th

e 
ex

pe
ct

ed
  

be
ne
fi t

s 
an

d 
ris

ks
 

of
 te

ch
no

lo
gy

 
in

ve
st

m
en

ts
.

 □
IT

 s
tra

te
gi

c 
pl

an
ni

ng
 

is
 fo

rm
al

ly
 a

nd
 fu

lly
 

in
te

gr
at

ed
 w

ith
 

ju
ris

di
ct

io
n 

st
ra

te
gi

c 
pl

an
ni

ng
 p

ro
ce

ss
es

.

 □
G

en
er

al
ly

 a
cc

ep
te

d 
be

st
 p

ra
ct

ic
es

 a
nd

 
st

an
da

rd
s 

fo
r I

T 
st

ra
te

gi
c 

an
d 

ta
ct

ic
al

 
pl

an
ni

ng
 a

re
 u

se
d 

to
 in

fo
rm

 p
ol

ic
y 

an
d 

pr
oc

ed
ur

e 
de

ve
lo

pm
en

t.

 □
E

xc
ep

tio
ns

 to
 IT

 
st

ra
te

gi
c 

an
d 

ta
ct

ic
al

 
pl

an
ni

ng
 p

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 

ar
e 

no
tic

ed
 a

nd
 

co
rr

ec
tiv

e 
ac

tio
n 

is
 

ta
ke

n.

 □
IT

 s
tra

te
gi

c 
an

d 
ta

ct
ic

al
 p

la
nn

in
g 

po
lic

ie
s 

an
d 

pr
oc

ed
ur

es
 a

re
 

re
gu

la
rly

 re
vi

ew
ed

 
an

d 
im

pr
ov

ed
.
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PROCESS (continued)

Goal Setting and Measurement
 □

S
om

e 
IT

 s
tra

te
gi

c 
an

d 
ta

ct
ic

al
 

pl
an

ni
ng

 g
oa

ls
 a

re
 

se
t a

nd
 m

on
ito

re
d 

in
co

ns
is

te
nt

ly.

 □
IT

 s
tra

te
gi

c 
go

al
s 

ar
e 

un
cl

ea
r o

r v
ag

ue
ly

 
de
fi n

ed
.

 □
Th

e 
pe

rfo
rm

an
ce

 
of

 IT
 s

tra
te

gi
c 

an
d 

ta
ct

ic
al

 p
la

nn
in

g 
is

 
m

on
ito

re
d 

in
fo

rm
al

ly.

 □
Th

e 
lin

k 
be

tw
ee

n 
IT

 
st

ra
te

gi
c 

go
al

s 
an

d 
ju

ris
di

ct
io

n 
ob

je
ct

iv
es

 
is

 in
di

re
ct

.

 □
M

ea
su

re
s 

re
fl e

ct
ed

 
in

 IT
 s

tra
te

gi
c 

an
d 

ta
ct

ic
al

 p
la

ns
 

ar
e 

st
at

ed
 a

lm
os

t 
ex

cl
us

iv
el

y 
as

 
ob

je
ct

iv
es

 o
r fi

 n
an

ci
al

 
m

ea
su

re
s.

 □
M

ea
su

re
s 

us
ed

 to
 

as
se

ss
 IT

 s
tra

te
gi

c 
an

d 
ta

ct
ic

al
 p

la
nn

in
g 

ar
e 

de
riv

ed
 fr

om
 th

e 
de

fa
ul

ts
 a

va
ila

bl
e 

in
 

so
ftw

ar
e-

ba
se

d 
to

ol
s.

 □
IT

 le
ad

er
sh

ip
 

pr
ov

id
es

 b
as

ic
 

re
po

rts
 a

bo
ut

 th
e 

st
at

us
 o

f s
tra

te
gi

c 
an

d 
ta

ct
ic

al
 p

la
ns

.

 □
Th

e 
pe

rfo
rm

an
ce

 o
f I

T 
st

ra
te

gi
c 

an
d 

ta
ct

ic
al

 
pl

an
ni

ng
 is

 m
on

ito
re

d 
re

gu
la

rly
.

 □
Th

e 
lin

k 
be

tw
ee

n 
IT

 
st

ra
te

gi
c 

go
al

s 
an

d 
ju

ris
di

ct
io

n 
ob

je
ct

iv
es

 
is

 c
le

ar
 a

nd
 d

ire
ct

.

 □
M

ea
su

re
s 

in
 th

e 
IT

 
S

tra
te

gi
c 

P
la

n 
an

d 
ta

ct
ic

al
 p

la
ns

 re
fl e

ct
 

a 
m

ix
tu

re
 o

f fi
 n

an
ci

al
, 

no
n-
fi n

an
ci

al
 

an
d 

ed
uc

at
io

na
l 

ob
je

ct
iv

es
, a

s 
ap

pr
op

ria
te

.

 □
IT

 le
ad

er
sh

ip
 re

gu
la

rly
 

re
po

rts
 to

 s
en

io
r 

le
ad

er
sh

ip
 a

bo
ut

 
th

e 
st

at
us

 o
f t

he
 IT

 
S

tra
te

gi
c 

P
la

n 
an

d 
ta

ct
ic

al
 p

la
ns

.

 □
M

ea
su

re
s 

re
fl e

ct
ed

 in
 

th
e 

IT
 S

tra
te

gi
c 

P
la

n 
an

d 
ta

ct
ic

al
 p

la
ns

 
re
fl e

ct
 a

 m
ix

tu
re

 o
f 

le
ad

in
g 

an
d 

la
gg

in
g 

in
di

ca
to

rs
.

 □
P

er
fo

rm
an

ce
 

m
ea

su
re

s 
in

 th
e 

IT
 S

tra
te

gi
c 

P
la

n 
ar

e 
us

ed
 to

 in
fo

rm
 

de
ci

si
on

 m
ak

in
g 

an
d 

co
nt

in
uo

us
 

im
pr

ov
em

en
t.

 □
S

en
io

r l
ea

de
rs

hi
p 

is
 

pr
ov

id
ed

 w
ith

 re
gu

la
r 

an
d 

fo
rm

al
iz

ed
 

re
po

rts
 o

f t
he

 s
ta

tu
s 

of
 th

e 
IT

 S
tra

te
gi

c 
P

la
n 

an
d 

ta
ct

ic
al

 
pl

an
s.

 □
R

is
ks

 a
nd

 b
en

efi
 ts

 
of

 m
aj

or
 s

tra
te

gi
c 

de
ci

si
on

s 
ar

e 
fo

rm
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Determine Technology Direction
Description
The jurisdiction’s technology direction, combined with technical standards and guidelines, strike a 
balance between provision of effi cient support for IT services and ensuring that the jurisdiction’s 
strategic and operational goals are met.

Technology standards and guidelines minimize the complexity of the technology environment.  
Effective processes for handling exceptions ensure that jurisdiction operational and strategic 
objectives are not a consideration secondary to standards.

This process area includes setting a technological direction, creating an IT Infrastructure Plan, and 
creating and maintaining technology standards and guidelines.

Value
• Sets and manages clear and realistic expectations of what IT can offer, in terms of services, 

given the degree of variation in the technology environment.
• Creates transparency around the process used to make decisions about IT standards and 

guidelines.
• Supports purposeful decision making about what technology standards should be 

implemented and how exceptions will be handled.

Goals
• Balance effi ciency of IT operations and effectiveness of IT services to support the jurisdiction’s 

strategic and operational goals and objectives.

Target Audience

Primary Secondary
Senior Leadership
IT Leadership

School Administrators
IT Staff

Key Activities
Plan the technological direction.

• Implement a process to create and maintain a plan for the technological 
direction of the jurisdiction that addresses systems architecture, migration 
strategies, technology acquisition and contingency arrangements.

Create and maintain an IT Infrastructure Plan that supports the IT Strategic Plan.
• Ensure that changes in the educational environment, staffi ng, technology 

investments and the interoperability of technology platforms and applications 
are considered when developing or maintaining the IT Infrastructure Plan.

Analyze and monitor trends, including existing and emerging technologies, best practices in 
other school jurisdictions, and legal and regulatory requirements.

• Implement a process to monitor technology trends, emerging educational practices and 
regulations that may contribute to or impact the jurisdiction’s technological direction.
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• Implement a process to seek input from relevant stakeholders into technology standards and 
guidelines for the jurisdiction.

• Implement a process to evaluate, formally decide upon and monitor exceptions to standards 
and guidelines.

• Document, communicate and gain commitment to standards and guidelines.
• Review and revise standards and guidelines on a regular basis.  

RACI Chart

Activities

Roles

Plan the 
technological 
direction.
Create and maintain 
an IT Infrastructure 
Plan.
Analyze and monitor 
trends.
Create and 
maintain technology 
standards and 
guidelines.

RACI Responsibilities
Responsible  – the person or group who is responsible for performing a task
Accountable – the person who is held accountable for the task being complete
   (Ideally, accountability is assigned to only one role for each process.) 
Consulted – the person or group communicated with prior to a task being performed 
Informed – the parties who are notifi ed about an activity before, during or after it is 
   performed.
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PEOPLE (continued)

Responsibility and Accountability
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 d
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 d
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 c
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ro
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PROCESS

Policies, Plans and Procedures
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.
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.
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 p
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 d
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 p
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PROCESS (continued)

Goal Setting and Measurement
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TOOLS

Tools and Automation
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Defi ne IT Relationship, Organization and Processes
Description
There is no one “right” way to position IT within an organization.  Nor is there a one-size-fi ts-all 
design for the organization of the IT department itself.  Both are driven by how the IT department 
is seen as contributing to the strategic objectives of the jurisdiction.  The relationship required for 
an IT department that is seen as strictly functional (i.e., providing effi cient support for technology 
needs) is vastly different than that required when IT is viewed as supporting transformation in the 
jurisdiction.

Functional Differentiating Contributing Differentiating Transformational
IT manages 
and operates 
technology 
systems and 
resources 
effi ciently.

IT builds and 
operates 
systems 
defi ned by the 
jurisdiction.

IT uses 
technology 
proactively 
to enhance 
operations and to 
raise jurisdiction 
performance.

IT helps the 
jurisdiction 
leverage 
technology 
resources to 
provide new 
services for 
stakeholders.

IT operates at 
the cutting edge 
of transformation 
and technology 
to support 
transformation 
of  educational 
practice.

Adapted from “Organizing for Success”, Gartner, Inc.  March 2010.

The capability level of the IT organization is a critical factor in determining its position within the 
organization.  An IT department with functional capabilities is not ready to fi ll a transformational 
role.

This process area includes evaluation of the current and the desired state of operations for the IT 
department, in the context of jurisdiction IT strategy, and evaluation of the capabilities, organizational 
structures and processes required to reach the desired state.

During this process, specifi c attention must be paid to risk management, delegation of information 
and systems ownership, and quality assurance.

Value
• Provides clear and appropriate direction to the IT department.
• Supports oversight by senior leadership.

Goals
• Establish a clear reporting relationship and delegation of authority between senior leadership 

and the IT department.
• Provide a means to clearly communicate IT leadership expectations.

Target Audience

Primary Secondary
Senior Leadership
IT Leadership

School Administrators
IT Staff
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Position the IT department in the jurisdiction’s organizational structure in consideration of 
how IT is viewed as contributing to strategic objectives and the overall capability level of the IT 
department.

Establish an IT department organizational structure that best supports the jurisdiction’s 
objectives. 

• Implement a process to periodically review the IT organizational structure to adjust resource 
requirements to meet the jurisdiction’s objectives and changing circumstances. 

Establish IT governance committees, engaging stakeholders, where appropriate, to provide 
oversight and direction to the IT department.

• Provide a forum to receive advice and feedback relating to strategic direction, IT priorities 
and initiatives, technological direction, information security and service levels and to ensure 
that IT governance is addressed

.
Implement an IT process framework that supports execution of IT strategic and tactical plans.

• Articulate an IT process structure and the relationships between processes to address gaps 
and overlaps.

Defi ne and implement IT roles and responsibilities, including supervision and segregation of 
duties.

• Communicate the roles of IT staff and end users, in relation to authority, responsibilities and 
accountability for meeting the jurisdiction’s needs. 

• Implement adequate supervisory practices in the IT function to ensure that roles and 
responsibilities are properly exercised, to assess whether staff have suffi cient authority and 
resources to execute their roles and responsibilities, and to provide oversight.

• Implement a division of roles and responsibilities to reduce the possibility of a single individual 
compromising a critical process.

• Ensure that IT staff perform only the duties authorized and relevant to their position.

Identify system and data owners and empower them to address their responsibilities.

Assign responsibility for risk, security and compliance.
• Ensure that responsibility for IT-related risks is delegated explicitly and appropriately. 
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RACI Chart

Activities

Roles

Position the IT 
department in 
the jurisdiction’s 
organizational 
structure.
Establish an 
organizational 
structure for the IT 
department.
Establish IT 
governance 
committees.
Implement an IT 
process framework.
Defi ne and 
implement IT roles 
and responsibilities.
Identify system and 
data owners.
Assign responsibility 
for risk, security and 
compliance.

RACI Responsibilities
Responsible  – the person or group who is responsible for performing a task
Accountable – the person who is held accountable for the task being complete
   (Ideally, accountability is assigned to only one role for each process.) 
Consulted – the person or group communicated with prior to a task being performed 
Informed – the parties who are notifi ed about an activity before, during or after it is 
   performed.
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PEOPLE (continued)

Skills and Expertise
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s 

w
ho

 
pe

rfo
rm

 th
es

e 
pr

oc
es

se
s.

 □
Th

e 
ju

ris
di

ct
io

n 
en

co
ur

ag
es

 fo
rm

al
 

tra
in

in
g 

in
 d

efi
 n

in
g 

IT
 o

rg
an

iz
at

io
n 

an
d 

pr
oc

es
se

s,
 b

as
ed

 
on

 p
er

so
na

l a
nd

 
ju

ris
di

ct
io

na
l g

oa
ls

.

 □
E

xt
er

na
l e

xp
er

ts
 a

re
 

en
ga

ge
d 

to
 p

ro
vi

de
 

ad
vi

ce
 a

nd
 in

pu
t 

in
to

 th
e 

ju
ris

di
ct

io
n’

s 
IT

 o
rg

an
iz

at
io

n 
an

d 
pr

oc
es

se
s.
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s
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s

A
tt

ri
bu
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s

M
at

ur
ity

 L
ev
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e
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ed
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PEOPLE (continued)

Responsibility and Accountability

 □
A

llo
ca

tio
n 

of
 

re
sp

on
si

bi
lit

y 
fo

r 
im

pl
em

en
tin

g 
an

 IT
 

pr
oc

es
s 

fra
m

ew
or

k 
is

 d
on

e 
in

 a
n 

ad
 h

oc
 

w
ay

.

 □
S

ys
te

m
 a

nd
 d

at
a 

ow
ne

rs
hi

p 
is

 n
ot

 
cl

ea
rly

 a
ss

ig
ne

d.

 □
R

es
po

ns
ib

ili
ty

 a
nd

 
ac

co
un

ta
bi

lit
y 

fo
r 

ris
k,

 s
ec

ur
ity

 a
nd

 
co

m
pl

ia
nc

e 
ar

e 
no

t 
cl

ea
rly

 a
ss

ig
ne

d.

 □
R

ol
es

 a
nd

 
re

sp
on

si
bi

lit
ie

s 
fo

r d
efi

 n
in

g 
IT

 
or

ga
ni

za
tio

n 
an

d 
pr

oc
es

se
s 

ar
e 

no
t 

cl
ea

rly
 d

efi
 n

ed
.

 □
A

llo
ca

tio
n 

of
 

re
sp

on
si

bi
lit

y 
an

d 
ac

co
un

ta
bi

lit
y 

fo
r t

he
 

im
pl

em
en

ta
tio

n 
of

 IT
 

st
ru

ct
ur

es
, p

ro
ce

ss
es

 
an

d 
pr

oc
ed

ur
es

 is
 

do
ne

 in
fo

rm
al

ly.

 □
In

di
vi

du
al

s 
as

su
m

e 
re

sp
on

si
bi

lit
y 

fo
r 

im
pl

em
en

tin
g 

IT
 

st
ru

ct
ur

es
, p

ro
ce

ss
es

 
an

d 
pr

oc
ed

ur
es

.

 □
Th

er
e 

is
 c

on
fu

si
on

 
ab

ou
t w

ho
 is

 
re

sp
on

si
bl

e 
an

d 
ac

co
un

ta
bl

e 
fo

r I
T 

st
ru

ct
ur

es
, p

ro
ce

ss
es

 
an

d 
pr

oc
ed

ur
es

 w
he

n 
is

su
es

 a
ris

e.

 □
A

d 
ho

c 
co

m
m

itt
ee

s 
ar

e 
co

nv
en

ed
 to

 
pr

ov
id

e 
in

pu
t i

nt
o 

IT
 

st
ra

te
gi

c 
pl

an
ni

ng
 o

r 
IT

 o
pe

ra
tio

ns
.

 □
A

cc
ou

nt
ab

ili
ty

 
an

d 
re

sp
on

si
bi

lit
y 

fo
r d

efi
 n

in
g 

IT
 

or
ga

ni
za

tio
n 

an
d 

pr
oc

es
se

s 
ha

ve
 b

ee
n 

fo
rm

al
ly

 a
ss

ig
ne

d 
an

d 
do

cu
m

en
te

d.

 □
IT

 o
rg

an
iz

at
io

n 
an

d 
pr

oc
es

s 
de

si
gn

 
pr

oc
es

s 
ow

ne
rs

 a
re

 
id

en
tifi

 e
d,

 b
ut

 m
ay

 
no

t h
av

e 
su

ffi 
ci

en
t 

au
th

or
ity

 to
 fu

lfi 
ll 

th
ei

r 
re

sp
on

si
bi

lit
ie

s.

 □
D

ut
ie

s 
th

at
 re

la
te

 to
 

in
fo

rm
at

io
n 

se
cu

rit
y 

ar
e 

se
gr

eg
at

ed
, w

he
n 

re
qu

ire
d.

 □
Fo

rm
al

 IT
 g

ov
er

na
nc

e 
co

m
m

itt
ee

s 
ar

e 
in

 
pl

ac
e 

an
d 

se
rv

e 
in

 a
n 

ad
vi

so
ry

 c
ap

ac
ity

. 

 □
IT

 o
rg

an
iz

at
io

n 
an

d 
pr

oc
es

s 
de

si
gn

 
pr

oc
es

s 
ow

ne
rs

 h
av

e 
th

e 
le

ve
l o

f a
ut

ho
rit

y 
re

qu
ire

d 
to

 fu
lfi 

ll 
th

ei
r 

re
sp

on
si

bi
lit

ie
s.

 □
O

w
ne

rs
hi

p 
of

 
in

fo
rm

at
io

n 
an

d 
sy

st
em

s 
is

 c
le

ar
ly

 
ar

tic
ul

at
ed

 a
nd

 
au

th
or

ity
 to

 a
ct

 h
as

 
be

en
 d

el
eg

at
ed

. 

 □
S

ys
te

m
 o

w
ne

rs
 a

re
 

he
ld

 a
cc

ou
nt

ab
le

 fo
r 

sy
st

em
s 

an
d 

da
ta

 
ow

ne
rs

hi
p.

 □
Fo

rm
al

 g
ov

er
na

nc
e 

co
m

m
itt

ee
s 

pr
ov

id
e 

gu
id

an
ce

 a
nd

 
ov

er
si

gh
t.

 □
S

en
io

r l
ea

de
rs

hi
p 

is
 

en
ga

ge
d 

in
 d

efi
 n

in
g 

th
e 

IT
 o

rg
an

iz
at

io
na

l 
st

ru
ct

ur
e.

 □
R

ol
es

 a
nd

 
re

sp
on

si
bi

lit
ie

s 
of

 IT
 g

ov
er

na
nc

e 
co

m
m

itt
ee

 m
em

be
rs

  
ar

e 
de
fi n

ed
, 

do
cu

m
en

te
d 

an
d 

co
m

m
un

ic
at

ed
.

 □
E

nd
 u

se
rs

 a
re

 
ac

co
un

ta
bl

e 
fo

r t
he

ir 
us

e 
of

 in
fo

rm
at

io
n 

sy
st

em
s 

an
d 

da
ta

.
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M
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PROCESS

Policies, Plans and Procedures
 □

Im
pl

em
en

ta
tio

n 
of

 
po

rti
on

s 
of

 a
n 

IT
 

pr
oc

es
s 

fra
m

ew
or

k 
oc

cu
rs

 in
 is

ol
at

io
n 

an
d 

is
 b

as
ed

 u
po

n 
in

di
vi

du
al

 IT
 s

ta
ff 

pr
ac

tic
es

.

 □
D

efi
 n

iti
on

 o
f t

he
 

IT
 d

ep
ar

tm
en

t’s
 

re
la

tio
ns

hi
p 

to
 

th
e 

ju
ris

di
ct

io
n 

is
 

pe
rfo

rm
ed

 re
ac

tiv
el

y 
an

d 
in

fo
rm

al
ly.

 □
C

om
m

on
 a

nd
 

in
fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r t

he
 

im
pl

em
en

ta
tio

n 
of

 IT
 

st
ru

ct
ur

es
, p

ro
ce

ss
es

 
an

d 
pr

oc
ed

ur
es

 
ar

e 
de
fi n

ed
, b

ut
 n

ot
 

do
cu

m
en

te
d.

 □
C

om
pl

ia
nc

e 
w

ith
 

po
lic

ie
s 

fo
r t

he
 

im
pl

em
en

ta
tio

n 
of

 IT
 

st
ru

ct
ur

es
, p

ro
ce

ss
es

 
an

d 
pr

oc
ed

ur
es

 is
 

le
ft 

to
 th

e 
in

di
vi

du
al

’s
 

di
sc

re
tio

n.
 

 □
B

as
ic

 IT
 p

ro
ce

ss
es

 
an

d 
pr

oc
ed

ur
es

 h
av

e 
be

en
 d

efi
 n

ed
, b

ut
 n

ot
 

do
cu

m
en

te
d.

 □
O

rg
an

iz
at

io
n 

of
 th

e 
IT

 d
ep

ar
tm

en
t i

s 
de
fi n

ed
, d

oc
um

en
te

d 
an

d 
co

m
m

un
ic

at
ed

.

 □
K

ey
 a

ct
iv

iti
es

 re
la

te
d 

to
 IT

 o
pe

ra
tio

ns
 a

nd
 

m
an

ag
em

en
t h

av
e 

be
en

 d
efi

 n
ed

 a
nd

 
do

cu
m

en
te

d 
in

 th
e 

IT
 

pr
oc

es
s 

fra
m

ew
or

k.

 □
P

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 in

 th
e 

pr
oc

es
s 

fra
m

ew
or

k 
ar

e 
ba

se
d 

up
on

 
ge

ne
ra

lly
 a

cc
ep

te
d 

go
od

 p
ra

ct
ic

es
.

 □
Th

e 
or

ga
ni

za
tio

n 
of

 
th

e 
IT

 d
ep

ar
tm

en
t 

ap
pr

op
ria

te
ly

 re
fl e

ct
s 

ed
uc

at
io

na
l n

ee
ds

 
an

d 
ob

je
ct

iv
es

, a
nd

 
co

nt
ai

ns
 c

ap
ab

ili
tie

s 
re

qu
ire

d 
to

 m
ee

t 
th

os
e 

ob
je

ct
iv

es
.

 □
M

os
t a

ct
iv

iti
es

 re
la

te
d 

to
 IT

 o
pe

ra
tio

ns
 h

av
e 

be
en

 d
efi

 n
ed

 a
nd

 
do

cu
m

en
te

d 
in

 th
e 

IT
 

pr
oc

es
s 

fra
m

ew
or

k;
 

ac
tiv

iti
es

 a
re

 fo
rm

al
ly

 
ap

pr
ov

ed
 a

nd
 

re
gu

la
rly

 re
vi

ew
ed

 
an

d 
up

da
te

d.

 □
S

ta
nd

ar
d 

pr
oc

es
se

s 
to

 d
efi

 n
e 

IT
 

or
ga

ni
za

tio
n 

an
d 

pr
oc

es
se

s 
ar

e 
co

ns
is

te
nt

ly
 fo

llo
w

ed
.

 □
G

en
er

al
ly

 a
cc

ep
te

d 
be

st
 p

ra
ct

ic
es

 
an

d 
st

an
da

rd
s 

fo
r 

pr
oc

ed
ur

e 
an

d 
po

lic
y 

de
ve

lo
pm

en
t a

re
 

us
ed

. 

 □
P

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 a

re
 

st
an

da
rd

iz
ed

 a
nd

 
in

te
gr

at
ed

. 

 □
Th

e 
IT

 d
ep

ar
tm

en
t 

ad
ap

ts
 to

 th
e 

ju
ris

di
ct

io
n’

s 
ch

an
gi

ng
 n

ee
ds

 a
nd

 
ob

je
ct

iv
es

.
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PROCESS (continued)

Goal Setting and Measurement

 □
S

om
e 

go
al

s 
fo

r t
he

 
im

pl
em

en
ta

tio
n 

of
 a

n 
IT

 p
ro

ce
ss

 
fra

m
ew

or
k 

ar
e 

se
t 

an
d 

m
on

ito
re

d 
in

co
ns

is
te

nt
ly.

 □
Im

pl
em

en
ta

tio
n 

of
 IT

 
st

ru
ct

ur
es

, p
ro

ce
ss

es
 

an
d 

pr
oc

ed
ur

es
 is

 
m

on
ito

re
d 

in
fo

rm
al

ly.

 □
M

ea
su

re
s 

fo
r 

im
pl

em
en

ta
tio

n 
of

 IT
 

st
ru

ct
ur

es
, p

ro
ce

ss
es

 
an

d 
pr

oc
ed

ur
es

 
em

ph
as

iz
e 

ac
hi

ev
em

en
t o

f 
ob

je
ct

iv
es

.

 □
IT

 le
ad

er
sh

ip
 

pr
ov

id
es

 b
as

ic
 s

ta
tu

s 
re

po
rts

 a
bo

ut
 th

e 
im

pl
em

en
ta

tio
n 

of
 IT

 
st

ru
ct

ur
es

, p
ro

ce
ss

es
 

an
d 

pr
oc

ed
ur

es
.

 □
Th

e 
ef

fe
ct

iv
en

es
s 

of
 IT

 p
ro

ce
ss

es
 

an
d 

re
la

tio
ns

hi
ps

 is
 

m
on

ito
re

d 
re

gu
la

rly
.

 □
S

en
io

r l
ea

de
rs

hi
p 

an
d 

IT
 g

ov
er

na
nc

e 
co

m
m

itt
ee

 m
em

be
rs

 
se

ek
 in

pu
t r

el
at

ed
 

to
 th

e 
ef

fe
ct

iv
en

es
s 

an
d 

ef
fi c

ie
nc

y 
of

 
th

e 
IT

 g
ov

er
na

nc
e 

co
m

m
itt

ee
.

 □
P

er
fo

rm
an

ce
 g

oa
ls

 
ar

e 
fo

rm
al

ly
 d

efi
 n

ed
 

an
d 

ap
pr

ov
ed

, 
an

d 
al

ig
n 

to
 th

e 
IT

 
S

tra
te

gi
c 

P
la

n.
  

 □
M

ea
su

re
s 

of
 th

e 
ef

fe
ct

iv
en

es
s 

of
 th

e 
IT

 o
rg

an
iz

at
io

n 
an

d 
pr

oc
es

s 
fra

m
ew

or
k 

ar
e 

us
ed

 to
 in

fo
rm

 
de

ci
si

on
 m

ak
in

g 
an

d 
co

nt
in

uo
us

 
im

pr
ov

em
en

t.

 □
P

er
fo

rm
an

ce
 g

oa
ls

 
ar

e 
m

on
ito

re
d.

 □
P

ee
r-

 a
nd

 s
ec

to
r-

ba
se

d 
be

nc
hm

ar
ki

ng
 

of
 th

e 
IT

 o
rg

an
iz

at
io

n 
an

d 
pr

oc
es

se
s 

is
 

pe
rfo

rm
ed

.

 □
IT

 o
rg

an
iz

at
io

n 
an

d 
pr

oc
es

se
s 

ar
e 

m
on

ito
re

d 
an

d 
m

ea
su

re
d.
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TOOLS

Tools and Automation
 □

To
ol

s 
m

ay
 

ex
is

t t
o 

su
pp

or
t 

im
pl

em
en

ta
tio

n 
of

 th
e 

IT
 p

ro
ce

ss
 

fra
m

ew
or

k;
 th

ey
 a

re
 

ge
ne

ra
lly

 b
as

ed
 u

po
n 

st
an

da
rd

 d
es

kt
op

 
to

ol
s.

 □
Th

er
e 

is
 n

o 
co

ns
is

te
nt

 
ap

pr
oa

ch
 to

 u
si

ng
 

to
ol

s 
to

 s
up

po
rt 

im
pl

em
en

ta
tio

n 
of

 th
e 

IT
 p

ro
ce

ss
 

fra
m

ew
or

k.

 □
B

as
ic

 to
ol

s 
an

d 
te

m
pl

at
es

, s
pe

ci
fi c

 
to

 im
pl

em
en

tin
g 

IT
 

st
ru

ct
ur

es
, p

ro
ce

ss
es

 
an

d 
pr

oc
ed

ur
es

, h
av

e 
be

en
 d

ev
el

op
ed

 a
nd

 
im

pl
em

en
te

d.

 □
C

om
m

on
 a

pp
ro

ac
he

s 
to

 th
e 

us
e 

of
 

to
ol

s 
to

 s
up

po
rt 

im
pl

em
en

ta
tio

n 
of

 IT
 

st
ru

ct
ur

es
, p

ro
ce

ss
es

 
an

d 
pr

oc
ed

ur
es

 a
re

 
em

er
gi

ng
.

 □
A 

fo
rm

al
 p

la
n 

to
 a

cq
ui

re
 a

nd
 

im
pl

em
en

t t
oo

ls
 

to
 s

up
po

rt 
th

e 
de

ve
lo

pm
en

t a
nd

 
m

ai
nt

en
an

ce
 o

f t
he

 IT
 

pr
oc

es
s 

fra
m

ew
or

k,
 

an
d 

to
 d

es
ig

n,
 

m
on

ito
r a

nd
 m

an
ag

e 
th

e 
IT

 o
rg

an
iz

at
io

n 
ha

s 
be

en
 d

ev
el

op
ed

.

 □
Th

e 
ba

si
c 

le
ve

l o
f 

fu
nc

tio
na

lit
y 

in
 to

ol
s 

an
d 

te
m

pl
at

es
 to

 
su

pp
or

t d
ev

el
op

m
en

t 
an

d 
m

ai
nt

en
an

ce
 

of
 th

e 
IT

 p
ro

ce
ss

 
fra

m
ew

or
k,

 a
nd

 
to

 d
es

ig
n,

 m
on

ito
r 

an
d 

m
an

ag
e 

th
e 

IT
 

or
ga

ni
za

tio
n 

is
 u

se
d.

 □
To

ol
s 

in
 u

se
 a

re
 n

ot
 

fu
lly

 in
te

gr
at

ed
.

 □
To

ol
s 

to
 s

up
po

rt 
th

e 
de

ve
lo

pm
en

t a
nd

 
m

ai
nt

en
an

ce
 o

f t
he

 
IT

 p
ro

ce
ss

 fr
am

ew
or

k 
an

d 
to

 d
es

ig
n,

 m
on

ito
r 

an
d 

m
an

ag
e 

th
e 

IT
 

or
ga

ni
za

tio
n 

ha
ve

 
be

en
 im

pl
em

en
te

d.

 □
In

te
gr

at
io

n 
of

 to
ol

s 
to

 s
up

po
rt 

th
e 

de
ve

lo
pm

en
t a

nd
 

m
ai

nt
en

an
ce

 o
f t

he
 

IT
 p

ro
ce

ss
 fr

am
ew

or
k 

an
d 

to
 d

es
ig

n,
 

m
on

ito
r a

nd
 m

an
ag

e 
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Description
There is no single right answer for how much investment in technology is enough in the K-12 
education sector.  School jurisdictions determine the appropriate levels of investment in technology 
by evaluating the costs, risks and expected benefi ts of initiatives.

IT investments are defi ned in this context as capital investment in technology.  They include required 
(operational) and discretionary (initiatives) spending.  IT spending can be further categorized into 
three areas: run (keep the lights on), grow (devise new services for stakeholders) and transform 
(support transformation of teaching and learning practices).

Mature IT investment management processes ensure that individual investments are considered 
in the context of a larger portfolio.  For example, investment in maintaining a school jurisdiction’s 
student information system should be balanced against investments in classroom technologies that 
support student learning, rather than evaluated in isolation.

This process area includes identifying and analyzing opportunities, based upon cost, benefi t and 
risk, prioritization and ongoing monitoring.

Value
• Ensures that IT investments are managed to maximize value realized and minimize risks and 

costs and that investments are aligned to jurisdiction strategic and operational goals.
• Enables senior leadership to sustain a comprehensive understanding of the jurisdiction’s IT 

investments.
• Provides insight for senior leadership into the expected and actual value to be realized by 

implementing technology.

Goals
• Ensure effective and effi cient use of jurisdiction resources.
• Promote transparency and accountability for IT investment, from selection to reporting 

benefi ts realization.

Target Audience

Primary Secondary
Senior Leadership
IT Leadership

School Administrators
IT Staff

Key Activities
Establish and maintain a fi nancial management framework for IT to manage the overall 
investment and cost of IT resources and services.

Evaluate, prioritize and select services to receive IT funding. 

Establish and maintain IT budgeting processes to support preparation of a budget that refl ects 
established IT priorities, upcoming projects, ongoing costs of operation and maintenance of existing 
services.

Monitor and manage IT expenditures, comparing actual costs to budgets. 
• Implement a process to monitor and report IT expenditures. 
• Identify, assess, address and report budget variances in a timely manner. 
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Monitor and report on IT benefi ts and value realization delivered by the current IT portfolio of 
services.

• Implement a process to regularly identify and communicate the value realization of IT 
investments that further jurisdiction objectives.

• Ensure that the performance of the portfolio of IT investments is regularly reviewed and 
optimized.

Manage the portfolio of IT enabled investments required to achieve jurisdiction goals.
• Implement a process to defi ne, evaluate, prioritize, select and initiate the required IT services.
• Implement a process to regularly review and adjust the IT portfolio.

RACI Chart

Activities

Roles

Establish and 
maintain a fi nancial 
management 
framework for IT.
Evaluate prioritize 
and select services. 
Establish and 
maintain IT 
budgeting 
processes.
Monitor and manage 
IT expenditures.
Monitor IT 
benefi ts and value 
realization.
Manage the portfolio 
of IT-enabled 
investments.

RACI Responsibilities
Responsible  – the person or group who is responsible for performing a task
Accountable – the person who is held accountable for the task being complete
   (Ideally, accountability is assigned to only one role for each process.) 
Consulted – the person or group communicated with prior to a task being performed 
Informed – the parties who are notifi ed about an activity before, during or after it is 
   performed.
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PEOPLE (continued)

Skills and Expertise
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PEOPLE (continued)

Responsibility and Accountability
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Policies, Plans and Procedures
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PROCESS (continued)

Goal Setting and Measurement
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Tools and Automation
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Description

The overall vision and strategic direction for the use of technology in school jurisdictions must be 
communicated clearly and effectively to all staff.  Through ongoing communication and clearly 
defi ned policies and procedures, staff have a clearer understanding of what is expected of them 
and senior leadership has a greater degree of assurance that staff understand what is expected.

This process area includes directional communications that describe how technology should be 
used in the classroom and operational communications that set standards for behaviour, such as 
security policies and procedures, and guidelines for acceptable use.

This process area supports the development of the policies, procedures, standards and guidelines 
for every other process area described in the School Technology Services Framework.  It addresses:

• authorization to create a new policy, procedure, guideline, standard or strategy
• identifi cation of and consultation with stakeholders
• development, review and revision of documents to communicate the new policy, procedure, 

guideline, standard or strategy
• approval and communication of the new policy, procedure, guideline, standard or strategy.

Value
• Provides assurance to senior leadership that policies, strategic direction and expectations 

are communicated clearly and consistently.
• Ensures that leadership and stakeholders understand and are aware of the aims and direction 

for IT and the expectations for its use in the school jurisdiction.
• Reduces the time required to develop policies, procedures, guidelines, standards and so 

forth by outlining a consistent process to be followed.

Goals
• Ensure awareness and understanding of policies, procedures and regulations related to the 

support and use of technology.
• Mitigate IT risks.

Target Audience

Primary Secondary
Senior Leadership
IT Leadership

School Administrators
IT Staff
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Key Activities
Establish and maintain IT policies that are consistent with jurisdiction philosophy, objectives and 
operating style.

• Implement a framework of policies that addresses expectations and requirements regarding 
delivery of value from IT investments, approach to risk, integrity, ethical use and IT staff and 
end user accountability and responsibility. 

Implement and maintain an IT process framework that supports the jurisdiction in meeting its 
objectives while managing risk, cost and value.

• Implement a process to regularly review and update IT procedures.

Communicate the IT policy and process framework, IT strategy, objectives and direction to 
appropriate stakeholders in a timely way.

RACI Chart

Activities

Roles

Establish and 
maintain IT policies.
Implement and 
maintain an IT 
process framework.
Communicate the IT 
policy and process 
framework.

RACI Responsibilities
Responsible  – the person or group who is responsible for performing a task
Accountable – the person who is held accountable for the task being complete
   (Ideally, accountability is assigned to only one role for each process.) 
Consulted – the person or group communicated with prior to a task being performed 
Informed – the parties who are notifi ed about an activity before, during or after it is 
   performed.
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PEOPLE

Awareness, Understanding and Communication

 □
IT

 le
ad

er
sh

ip
 is

 
aw

ar
e 

of
 th

e 
ne

ed
 

fo
r a

n 
IT

 p
ol

ic
y 

an
d 

pr
oc

es
s 

fra
m

ew
or

k.

 □
Th

e 
ne

ed
 fo

r 
an

 IT
 p

ol
ic

y 
an

d 
pr

oc
es

s 
fra

m
ew

or
k 

is
 c

om
m

un
ic

at
ed

 
in

co
ns

is
te

nt
ly.

 □
IT

 p
ol

ic
ie

s 
an

d 
pr

oc
es

se
s 

ar
e 

di
sc

us
se

d 
in

 
re

sp
on

se
 to

 is
su

es
 

or
 re

qu
es

ts
 fo

r 
in

fo
rm

at
io

n 
fro

m
 

se
ni

or
 le

ad
er

sh
ip

.

 □
C

om
m

un
ic

at
io

n 
to

 
st

ak
eh

ol
de

rs
 a

bo
ut

 
IT

 p
ol

ic
ie

s,
 p

ro
ce

ss
es

 
an

d 
pr

oc
ed

ur
es

 is
 

sp
or

ad
ic

 a
nd

 u
su

al
ly

 
in

 re
sp

on
se

 to
 is

su
es

.

 □
S

en
io

r l
ea

de
rs

hi
p 

is
 

aw
ar

e 
of

 th
e 

ne
ed

 
fo

r a
n 

IT
 p

ol
ic

y 
an

d 
pr

oc
es

s 
fra

m
ew

or
k.

 □
IT

 le
ad

er
sh

ip
 

un
de

rs
ta

nd
s 

th
e 

re
qu

ire
m

en
ts

 o
f a

n 
ef

fe
ct

iv
e 

IT
 p

ol
ic

y 
an

d 
pr

oc
es

s 
fra

m
ew

or
k.

 

 □
Th

e 
ne

ed
 fo

r 
an

 IT
 p

ol
ic

y 
an

d 
pr

oc
es

s 
fra

m
ew

or
k 

is
 c

om
m

un
ic

at
ed

 
co

ns
is

te
nt

ly.

 □
IT

 p
ol

ic
ie

s 
an

d 
pr

oc
es

se
s 

ar
e 

di
sc

us
se

d 
pe

rio
di

ca
lly

.

 □
C

om
m

un
ic

at
io

n 
to

 
st

ak
eh

ol
de

rs
 a

bo
ut

 
IT

 p
ol

ic
ie

s 
an

d 
pr

oc
es

se
s 

oc
cu

rs
 

pe
rio

di
ca

lly
.

 □
S

en
io

r l
ea

de
rs

hi
p 

is
 a

w
ar

e 
of

 th
e 

re
qu

ire
m

en
ts

 fo
r a

n 
ef

fe
ct

iv
e 

IT
 p

ro
ce

ss
 

fra
m

ew
or

k.

 □
S

en
io

r l
ea

de
rs

hi
p 

co
m

m
its

 re
so

ur
ce

s 
to

 th
e 

de
ve

lo
pm

en
t 

an
d 

im
pl

em
en

ta
tio

n 
of

 a
 s

ou
nd

 IT
 p

ro
ce

ss
 

fra
m

ew
or

k.

 □
C

rit
ic

al
 IT

 p
ro

ce
ss

es
 

ar
e 

do
cu

m
en

te
d 

an
d 

co
m

m
un

ic
at

ed
.

 □
S

en
io

r l
ea

de
rs

hi
p 

an
d 

IT
 le

ad
er

sh
ip

 
co

m
m

un
ic

at
e 

th
e 

im
po

rta
nc

e 
of

 IT
 

se
cu

rit
y 

aw
ar

en
es

s 
on

 a
 re

gu
la

r b
as

is
 

an
d 

in
 a

 fo
rm

al
 w

ay
.

 □
S

en
io

r l
ea

de
rs

hi
p 

an
d 

IT
 le

ad
er

sh
ip

 
as

su
m

e 
re

sp
on

si
bi

lit
y 

fo
r c

om
m

un
ic

at
in

g 
IT

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

.

 □
E

nd
 u

se
rs

 u
nd

er
st

an
d 

th
e 

ob
je

ct
iv

es
 o

f 
th

e 
IT

 d
ep

ar
tm

en
t 

an
d 

IT
 p

ol
ic

ie
s 

an
d 

pr
oc

es
se

s 
th

at
 a

ffe
ct

 
th

em
.

 □
IT

 le
ad

er
sh

ip
 h

as
 

an
 a

dv
an

ce
d 

an
d 

 
fo

rw
ar

d-
lo

ok
in

g 
un

de
rs

ta
nd

in
g 

of
 

th
e 

re
qu

ire
m

en
ts

 
fo

r t
he

 IT
 p

ro
ce

ss
 

fra
m

ew
or

k.

 □
C

om
m

un
ic

at
io

n 
of

 
is

su
es

 th
at

 m
ay

 
af

fe
ct

 c
om

pl
ia

nc
e 

w
ith

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 is
 

pr
oa

ct
iv

e.

 □
E

nd
 u

se
rs

 a
re

 
aw

ar
e 

of
 e

m
er

gi
ng

 
is

su
es

 th
at

 m
ay

 
af

fe
ct

 c
om

pl
ia

nc
e 

w
ith

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

.
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PEOPLE (continued)

Skills and Expertise
 □

S
om

e 
kn

ow
le

dg
e 

of
 IT

 p
ol

ic
y 

an
d 

pr
oc

es
s 

fra
m

ew
or

k 
de

ve
lo

pm
en

t a
nd

 
im

pl
em

en
ta

tio
n 

ex
is

ts
 

in
 is

ol
at

io
n.

 □
M

in
im

um
 s

ki
lls

 
re

qu
ire

d 
to

 d
ev

el
op

 
an

d 
im

pl
em

en
t a

n 
IT

 
po

lic
y 

an
d 

pr
oc

es
s 

fra
m

ew
or

k 
ha

ve
 n

ot
 

be
en

 id
en

tifi
 e

d.

 □
Tr

ai
ni

ng
 n

ee
ds

 
fo

r I
T 

po
lic

y 
an

d 
pr

oc
es

s 
fra

m
ew

or
k 

de
ve

lo
pm

en
t a

nd
 

im
pl

em
en

ta
tio

n 
ha

ve
 

no
t b

ee
n 

id
en

tifi
 e

d.

 □
IT

 le
ad

er
sh

ip
 a

nd
 

IT
 s

ta
ff 

 h
av

e 
th

e 
sk

ill
s 

an
d 

ex
pe

rti
se

 
to

 p
er

fo
rm

 b
as

ic
 IT

 
po

lic
y 

an
d 

pr
oc

es
s 

de
ve

lo
pm

en
t.

 □
M

in
im

um
 s

ki
ll 

re
qu

ire
m

en
ts

 to
 

pe
rfo

rm
 b

as
ic

 IT
 

po
lic

y 
an

d 
pr

oc
es

s 
de

ve
lo

pm
en

t h
av

e 
be

en
 id

en
tifi

 e
d.

 □
Tr

ai
ni

ng
 in

 IT
 

po
lic

y 
an

d 
pr

oc
es

s 
fra

m
ew

or
k 

de
ve

lo
pm

en
t i

s 
pr

ov
id

ed
 in

 re
sp

on
se

 
to

 e
m

er
gi

ng
 n

ee
ds

 
or

 re
qu

es
ts

 fr
om

 
in

di
vi

du
al

s.

 □
IT

 le
ad

er
sh

ip
 a

nd
 

IT
 s

ta
ff 

ha
ve

 th
e 

sk
ill

s 
an

d 
ex

pe
rti

se
 

to
 p

er
fo

rm
 a

ll 
ke

y 
IT

 
pr

oc
es

s 
fra

m
ew

or
k 

de
ve

lo
pm

en
t 

pr
oc

es
se

s.

 □
S

ki
ll 

re
qu

ire
m

en
ts

 
fo

r a
ll 

IT
 p

ro
ce

ss
 

fra
m

ew
or

k 
de

ve
lo

pm
en

t 
pr

oc
es

se
s 

ha
ve

 
be

en
 d

efi
 n

ed
 a

nd
 

do
cu

m
en

te
d.

 □
A 

fo
rm

al
 tr

ai
ni

ng
 

pl
an

 fo
r I

T 
pr

oc
es

s 
fra

m
ew

or
k 

de
ve

lo
pm

en
t h

as
 

be
en

 d
ev

el
op

ed
.

 □
Fo

rm
al

 tr
ai

ni
ng

 in
 IT

 
pr

oc
es

s 
fra

m
ew

or
k 

de
ve

lo
pm

en
t i

s 
av

ai
la

bl
e.

 □
IT

 le
ad

er
sh

ip
 a

nd
 

IT
 s

ta
ff 

ha
ve

 th
e 

sk
ill

s 
an

d 
ex

pe
rti

se
 

to
 p

er
fo

rm
 a

ll 
IT

 
pr

oc
es

s 
fra

m
ew

or
k 

de
ve

lo
pm

en
t a

nd
 

m
an

ag
em

en
t 

pr
oc

es
se

s.

 □
P

ro
fi c

ie
nc

y 
in

 
cr

iti
ca

l a
sp

ec
ts

 o
f I

T 
pr

oc
es

s 
fra

m
ew

or
k 

de
ve

lo
pm

en
t a

nd
 

m
an

ag
em

en
t 

is
 e

ns
ur

ed
 fo

r 
in

di
vi

du
al

s 
w

ho
 

pe
rfo

rm
 th

es
e 

pr
oc

es
se

s.

 □
A 

fo
rm

al
 tr

ai
ni

ng
 

pl
an

 fo
r I

T 
pr

oc
es

s 
fra

m
ew

or
k 

de
ve

lo
pm

en
t a

nd
 

m
an

ag
em

en
t i

s 
im

pl
em

en
te

d.

 □
Fo

rm
al

 tr
ai

ni
ng

 fo
r I

T 
pr

oc
es

s 
fra

m
ew

or
k 

de
ve

lo
pm

en
t a

nd
 

m
an

ag
em

en
t 

is
 re

qu
ire

d 
fo

r 
in

di
vi

du
al

s 
w

ho
 

pe
rfo

rm
 th

es
e 

pr
oc

es
se

s.

 □
C

er
tifi

 c
at

io
n 

in
 IT

 
pr

oc
es

s 
fra

m
ew

or
k 

de
ve

lo
pm

en
t a

nd
 

m
an

ag
em

en
t i

s 
en

co
ur

ag
ed

 fo
r 

in
di

vi
du

al
s 

w
ho

 
pe

rfo
rm

 th
es

e 
pr

oc
es

se
s.

 □
P

ro
fi c

ie
nc

y 
in

 
al

l a
sp

ec
ts

 o
f I

T 
pr

oc
es

s 
fra

m
ew

or
k 

de
ve

lo
pm

en
t a

nd
 

m
an

ag
em

en
t 

is
 e

ns
ur

ed
 fo

r 
in

di
vi

du
al

s 
w

ho
 

pe
rfo

rm
 th

es
e 

pr
oc

es
se

s.

 □
Th

e 
ju

ris
di

ct
io

n 
en

co
ur

ag
es

 fo
rm

al
 

tra
in

in
g 

in
 IT

 p
ro

ce
ss

 
de

ve
lo

pm
en

t a
nd

 
m

an
ag

em
en

t, 
ba

se
d 

up
on

 p
er

so
na

l a
nd

 
ju

ris
di

ct
io

n 
go

al
s.

 □
E

xt
er

na
l e

xp
er

ts
 a

nd
 

in
du

st
ry

 le
ad

er
s 

ar
e 

en
ga

ge
d 

to
 p

ro
vi

de
 

gu
id

an
ce

 a
nd

 in
pu

t 
in

to
 th

e 
IT

 p
ro

ce
ss

 
fra

m
ew

or
k.
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PEOPLE (continued)

Responsibility and Accountability

 □
A

llo
ca

tio
n 

of
 

re
sp

on
si

bi
lit

y 
fo

r I
T 

po
lic

y 
an

d 
pr

oc
es

s 
fra

m
ew

or
k 

de
ve

lo
pm

en
t a

nd
 

im
pl

em
en

ta
tio

n 
is

 
as

su
m

ed
 o

r d
on

e 
in

 
an

 a
d 

ho
c 

w
ay

.

 □
A

llo
ca

tio
n 

of
 

re
sp

on
si

bi
lit

y 
an

d 
ac

co
un

ta
bi

lit
y 

fo
r d

ev
el

op
in

g,
 

m
ai

nt
ai

ni
ng

 a
nd

 
m

an
ag

in
g 

th
e 

IT
 

po
lic

y 
pr

oc
es

s 
fra

m
ew

or
k 

is
 d

on
e 

in
fo

rm
al

ly.

 □
In

di
vi

du
al

s 
as

su
m

e 
re

sp
on

si
bi

lit
y 

fo
r d

ev
el

op
in

g,
 

m
ai

nt
ai

ni
ng

 a
nd

 
m

an
ag

in
g 

pa
rts

 o
f t

he
 

IT
 p

ol
ic

y 
an

d 
pr

oc
es

s 
fra

m
ew

or
k.

 

 □
Th

er
e 

is
 c

on
fu

si
on

 
ab

ou
t w

ho
 is

 
re

sp
on

si
bl

e 
an

d 
ac

co
un

ta
bl

e 
fo

r d
ev

el
op

in
g,

 
m

ai
nt

ai
ni

ng
 a

nd
 

m
an

ag
in

g 
IT

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 w
he

n 
is

su
es

 a
ris

e.

 □
O

w
ne

rs
hi

p 
of

 IT
 

po
lic

ie
s 

is
 v

ie
w

ed
 a

s 
re

st
in

g 
w

ith
 th

e 
IT

 
de

pa
rtm

en
t.

 □
A

cc
ou

nt
ab

ili
ty

 a
nd

  
re

sp
on

si
bi

lit
y 

fo
r I

T 
pr

oc
es

s 
fra

m
ew

or
k 

de
ve

lo
pm

en
t, 

m
an

ag
em

en
t a

nd
 

co
m

m
un

ic
at

io
n 

ha
ve

 b
ee

n 
fo

rm
al

ly
 

as
si

gn
ed

 a
nd

 
do

cu
m

en
te

d.

 □
IT

 p
ro

ce
ss

 fr
am

ew
or

k 
de

ve
lo

pm
en

t 
pr

oc
es

s 
ow

ne
rs

 a
re

 
id

en
tifi

 e
d,

 b
ut

 m
ay

 
no

t h
av

e 
su

ffi 
ci

en
t 

au
th

or
ity

 to
 fu

lfi 
ll 

th
ei

r 
re

sp
on

si
bi

lit
ie

s.

 □
IT

 p
ro

ce
ss

 fr
am

ew
or

k 
de

ve
lo

pm
en

t a
nd

 
m

an
ag

em
en

t p
ro

ce
ss

 
ow

ne
rs

 h
av

e 
th

e 
le

ve
l o

f a
ut

ho
rit

y 
re

qu
ire

d 
to

 fu
lfi 

ll 
th

ei
r 

re
sp

on
si

bi
lit

ie
s.

 □
IT

 p
ro

ce
ss

 
fra

m
ew

or
k 

de
ve

lo
pm

en
t a

nd
 

m
an

ag
em

en
t 

pr
oc

es
s 

ow
ne

rs
 a

re
 

em
po

w
er

ed
 to

 m
ak

e 
de

ci
si

on
s 

an
d 

to
 

ta
ke

 a
ct

io
n.

  

 □
IT

 p
ro

ce
ss

 
fra

m
ew

or
k 

de
ve

lo
pm

en
t a

nd
 

m
an

ag
em

en
t 

pr
oc

es
s 

ow
ne

rs
 

es
ca

la
te

 is
su

es
, 

ac
co

rd
in

g 
to

 a
 

de
fi n

ed
 e

sc
al

at
io

n 
pr

oc
es

s.
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PROCESS

Policies, Plans and Procedures
 □

D
ev

el
op

m
en

t o
f I

T 
po

lic
ie

s,
 p

ro
ce

ss
es

 
an

d 
pr

oc
ed

ur
es

 
oc

cu
rs

 in
 is

ol
at

io
n 

an
d 

is
 b

as
ed

 u
po

n 
in

di
vi

du
al

 IT
 s

ta
ff 

pr
ac

tic
es

.

 □
P

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 a

re
 

de
ve

lo
pe

d 
an

d 
do

cu
m

en
te

d 
on

 a
n 

ad
 h

oc
 b

as
is

.

 □
C

om
m

on
 a

nd
 

in
fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r 

ba
si

c 
de

ve
lo

pm
en

t, 
m

ai
nt

en
an

ce
 a

nd
 

m
an

ag
em

en
t o

f 
th

e 
IT

 p
ol

ic
y 

an
d 

pr
oc

es
s 

 fr
am

ew
or

k 
ar

e 
de
fi n

ed
, b

ut
 n

ot
 

do
cu

m
en

te
d.

 □
C

om
pl

ia
nc

e 
w

ith
 

po
lic

ie
s 

an
d 

pr
oc

ed
ur

es
 fo

r 
th

e 
de

ve
lo

pm
en

t, 
m

ai
nt

en
an

ce
 a

nd
 

m
an

ag
em

en
t o

f t
he

 
IT

 p
ol

ic
y 

an
d 

pr
oc

es
s 

fra
m

ew
or

k 
is

 le
ft 

to
 th

e 
in

di
vi

du
al

’s
 

di
sc

re
tio

n.

 □
D

ev
el

op
m

en
t o

f I
T 

po
lic

ie
s,

 p
ro

ce
ss

es
 

an
d 

pr
oc

ed
ur

es
 

co
ns

id
er

s 
co

st
, r

is
k 

or
 v

al
ue

, b
ut

 n
ot

 a
ll 

th
re

e.

 □
A 

co
m

m
on

, f
or

m
al

 
pr

oc
es

s 
fo

r t
he

 
de

ve
lo

pm
en

t a
nd

 
ap

pr
ov

al
 o

f I
T 

po
lic

ie
s 

an
d 

pr
oc

ed
ur

es
 h

as
 

be
en

 d
ev

el
op

ed
, 

do
cu

m
en

te
d 

an
d 

im
pl

em
en

te
d.

 □
Fo

rm
al

 re
qu

ire
m

en
ts

 
of

 a
n 

ef
fe

ct
iv

e 
in

fo
rm

at
io

n 
co

nt
ro

l 
en

vi
ro

nm
en

t f
or

 
th

e 
ju

ris
di

ct
io

n 
ar

e 
do

cu
m

en
te

d.

 □
Fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r t

he
 

de
ve

lo
pm

en
t a

nd
 

ap
pr

ov
al

 o
f I

T 
po

lic
ie

s 
an

d 
pr

oc
ed

ur
es

 a
re

 
de
fi n

ed
, d

oc
um

en
te

d 
an

d 
re

gu
la

rly
 

re
vi

ew
ed

.
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PROCESS (continued)
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sManage IT Human Resources
Description
Effective, effi cient and well-managed IT services are delivered by skilled IT staff.  Ensuring that the 
jurisdiction has an appropriate complement of IT staff available to meet operational and strategic 
objectives is critical.

In the K-12 education sector, the ideal is to have IT staff that possess skills in the technical, 
management and education sectors.  The depth of expertise required in each of these domains 
varies by job role.

This process area includes identifying the skills required to meet strategic and operational needs 
and then ensuring that those skills are available, when needed, through training, hiring and/or 
contracting.  The process of managing IT human resources supports increasing maturity in skills 
and expertise in all other process areas.

Value
• Ensures that high quality, responsive IT services that meet current and future jurisdiction 

objectives are available, when required.

Goals
• Ensure that appropriately skilled staff are available, when required, to meet the strategic and 

operational requirements of the jurisdiction.

Target Audience

Primary Secondary
IT Leadership Senior Leadership

School Administrators
IT Staff

Key Activities
Identify IT skills, expertise and core competencies needed to realize jurisdiction objectives.  

• Develop and maintain position descriptions for IT staff.
• Regularly verify that IT staff have the required competencies to fulfi ll their responsibilities, 

considering their education, training, certifi cations and experience.
• Develop and maintain an IT human resource recruitment plan.

Implement a process for IT staff recruitment and retention that aligns with the overall jurisdiction 
personnel policies and procedures.

• Implement a process to review IT staff responsibilities.
• Develop and implement a compensation framework for IT staff.

Provide training for IT staff.
• Implement an IT staff orientation process for new hires.
• Ensure that IT staff receive ongoing training to maintain and enhance their knowledge, skills 

and abilities to levels required to meet current and future jurisdiction requirements.

Minimize key IT staff dependencies through documentation, knowledge sharing, cross training, 
succession planning and IT staff backup.

• Identify key IT staff roles and implement procedures to minimize risk exposure.
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Monitor, supervise and evaluate IT staff, based on their position description and responsibilities.
• Perform regular and timely IT staff evaluations, based upon individual objectives, established 

standards, specifi c job responsibilities and professional expectations.

Implement an IT job change and termination process to ensure that service continuity, 
knowledge transfer, reassigned responsibilities and removal of access rights are addressed.

RACI Chart

Activities

Roles

Implement a 
process for IT staff 
recruitment and 
retention. 
Identify IT skills, 
expertise and core 
competencies.
Provide training for 
IT staff. 
Minimize key IT staff 
dependencies.
Monitor, supervise 
and evaluate IT staff.
Implement an IT 
job change and 
termination process.

RACI Responsibilities
Responsible  – the person or group who is responsible for performing a task
Accountable – the person who is held accountable for the task being complete
   (Ideally, accountability is assigned to only one role for each process.) 
Consulted – the person or group communicated with prior to a task being performed 
Informed – the parties who are notifi ed about an activity before, during or after it is 
   performed.
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r l
ea

de
rs

hi
p 

an
d 

IT
 s

ta
ff 

un
de

rs
ta

nd
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ve
lo

pe
d 

w
ith

 in
pu

t 
fro

m
 IT

 s
ta

ff.
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r l
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PEOPLE (continued)

Skills and Expertise
 □

S
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e 
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ow
le
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e 
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ur
ce

s 
m

an
ag
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en

t e
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st
s 
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n.
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M

in
im
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 p
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t b
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M
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ll 
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m
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T 
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e 
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t b
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n 
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 e

d.
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ng
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r 
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m
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en
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e 
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t b
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n 
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 e
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M
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T 

st
af
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 b
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n 

id
en
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 p
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 b
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ic
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m

an
ag

em
en
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m
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m
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s 
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e 
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m
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s 

m
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em
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m
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 re
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r 
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 b
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tifi

 e
d 
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d 
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b 
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.
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ai
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w
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ff 
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.
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e 
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 a
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 re
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s 
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en
t.
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S

ki
ll 
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m
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r a
ll 
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so
ur

ce
s 
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en
t 

pr
oc

es
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s 
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 d
efi
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cu
m

en
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al
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m
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en
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bl
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S

ki
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m
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 b
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n 
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, d
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 d

efi
 n

ed
 a

nd
 

im
pl

em
en

te
d.
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C
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.
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 p
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 re
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 c
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ra
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pa
ci

ty
 a

m
on

g 
IT

 s
ta

ff 
ha

s 
be

en
 

im
pl

em
en

te
d.

 □
P

ro
fi c

ie
nc

y 
in

 
al

l a
sp

ec
ts

 o
f I

T 
hu

m
an

 re
so

ur
ce

s 
m

an
ag

em
en

t 
is

 e
ns

ur
ed

 fo
r 

in
di

vi
du

al
s 

w
ho

 
pe

rfo
rm

 th
es

e 
pr

oc
es

se
s.

 □
Th

e 
ju

ris
di

ct
io

n 
en

co
ur

ag
es

 fo
rm

al
 

tra
in

in
g 

in
 IT

 
hu

m
an

 re
so

ur
ce

s 
m

an
ag

em
en

t, 
ba

se
d 

up
on

 p
er

so
na

l a
nd

 
ju

ris
di

ct
io

n 
go

al
s.

 □
E

xt
er

na
l e

xp
er

ts
 a

nd
 

in
du

st
ry

 le
ad

er
s 

ar
e 

en
ga

ge
d 

to
 p
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PEOPLE (continued)

Responsibility and Accountability
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PROCESS

Policies, Plans and Procedures
 □
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PROCESS (continued)
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Description
Protection of the jurisdiction’s reputation and fi nancial, technological and information assets is a 
critical activity.  Every investment in technology, regardless of size, should be  assessed, based 
upon cost, benefi t and risk.

Even minor changes to the technological environment that cost little can pose signifi cant risks.  For 
example, a software update to a server operating system may create a security hole or result in a 
loss of service if it fails.  Even routine activities, such as taking a laptop home from work, expose 
the jurisdiction to risk.  Therefore, IT risk management is a process area that should be embedded 
throughout the jurisdiction and incorporated into the normal way of doing things.

This is achieved by developing a consistent understanding of the jurisdiction’s appetite for risk, 
evaluating IT services, operations and assets to determine their associated risk exposure, and 
then mitigating those risks.  It is supported through consistent and well-defi ned programs of 
communication intended to help all jurisdiction stakeholders understand and manage IT risks.

Value
• Protects the jurisdiction’s reputation and fi nancial, technological and information assets.

Goals
• Ensure stakeholder awareness of IT-related risks.
• Manage risks to an acceptable level, balancing cost, benefi ts and jurisdiction objectives.

Target Audience

Primary Secondary
Senior Leadership
IT Leadership

School Administrators
IT Staff

Key Activities
Develop an IT risk management framework that is aligned with the jurisdiction’s risk management 
framework.

• Provide guidance related to the context in which the risk management framework is applied 
in realize appropriate outcomes.

• Implement a process to determine the internal and external context for each risk assessment, 
the goal of the assessment and the criteria used to evaluate and prioritize risks.

Identify IT risks.
• Implement processes to identify IT-related threats or events that may have a negative impact 

on jurisdiction objectives, legal or regulatory compliance, reputation or operations. 
• Implement a process to determine, document and communicate the nature of the threat.

Assess the impact of identifi ed risks on a regular basis.
• Implement a process to assess the probability and impact of identifi ed risks, using qualitative 

and quantitative methods.
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Respond to risks.
• Implement a process to formulate a cost-effective approach to mitigate exposure by 

accepting, avoiding, mitigating or transferring risks.

Maintain and monitor a risk action plan.
• Prioritize and plan control activities to ensure that risk responses are implemented 

appropriately.
• Ensure that costs, benefi ts and responsibilities for each risk response are identifi ed.
• Monitor and report on the execution of the risk action plan to senior leadership.

RACI Chart

Activities

Roles

Develop an IT 
risk management 
framework. 

Identify IT risks.

Assess the impact of 
identifi ed risks.
Respond to risks.
Maintain and monitor 
a risk action plan.

RACI Responsibilities
Responsible  – the person or group who is responsible for performing a task
Accountable – the person who is held accountable for the task being complete
   (Ideally, accountability is assigned to only one role for each process.) 
Consulted – the person or group communicated with prior to a task being performed 
Informed – the parties who are notifi ed about an activity before, during or after it is 
   performed.
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Awareness, Understanding and Communication
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PEOPLE (continued)

Skills and Expertise
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ad

er
sh

ip
 

an
d 

IT
 s

ta
ff 

ha
ve

 
th

e 
ex

pe
rti

se
 to

 
pe

rfo
rm

 a
ll 

ke
y 

IT
 

ris
k 

m
an

ag
em

en
t 

pr
oc

es
se

s.

 □
S

ki
ll 

re
qu

ire
m

en
ts

 fo
r 

al
l a

sp
ec

ts
 o

f I
T 

ris
k 

m
an

ag
em

en
t h

av
e 

be
en

 d
efi

 n
ed

 a
nd

 
do

cu
m

en
te

d.

 □
A 

fo
rm

al
 tr

ai
ni

ng
 

pl
an

 fo
r I

T 
ris

k 
m

an
ag

em
en

t h
as

 
be

en
 d

ev
el

op
ed

.

 □
Fo

rm
al

 tr
ai

ni
ng

 in
 IT

 
ris

k 
m

an
ag

em
en

t i
s 

av
ai

la
bl

e.

 □
IT

 le
ad

er
sh

ip
 a

nd
 

IT
 s

ta
ff 

ha
ve

 th
e 

sk
ill

s 
an

d 
ex

pe
rti

se
 

to
 p

er
fo

rm
 a

ll 
IT

 
ris

k 
m

an
ag

em
en

t 
pr

oc
es

se
s.

 □
P

ro
fi c

ie
nc

y 
in

 
cr

iti
ca

l a
sp

ec
ts

 o
f I

T 
ris

k 
m

an
ag

em
en

t 
is

 e
ns

ur
ed

 fo
r 

in
di

vi
du

al
s 

w
ho

 
pe

rfo
rm

 th
es

e 
pr

oc
es

se
s.

 □
A 

fo
rm

al
 tr

ai
ni

ng
 

pl
an

 fo
r I

T 
ris

k 
m

an
ag

em
en

t i
s 

im
pl

em
en

te
d.

 □
S

ki
ll 

re
qu

ire
m

en
ts

 fo
r 

IT
 ri

sk
 m

an
ag

em
en

t 
ar

e 
re

vi
ew

ed
 a

nd
 

up
da

te
d 

on
 a

 re
gu

la
r 

ba
si

s.

 □
Fo

rm
al

 tr
ai

ni
ng

 in
 

IT
 ri

sk
 m

an
ag

em
en

t 
is

 re
qu

ire
d 

fo
r 

in
di

vi
du

al
s 

w
ho

 
pe

rfo
rm

 th
es

e 
pr

oc
es

se
s.

 □
C

er
tifi

 c
at

io
n 

in
 IT

 
ris

k 
m

an
ag

em
en

t 
is

 e
nc

ou
ra

ge
d 

fo
r 

in
di

vi
du

al
s 

w
ho

 
pe

rfo
rm

 th
es

e 
pr

oc
es

se
s.

 □
P

ro
fi c

ie
nc

y 
in

 
al

l a
sp

ec
ts

 o
f I

T 
ris

k 
m

an
ag

em
en

t 
is

 e
ns

ur
ed

 fo
r 

in
di

vi
du

al
s 

w
ho

 
pe

rfo
rm

 th
es

e 
pr

oc
es

se
s.

 □
Th

e 
ju

ris
di

ct
io

n 
en

co
ur

ag
es

 fo
rm

al
 

tra
in

in
g 

in
 IT

 ri
sk

 
m

an
ag

em
en

t, 
ba

se
d 

up
on

 p
er

so
na

l a
nd

 
ju

ris
di

ct
io

n 
go

al
s.

 □
E

xt
er

na
l e

xp
er

ts
 

an
d 

in
du

st
ry

 le
ad

er
s 

ar
e 

en
ga

ge
d 

to
 

pr
ov

id
e 

gu
id

an
ce

 
an

d 
in

pu
t i

nt
o 

IT
 ri

sk
 

m
an

ag
em

en
t.
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PEOPLE (continued)

Responsibility and Accountability

 □
A

llo
ca

tio
n 

of
 

re
sp

on
si

bi
lit

y 
fo

r I
T 

ris
k 

m
an

ag
em

en
t i

s 
as

su
m

ed
 o

r d
on

e 
in

 
an

 a
d 

ho
c 

w
ay

.

 □
M

an
ag

em
en

t o
f 

op
er

at
io

na
l a

nd
 

pr
oj

ec
t-b

as
ed

 IT
 

ris
ks

 a
re

 s
po

ra
di

ca
lly

 
as

si
gn

ed
 to

 s
pe

ci
fi c

 
pe

rs
on

ne
l.

 □
A

llo
ca

tio
n 

of
 

re
sp

on
si

bi
lit

y 
an

d 
ac

co
un

ta
bi

lit
y 

fo
r I

T 
ris

k 
m

an
ag

em
en

t i
s 

do
ne

 in
fo

rm
al

ly.

 □
In

di
vi

du
al

s 
as

su
m

e 
re

sp
on

si
bi

lit
y 

fo
r I

T 
ris

k 
m

an
ag

em
en

t. 
 

 □
Th

er
e 

is
 c

on
fu

si
on

 
ab

ou
t w

ho
 is

 
re

sp
on

si
bl

e 
an

d 
ac

co
un

ta
bl

e 
fo

r I
T 

ris
k 

m
an

ag
em

en
t 

w
he

n 
is

su
es

 a
ris

e.

 □
A

cc
ou

nt
ab

ili
ty

 a
nd

  
re

sp
on

si
bi

lit
y 

fo
r I

T 
ris

k 
m

an
ag

em
en

t 
ha

ve
 b

ee
n 

fo
rm

al
ly

 
as

si
gn

ed
 a

nd
 

do
cu

m
en

te
d.

  

 □
IT

 ri
sk

 m
an

ag
em

en
t 

pr
oc

es
s 

ow
ne

rs
 a

re
 

id
en

tifi
 e

d,
 b

ut
 m

ay
 

no
t h

av
e 

su
ffi 

ci
en

t 
au

th
or

ity
 to

 fu
lfi 

ll 
th

ei
r 

re
sp

on
si

bi
lit

ie
s.

 □
IT

 ri
sk

 m
an

ag
em

en
t 

pr
oc

es
s 

ow
ne

rs
 h

av
e 

th
e 

le
ve

l o
f a

ut
ho

rit
y 

re
qu

ire
d 

to
 fu

lfi 
ll 

th
ei

r 
re

sp
on

si
bi

lit
ie

s.

 □
S

en
io

r l
ea

de
rs

hi
p 

se
ts

 th
e 

le
ve

ls
 o

f r
is

k 
th

at
 th

e 
ju

ris
di

ct
io

n 
w

ill
 to

le
ra

te
.

 □
IT

 ri
sk

s 
ha

ve
 a

n 
id

en
tifi

 e
d 

ow
ne

r.

 □
IT

 ri
sk

 o
w

ne
rs

 h
av

e 
th

e 
le

ve
l o

f a
ut

ho
rit

y 
re

qu
ire

d 
to

 m
an

ag
e 

th
e 

ris
k.

 □
Jo

b 
de

sc
rip

tio
ns

 
in

cl
ud

e 
IT

 ri
sk

 
m

an
ag

em
en

t 
re

sp
on

si
bi

lit
ie

s,
 w

he
re

 
ap

pr
op

ria
te

.

 □
IT

 ri
sk

 m
an

ag
em

en
t 

pr
oc

es
s 

ow
ne

rs
 

an
d 

ris
k 

ow
ne

rs
 a

re
 

em
po

w
er

ed
 to

 m
ak

e 
de

ci
si

on
s 

an
d 

to
 

ta
ke

 a
ct

io
n.

 □
IT

 ri
sk

 m
an

ag
em

en
t 

pr
oc

es
s 

ow
ne

rs
 a

nd
 

ris
k 

ow
ne

rs
 e

sc
al

at
e 

is
su

es
, a

cc
or

di
ng

 to
 

a 
de
fi n

ed
 e

sc
al

at
io

n 
pr

oc
es

s.

 □
E

nd
 u

se
rs

 
un

de
rs

ta
nd

 th
ei

r 
re

sp
on

si
bi

lit
ie

s 
fo

r 
m

an
ag

in
g 

IT
 a

nd
 

in
fo

rm
at

io
n 

ris
ks

.
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PROCESS

Policies, Plans and Procedures
 □

IT
 ri

sk
 m

an
ag

em
en

t 
ac

tiv
iti

es
 o

cc
ur

 in
 

is
ol

at
io

n 
an

d 
ar

e 
ba

se
d 

up
on

 in
di

vi
du

al
 

IT
 s

ta
ff 

pr
ac

tic
es

.

 □
Id

en
tifi

 c
at

io
n,

 
as

se
ss

m
en

t 
an

d 
tre

at
m

en
t 

of
 o

pe
ra

tio
na

l o
r 

pr
oj

ec
t-b

as
ed

 IT
 

ris
ks

 a
re

 p
er

fo
rm

ed
 

sp
or

ad
ic

al
ly

 a
nd

 
in

fo
rm

al
ly.

 □
C

om
m

on
 a

nd
 

in
fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r 

IT
 ri

sk
 m

an
ag

em
en

t 
ar

e 
de
fi n

ed
, b

ut
 n

ot
 

do
cu

m
en

te
d.

 □
R

is
k 

m
an

ag
em

en
t 

ac
tiv

iti
es

 a
re

 h
ig

h 
le

ve
l a

nd
 a

re
 a

pp
lie

d 
to

 m
aj

or
 p

ro
je

ct
s 

or
 in

 
re

sp
on

se
 to

 is
su

es
.

 □
R

is
k 

m
iti

ga
tio

n 
pr

oc
es

se
s 

ar
e 

em
er

gi
ng

 fo
r 

id
en

tifi
 e

d 
ris

ks
.

 □
C

om
pl

ia
nc

e 
w

ith
 IT

 
ris

k 
m

an
ag

em
en

t 
po

lic
ie

s 
an

d 
pr

oc
ed

ur
es

 is
 le

ft 
to

 th
e 

in
di

vi
du

al
’s

 
di

sc
re

tio
n.

 □
Fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r k

ey
 

IT
 ri

sk
 m

an
ag

em
en

t 
pr

oc
es

se
s 

ar
e 

de
fi n

ed
, d

oc
um

en
te

d 
an

d 
co

m
m

un
ic

at
ed

.

 □
P

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 a

re
 

ba
se

d 
up

on
 g

en
er

al
ly

 
ac

ce
pt

ed
 g

oo
d 

pr
ac

tic
es

.

 □
A 

ju
ris

di
ct

io
n-

w
id

e 
ris

k 
m

an
ag

em
en

t 
po

lic
y 

de
fi n

es
 th

e 
fre

qu
en

cy
 a

nd
 ty

pe
 o

f 
ris

k 
as

se
ss

m
en

t t
o 

be
 

pe
rfo

rm
ed

.

 □
K

ey
 ri

sk
s 

to
 th

e 
ju

ris
di

ct
io

n 
ar

e 
id

en
tifi

 e
d 

an
d 

ad
dr

es
se

d 
in

 th
e 

ris
k 

m
an

ag
em

en
t 

fra
m

ew
or

k.

 □
Fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r a

ll 
IT

 ri
sk

 m
an

ag
em

en
t 

pr
oc

es
se

s 
ar

e 
de
fi n

ed
, d

oc
um

en
te

d 
an

d 
re

gu
la

rly
 

re
vi

ew
ed

.

 □
A

n 
IT

 ri
sk

 re
sp

on
se

 
pl

an
 is

 c
re

at
ed

 fo
r 

id
en

tifi
 e

d 
ris

ks
.

 □
R

is
k 

is
 a

ss
es

se
d 

an
d 

m
iti

ga
te

d 
at

 th
e 

IT
 

op
er

at
io

na
l l

ev
el

 a
nd

 
at

 th
e 

pr
oj

ec
t l

ev
el

.

 □
A 

pr
oc

es
s 

to
 

ev
al

ua
te

 e
m

er
gi

ng
 

an
d 

op
er

at
io

na
l I

T 
ris

ks
, o

n 
a 

re
gu

la
r 

ba
si

s,
 h

as
 b

ee
n 

im
pl

em
en

te
d.

 □
IT

 ri
sk

 m
an

ag
em

en
t 

is
 fo

rm
al

ly
 a

nd
 

fu
lly

 in
te

gr
at

ed
 in

to
 

th
e 

ju
ris

di
ct

io
n’

s 
ris

k 
m

an
ag

em
en

t 
pr

ac
tic

es
.

 □
IT

 le
ad

er
sh

ip
 

co
nt

in
ua

lly
 a

ss
es

se
s 

IT
 ri

sk
 a

nd
 m

iti
ga

tio
n 

st
ra

te
gi

es
.

 □
G

en
er

al
ly

 a
cc

ep
te

d 
be

st
 p

ra
ct

ic
es

 a
nd

 
st

an
da

rd
s 

fo
r I

T 
ris

k 
m

an
ag

em
en

t 
ar

e 
us

ed
 to

 in
fo

rm
 

po
lic

y 
an

d 
pr

oc
ed

ur
e 

de
ve

lo
pm

en
t.

 □
E

xc
ep

tio
ns

 to
 IT

 
ris

k 
m

an
ag

em
en

t 
pr

oc
es

se
s 

ar
e 

no
tic

ed
 a

nd
 

co
rr

ec
tiv

e 
ac

tio
n 

is
 

ta
ke

n.
 

 □
IT

 ri
sk

 m
an

ag
em

en
t 

po
lic

ie
s 

an
d 

pr
oc

ed
ur

es
 a

re
 

re
gu

la
rly

 re
vi

ew
ed

 
an

d 
im

pr
ov

ed
.
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PROCESS (continued)

Goal Setting and Measurement

 □
S

om
e 

IT
 ri

sk
 

m
an

ag
em

en
t 

go
al

s 
ar

e 
se

t 
an

d 
m

on
ito

re
d 

in
co

ns
is

te
nt

ly.

 □
P

er
fo

rm
an

ce
 o

f I
T 

ris
k 

m
an

ag
em

en
t 

pr
oc

es
se

s 
is

 
m

on
ito

re
d 

in
fo

rm
al

ly.

 □
IT

 le
ad

er
sh

ip
 

pr
ov

id
es

 b
as

ic
 

re
po

rts
 a

bo
ut

 
th

e 
st

at
e 

of
 a

nd
 

pl
an

ni
ng

 fo
r I

T 
ris

k 
m

an
ag

em
en

t.

 □
In

fo
rm

al
 a

nd
 ir

re
gu

la
r 

ch
ec

ks
 to

 id
en

tif
y 

an
d 

as
se

ss
 ri

sk
 e

ve
nt

s 
ar

e 
pe

rfo
rm

ed
.

 □
P

er
fo

rm
an

ce
 o

f I
T 

ris
k 

m
an

ag
em

en
t i

s 
m

on
ito

re
d 

re
gu

la
rly

.

 □
IT

 ri
sk

 ta
rg

et
s 

an
d 

th
re

sh
ol

ds
 h

av
e 

be
en

 d
efi

 n
ed

 a
nd

 
do

cu
m

en
te

d.

 □
IT

 le
ad

er
sh

ip
 p

ro
vi

de
s 

se
ni

or
 le

ad
er

sh
ip

 w
ith

 
re

gu
la

r r
ep

or
ts

 a
bo

ut
 

th
e 

st
at

us
 o

f I
T 

ris
k 

m
an

ag
em

en
t.

 □
M

et
ric

s 
fo

r I
T 

ris
k 

m
an

ag
em

en
t a

re
 

de
fi n

ed
, d

oc
um

en
te

d 
an

d 
ap

pr
ov

ed
.

 □
M

ea
su

re
s 

of
 th

e 
ef

fe
ct

iv
en

es
s 

of
 IT

 
ris

k 
m

an
ag

em
en

t 
ar

e 
us

ed
 to

 in
fo

rm
 

de
ci

si
on

 m
ak

in
g 

an
d 

co
nt

in
uo

us
 

im
pr

ov
em

en
t.

 □
S

ta
nd

ar
d 

m
ea

su
re

s 
fo

r a
ss

es
si

ng
 ri

sk
 

an
d 

de
te

rm
in

in
g 

ris
k/

re
tu

rn
 ra

tio
s 

ha
ve

 
be

en
 d

efi
 n

ed
 a

nd
 

do
cu

m
en

te
d.

 □
M

ea
su

re
m

en
t o

f t
he

 
IT

 ri
sk

 e
nv

iro
nm

en
t i

s 
ba

se
d 

on
 c

ur
re

nt
 a

nd
 

an
tic

ip
at

ed
 ri

sk
s.

 □
Th

er
e 

is
 a

 p
ro

ce
ss

 
in

 p
la

ce
 to

 a
dd

re
ss

 
de

vi
at

io
ns

 fr
om

 IT
 

ris
k 

m
an

ag
em

en
t 

st
an

da
rd

s,
 ta

rg
et

s 
an

d 
th

re
sh

ol
ds

.

 □
P

er
fo

rm
an

ce
 

m
an

ag
em

en
t i

s 
in

co
rp

or
at

ed
 in

to
 IT

 
ris

k 
m

an
ag

em
en

t 
pr

oc
es

se
s.

 □
P

ee
r-

 a
nd

 
se

ct
or

-b
as

ed
 

be
nc

hm
ar

ki
ng

 fo
r 

IT
 ri

sk
 m

an
ag

em
en

t 
an

d 
m

iti
ga

tio
n 

pe
rfo

rm
an

ce
 is

 
pe

rfo
rm

ed
.

 □
IT

 ri
sk

 m
an

ag
em

en
t 

pr
oc

es
se

s 
ar

e 
m

on
ito

re
d 

an
d 

m
ea

su
re

d.
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TOOLS

Tools and Automation
 □

To
ol

s 
m

ay
 e

xi
st

 
to

 s
up

po
rt 

IT
 ri

sk
 

m
an

ag
em

en
t; 

th
ey

 
ar

e 
ge

ne
ra

lly
 b

as
ed

 
up

on
 s

ta
nd

ar
d 

de
sk

to
p 

to
ol

s.

 □
Th

er
e 

is
 n

o 
co

ns
is

te
nt

 a
pp

ro
ac

h 
to

 u
si

ng
 to

ol
s 

to
 

su
pp

or
t I

T 
ris

k 
m

an
ag

em
en

t.

 □
B

as
ic

 to
ol

s 
an

d 
te

m
pl

at
es

, s
pe

ci
fi c

 to
 

IT
 ri

sk
 m

an
ag

em
en

t, 
ha

ve
 b

ee
n 

de
ve

lo
pe

d 
an

d 
im

pl
em

en
te

d.

 □
C

om
m

on
 a

pp
ro

ac
he

s 
to

 th
e 

us
e 

of
 to

ol
s 

to
 s

up
po

rt 
IT

 ri
sk

 
m

an
ag

em
en

t a
re

 
em

er
gi

ng
.
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eMonitor and Evaluate IT Performance

Description
One challenge faced by senior leadership in school jurisdictions is that they are responsible for 
providing oversight to IT—an area in which they are not likely to have deep expertise.  From the 
perspective of senior leadership, funding goes in and work is done, but the value of that work is 
ambiguous.

Monitoring and evaluating IT performance provides stakeholders—particularly senior leadership—
with assurance that the right things are being done and that they are being done in line with 
jurisdiction goals, policies and expectations.

This process area includes defi ning appropriate performance indicators, systematic and timely 
reporting of performance, and taking prompt action to address deviations.

Value
• Provides assurance to stakeholders that the activities of the IT department are in line with 

jurisdiction goals, policies and procedures, and that appropriate work is undertaken.

Goals
• Provide transparency and insight into IT costs, benefi ts, strategy, policies, and service levels.
• Support continuous improvement of IT services.

Target Audience

Primary Secondary
Senior Leadership
IT Leadership

School Administrators
IT Staff

Key Activities
Establish a framework to monitor IT.

• Defi ne the scope and process for monitoring IT services and measuring the contribution of IT 
to achieving jurisdiction objectives.

Defi ne and collect measurement data.
• Implement a process to defi ne a balanced set of performance targets and have them 

approved by senior leadership.
• Defi ne benchmarks against which performance can be assessed.
• Identify data to be collected to measure IT performance.
• Implement processes to collect timely and accurate data that supports the measurement and 

monitoring of IT performance.

Implement an IT performance monitoring method.
• Implement a process to monitor IT performance that records targets, captures measurements 

and provides a succinct view into IT performance.
• Ensure that the IT performance monitoring method fi ts within the jurisdiction’s performance 

monitoring system.

Assess and improve performance, review performance against targets, analyze the cause of 
deviations and take action to address the underlying causes. 
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• Identify and initiate remedial actions or improvement efforts, based upon performance 
monitoring, assessment and reporting.

• Review, negotiate and implement management responses.
• Assign responsibility for implementing remedial actions.
• Monitor implementation of remedial actions to ensure timely resolution.

Report IT performance about IT’s contribution to the achievement of the jurisdiction’s goals to 
senior leadership and stakeholders.

• Implement a process to report on the performance of the portfolio of IT investments and 
services.

• Include updates about achievement of planned objectives, budgeted resources used, 
performance targets met and risks mitigated.

• Implement a process to gather feedback from senior leadership.

RACI Chart

Activities

Roles

Establish a 
framework to 
monitor IT.
Defi ne and collect 
measurement data.
Implement a 
performance 
monitoring method.
Assess and improve 
performance. 
Report IT 
performance.

RACI Responsibilities
Responsible  – the person or group who is responsible for performing a task
Accountable – the person who is held accountable for the task being complete
   (Ideally, accountability is assigned to only one role for each process.) 
Consulted – the person or group communicated with prior to a task being performed 
Informed – the parties who are notifi ed about an activity before, during or after it is 
   performed.
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Policies, Plans and Procedures
 □

IT
 p

er
fo

rm
an

ce
 

m
on

ito
rin

g 
an

d 
ev

al
ua

tio
n 

ac
tiv

iti
es

 
oc

cu
r i

n 
is

ol
at

io
n 

an
d 

ar
e 

ba
se

d 
up

on
 

in
di

vi
du

al
 IT

 s
ta

ff 
pr

ac
tic

es
.

 □
IT

 p
er

fo
rm

an
ce

 
m

on
ito

rin
g 

fo
r 

so
m

e 
IT

 p
ro

ce
ss

es
 

or
 p

ro
je

ct
s 

is
 

im
pl

em
en

te
d 

in
co

ns
is

te
nt

ly.

 □
IT

 p
er

fo
rm

an
ce

 
m

on
ito

rin
g 

is
 

im
pl

em
en

te
d 

in
 

re
sp

on
se

 to
 is

su
es

.

 □
C

om
m

on
 a

nd
 

in
fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 
fo

r I
T 

pe
rfo

rm
an

ce
 

m
on

ito
rin

g 
an

d 
ev

al
ua

tio
n 

ar
e 

de
fi n

ed
, b

ut
 n

ot
 

do
cu

m
en

te
d.

 □
C

om
pl

ia
nc

e 
w

ith
 

IT
 p

er
fo

rm
an

ce
 

m
on

ito
rin

g 
an

d 
ev

al
ua

tio
n 

po
lic

ie
s 

an
d 

pr
oc

ed
ur

es
 is

 
le

ft 
to

 th
e 

in
di

vi
du

al
’s

 
di

sc
re

tio
n.

 □
In

te
rp

re
ta

tio
n 

of
 

m
on

ito
rin

g 
an

d 
ev

al
ua

tio
n 

re
su

lts
 

is
 p

er
fo

rm
ed

 
in

co
ns

is
te

nt
ly.

 □
A 

pl
an

ne
d 

ap
pr

oa
ch

 
to

 g
at

he
rin

g 
in

fo
rm

at
io

n 
fo

r 
IT

 p
er

fo
rm

an
ce

 
m

on
ito

rin
g 

an
d 

ev
al

ua
tio

n 
do

es
 n

ot
 

ex
is

t.

 □
Fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r k

ey
 

IT
 p

er
fo

rm
an

ce
 

m
on

ito
rin

g 
an

d 
ev

al
ua

tio
n 

pr
oc

es
se

s 
ar

e 
de
fi n

ed
, 

do
cu

m
en

te
d 

an
d 

co
m

m
un

ic
at

ed
. 

 □
P

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 fo

r 
IT

 p
er

fo
rm

an
ce

 
m

on
ito

rin
g 

an
d 

ev
al

ua
tio

n 
ar

e 
ba

se
d 

up
on

 g
en

er
al

ly
 

ac
ce

pt
ed

 g
oo

d 
pr

ac
tic

es
.

 □
A 

fra
m

ew
or

k 
fo

r 
m

ea
su

rin
g 

IT
 

pe
rfo

rm
an

ce
 is

 
de
fi n

ed
.

 □
Fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r 

al
l I

T 
pe

rfo
rm

an
ce

 
m

on
ito

rin
g 

an
d 

ev
al

ua
tio

n 
pr

oc
es

se
s 

ar
e 

de
fi n

ed
, 

do
cu

m
en

te
d 

an
d 

re
gu

la
rly

 re
vi

ew
ed

.

 □
S

en
io

r l
ea

de
rs

hi
p 

ap
pr

ov
es

 p
ol

ic
ie

s 
an

d 
 p

ro
ce

du
re

s 
fo

r I
T 

pe
rfo

rm
an

ce
 

m
on

ito
rin

g 
an

d 
ev

al
ua

tio
n.

 □
S

en
io

r l
ea

de
rs

hi
p 

an
d 

IT
 le

ad
er

sh
ip

 e
va

lu
at

e 
IT

 p
er

fo
rm

an
ce

, 
ba

se
d 

on
 m

ut
ua

lly
 

ag
re

ed
-u

po
n 

cr
ite

ria
, 

op
er

at
in

g 
ta

rg
et

s,
 

th
re

sh
ol

ds
 a

nd
 

m
et

ric
s.

 □
IT

 p
er

fo
rm

an
ce

 
m

on
ito

rin
g 

is
 

fo
rm

al
ly

 a
nd

 fu
lly

 
in

te
gr

at
ed

 in
to

 a
ll 

IT
 

pr
oc

es
se

s.

 □
G

en
er

al
ly

 a
cc

ep
te

d 
be

st
 p

ra
ct

ic
es

 
an

d 
st

an
da

rd
s 

fo
r 

IT
 p

er
fo

rm
an

ce
 

m
on

ito
rin

g 
ar

e 
us

ed
 

to
 in

fo
rm

 p
ol

ic
y 

an
d 

pr
oc

ed
ur

e 
de

ve
lo

pm
en

t.

 □
E

xc
ep

tio
ns

 to
 

IT
 p

er
fo

rm
an

ce
 

m
on

ito
rin

g 
an

d 
ev

al
ua

tio
n 

pr
oc

es
se

s 
ar

e 
no

tic
ed

 a
nd

 
co

rr
ec

tiv
e 

ac
tio

n 
is

 
ta

ke
n.

 □
IT

 p
er

fo
rm

an
ce

 
m

on
ito

rin
g 

an
d 

ev
al

ua
tio

n 
po

lic
ie

s 
an

d 
pr

oc
ed

ur
es

 a
re

 
re

gu
la

rly
 re

vi
ew

ed
 

an
d 

im
pr

ov
ed

.



75School Technology Services Self-Evaluation Guide: IT Governance

M
o

n
it

o
r 

a
n

d
 E

v
a

lu
a

te
 I

T
 P

e
rf

o
rm

a
n

c
e

A
tt

ri
bu

te
s

M
at

ur
ity

 L
ev

el
1:

 In
iti

al
2:

 R
ep

ea
ta

bl
e

3:
 D

efi
 n

ed
4:

 M
an

ag
ed

5:
 O

pt
im

iz
ed

PROCESS (continued)

Goal Setting and Measurement
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TOOLS

Tools and Automation
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sMonitor and Evaluate Internal Processes
Description
Process improvements that are measured and monitored are more likely to be incorporated into 
the normal way of doing things.  When there is no incentive or accountability to carry out defi ned 
processes, it is less likely that they will be effective or lasting.

At the same time, monitoring and measurement can be used to drive continuous improvement of 
processes.  Measurement and monitoring can help IT leadership and IT staff identify frequently 
occurring issues or events, and enable preventative action.

An effective program of monitoring and evaluating internal processes includes monitoring, evaluating 
and reporting on IT processes and process exceptions, self-assessments and third-party reviews.

Value
• Supports continuous improvement.
• Provides assurance that IT operations are effective, effi cient and compliant with applicable 

laws and regulations.

Goals
• Establish a culture of continuous improvement.
• Ensure that internal policies, procedures and processes comply with laws, regulations and 

contracts.

Target Audience

Primary Secondary
IT Leadership Senior Leadership

School Administrators
IT Staff

Key Activities
Monitor, benchmark and improve the IT process environment, on a continuous basis, to meet 
jurisdiction objectives and to obtain assurance of the completeness and effectiveness of established 
processes.

• Implement a process to evaluate internal IT services and processes as well as those 
performed by third parties.

• Perform self-assessment to ensure appropriate levels of control are exercised over IT 
processes, policies and contracts.

• Perform third-party assessments to provide further assurance of the completeness and 
effectiveness of IT process control.

Identify and assess IT process exceptions to identify their underlying root causes. 
• Implement a process to escalate process exceptions to senior leadership or IT leadership, 

as required.

Implement corrective action to address process exceptions.
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RACI Chart

Activities

Roles

Monitor, benchmark 
and improve 
the IT process 
environment. 
Identify and 
assess IT process 
exceptions.
Implement corrective 
action. 

RACI Responsibilities
Responsible  – the person or group who is responsible for performing a task
Accountable – the person who is held accountable for the task being complete
   (Ideally, accountability is assigned to only one role for each process.) 
Consulted – the person or group communicated with prior to a task being performed 
Informed – the parties who are notifi ed about an activity before, during or after it is 
   performed.
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PEOPLE

Awareness, Understanding and Communication
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 e
va

lu
at

e 
in

te
rn

al
 IT

 p
ro

ce
ss

es
.

 □
Th

e 
ne

ed
 to

 m
on

ito
r 

an
d 

ev
al

ua
te

 th
e 

ef
fe

ct
iv

en
es

s 
of

 
in

te
rn

al
 IT

 p
ro

ce
ss

es
 

is
 c

om
m

un
ic

at
ed

 
in

co
ns

is
te

nt
ly.

 □
In

te
rn

al
 IT

 p
ro

ce
ss

 
m

on
ito

rin
g 

is
 

di
sc

us
se

d 
in

 
re

sp
on

se
 to

 is
su

es
 

or
 re

qu
es

ts
 fo

r 
in

fo
rm

at
io

n 
fro

m
 

se
ni

or
 le

ad
er

sh
ip

.

 □
C

om
m

un
ic

at
io

n 
to

 
st

ak
eh

ol
de

rs
 a

bo
ut

 
th

e 
ef

fe
ct

iv
en

es
s 

of
 

in
te

rn
al

 IT
 p

ro
ce

ss
es

 
is

 s
po

ra
di

c 
an

d 
us

ua
lly

 in
 re

sp
on

se
 

to
 is

su
es

.

 □
S

en
io

r l
ea

de
rs

hi
p 

is
 

aw
ar

e 
of

 th
e 

ne
ed

 to
 

m
on

ito
r a

nd
 e

va
lu

at
e 

in
te

rn
al

 IT
 p

ro
ce

ss
es

.

 □
IT

 le
ad

er
sh

ip
 

un
de

rs
ta

nd
s 

th
e 

re
qu

ire
m

en
ts

 fo
r 

m
on

ito
rin

g 
an

d 
ev

al
ua

tin
g 

in
te

rn
al

 IT
 

pr
oc

es
se

s.

 □
Th

e 
ne

ed
 to

 m
on

ito
r 

an
d 

ev
al

ua
te

 in
te

rn
al

 
IT

 p
ro

ce
ss

es
 is

 
co

m
m

un
ic

at
ed

 
co

ns
is

te
nt

ly.
  

 □
E

xc
ep

tio
ns

 
ar

e 
re

po
rte

d 
to

 
IT

 le
ad

er
sh

ip
 

pe
rio

di
ca

lly
.

 □
C

om
m

un
ic

at
io

n 
to

 
st

ak
eh

ol
de

rs
 a

bo
ut

 
th

e 
pe

rfo
rm

an
ce

 o
f 

in
te

rn
al

 IT
 p

ro
ce

ss
es

 
oc

cu
rs

 p
er

io
di

ca
lly

.

 □
IT

 le
ad

er
sh

ip
 a

nd
 

IT
 s

ta
ff 

un
de

rs
ta

nd
 

th
e 

re
qu

ire
m

en
ts

 
fo

r m
on

ito
rin

g 
an

d 
ev

al
ua

tin
g 

in
te

rn
al

 IT
 

pr
oc

es
se

s.
  

 □
IT

 le
ad

er
sh

ip
 a

nd
 IT

 
st

af
f d

is
cu

ss
 in

te
rn

al
 

IT
 p

ro
ce

ss
 m

on
ito

rin
g 

an
d 

ev
al

ua
tio

n 
on

 a
 

re
gu

la
r b

as
is

.

 □
C

om
m

un
ic

at
io

n 
to

 
se

ni
or

 le
ad

er
sh

ip
 

ab
ou

t i
nt

er
na

l I
T 

pr
oc

es
s 

ex
ce

pt
io

ns
 

an
d 

th
e 

co
rr

ec
tiv

e 
ac

tio
n 

ta
ke

n 
oc

cu
rs

 
on

 a
n 

as
-n

ee
de

d 
ba

si
s 

an
d 

in
 a

 fo
rm

al
 

w
ay

.

 □
IT

 s
ta

ff 
an

d 
en

d 
us

er
s 

ar
e 

aw
ar

e 
of

 th
ei

r 
ro

le
 in

 s
up

po
rti

ng
 

or
 im

pl
em

en
tin

g 
ef

fe
ct

iv
e 

in
te

rn
al

 IT
 

pr
oc

es
se

s.

 □
IT

 le
ad

er
sh

ip
 h

as
 

an
 a

dv
an

ce
d 

an
d 

 
fo

rw
ar

d-
lo

ok
in

g 
un

de
rs

ta
nd

in
g 

of
 

re
qu

ire
m

en
ts

 fo
r 

m
on

ito
rin

g 
an

d 
ev

al
ua

tin
g 

in
te

rn
al

 
IT

 p
ro

ce
ss

es
.

 □
S

ta
ke

ho
ld

er
s 

ar
e 

in
fo

rm
ed

 o
f t

he
 

re
su

lts
 o

f e
xt

er
na

l 
as

su
ra

nc
e 

re
vi

ew
s 

re
la

te
d 

to
 in

te
rn

al
 IT

 
pr

oc
es

s 
m

on
ito

rin
g.
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PEOPLE (continued)

Skills and Expertise
 □

S
om

e 
kn

ow
le

dg
e 

of
 

in
te

rn
al

 IT
 p

ro
ce

ss
 

m
on

ito
rin

g 
an

d 
ev

al
ua

tio
n 

ex
is

ts
 in

 
is

ol
at

io
n.

 □
M

in
im

um
 s

ki
lls

 
re

qu
ire

d 
to

 p
er

fo
rm

 
m

on
ito

rin
g 

an
d 

ev
al

ua
tio

n 
of

 in
te

rn
al

 
IT

 p
ro

ce
ss

es
 h

av
e 

no
t b

ee
n 

id
en

tifi
 e

d.
 

 □
Tr

ai
ni

ng
 n

ee
ds

 fo
r 

m
on

ito
rin

g 
an

d 
ev

al
ua

tin
g 

in
te

rn
al

 IT
 

pr
oc

es
se

s 
ha

ve
 n

ot
 

be
en

 id
en

tifi
 e

d.

 □
IT

 le
ad

er
sh

ip
 a

nd
 IT

 
st

af
f h

av
e 

th
e 

sk
ill

s 
an

d 
ex

pe
rti

se
 to

 
m

on
ito

r a
nd

 e
va

lu
at

e 
in

te
rn

al
 IT

 p
ro

ce
ss

es
 

at
 a

 b
as

ic
 le

ve
l. 

 □
M

in
im

um
 s

ki
ll 

re
qu

ire
m

en
ts

 to
 

pe
rfo

rm
 b

as
ic

 
m

on
ito

rin
g 

an
d 

ev
al

ua
tio

n 
of

 in
te

rn
al

 
IT

 p
ro

ce
ss

es
 h

av
e 

be
en

 id
en

tifi
 e

d.

 □
Tr

ai
ni

ng
 in

 m
on

ito
rin

g 
an

d 
ev

al
ua

tin
g 

in
te

rn
al

 IT
 p

ro
ce

ss
es

 
is

 p
ro

vi
de

d 
in

 
re

sp
on

se
 to

 e
m

er
gi

ng
 

ne
ed

s 
or

 re
qu

es
ts

 
fro

m
 in

di
vi

du
al

s.

 □
IT

 le
ad

er
sh

ip
 a

nd
 

IT
 s

ta
ff 

ha
ve

 th
e 

sk
ill

s 
an

d 
ex

pe
rti

se
 

to
 p

er
fo

rm
 a

ll 
ke

y 
in

te
rn

al
 IT

 p
ro

ce
ss

 
m

on
ito

rin
g 

an
d 

ev
al

ua
tio

n 
ac

tiv
iti

es
.

 □
S

ki
ll 

re
qu

ire
m

en
ts

 
fo

r a
ll 

as
pe

ct
s 

of
 

m
on

ito
rin

g 
an

d 
ev

al
ua

tin
g 

in
te

rn
al

 
IT

 p
ro

ce
ss

es
 h

av
e 

be
en

 d
efi

 n
ed

 a
nd

 
do

cu
m

en
te

d.

 □
A 

fo
rm

al
 tr

ai
ni

ng
 p

la
n 

fo
r m

on
ito

rin
g 

an
d 

ev
al

ua
tin

g 
in

te
rn

al
 IT

 
pr

oc
es

se
s 

ha
s 

be
en

 
de

ve
lo

pe
d.

 □
Fo

rm
al

 tr
ai

ni
ng

 
in

 m
on

ito
rin

g 
an

d 
ev

al
ua

tin
g 

in
te

rn
al

 
IT

 p
ro

ce
ss

es
 is

 
av

ai
la

bl
e.

 □
IT

 le
ad

er
sh

ip
 a

nd
 IT

 
st

af
f h

av
e 

th
e 

sk
ill

s 
an

d 
ex

pe
rti

se
 to

 
pe

rfo
rm

 a
ll 

in
te

rn
al

 IT
 

pr
oc

es
s 

m
on

ito
rin

g 
an

d 
ev

al
ua

tio
n 

pr
oc

es
se

s.

 □
P

ro
fi c

ie
nc

y 
in

 
cr

iti
ca

l a
sp

ec
ts

 o
f 

in
te

rn
al

 IT
 p

ro
ce

ss
 

m
on

ito
rin

g 
an

d 
ev

al
ua

tio
n 

is
 e

ns
ur

ed
 

fo
r i

nd
iv

id
ua

ls
 w

ho
 

pe
rfo

rm
 th

es
e 

ta
sk

s.

 □
A 

fo
rm

al
 tr

ai
ni

ng
 p

la
n 

fo
r m

on
ito

rin
g 

an
d 

ev
al

ua
tin

g 
in

te
rn

al
 

IT
 p

ro
ce

ss
es

 is
 

im
pl

em
en

te
d.

 □
S

ki
ll 

re
qu

ire
m

en
ts

 
fo

r m
on

ito
rin

g 
an

d 
ev

al
ua

tin
g 

in
te

rn
al

 
IT

 p
ro

ce
ss

es
 a

re
 

re
gu

la
rly

 re
vi

ew
ed

 
an

d 
up

da
te

d.

 □
Fo

rm
al

 tr
ai

ni
ng

 fo
r 

in
te

rn
al

 IT
 p

ro
ce

ss
 

m
on

ito
rin

g 
an

d 
ev

al
ua

tio
n 

is
 re

qu
ire

d 
fo

r i
nd

iv
id

ua
ls

 w
ho

 
pe

rfo
rm

 th
es

e 
ta

sk
s.

 □
C

er
tifi

 c
at

io
n 

in
 in

te
rn

al
 

IT
 p

ro
ce

ss
 m

on
ito

rin
g 

an
d 

ev
al

ua
tio

n 
is

 
en

co
ur

ag
ed

 fo
r 

in
di

vi
du

al
s 

w
ho

 
pe

rfo
rm

 th
es

e 
ta

sk
s.

 □
P

ro
fi c

ie
nc

y 
in

 
al

l a
sp

ec
ts

 o
f 

m
on

ito
rin

g 
an

d 
ev

al
ua

tin
g 

in
te

rn
al

 
IT

 p
ro

ce
ss

es
 

is
 e

ns
ur

ed
 fo

r 
in

di
vi

du
al

s 
w

ho
 

pe
rfo

rm
 th

es
e 

pr
oc

es
se

s.

 □
Th

e 
ju

ris
di

ct
io

n 
en

co
ur

ag
es

 
fo

rm
al

 tr
ai

ni
ng

 in
 

m
on

ito
rin

g 
an

d 
ev

al
ua

tin
g 

in
te

rn
al

 
IT

 p
ro

ce
ss

es
, b

as
ed

 
up

on
 p

er
so

na
l a

nd
 

ju
ris

di
ct

io
n 

go
al

s.

 □
E

xt
er

na
l e

xp
er

ts
 a

nd
 

in
du

st
ry

 le
ad

er
s 

ar
e 

en
ga

ge
d 

to
 p

ro
vi

de
 

gu
id

an
ce

 a
nd

 in
pu

t  
in

to
 m

on
ito

rin
g 

an
d 

ev
al

ua
tin

g 
in
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 IT
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PEOPLE (continued)

Responsibility and Accountability

 □
A

llo
ca

tio
n 

of
 

re
sp

on
si

bi
lit

y 
fo

r 
m

on
ito

rin
g 

an
d 

ev
al

ua
tin

g 
in

te
rn

al
 

IT
 p

ro
ce

ss
es

 is
 

as
su

m
ed

 o
r d

on
e 

in
 

an
 a

d 
ho

c 
w

ay
.

 □
A

llo
ca

tio
n 

of
 

re
sp

on
si

bi
lit

y 
an

d 
ac

co
un

ta
bi

lit
y 

fo
r 

m
on

ito
rin

g 
an

d 
ev

al
ua

tin
g 

in
te

rn
al

 
IT

 p
ro

ce
ss

es
 is

 d
on

e 
in

fo
rm

al
ly.

 □
In

di
vi

du
al

s 
as

su
m

e 
re

sp
on

si
bi

lit
y 

fo
r 

m
on

ito
rin

g 
an

d 
ev

al
ua

tin
g 

in
te

rn
al

 IT
 

pr
oc

es
se

s.
  

 □
Th

er
e 

is
 c

on
fu

si
on

 
ab

ou
t w

ho
 is

 
re

sp
on

si
bl

e 
an

d 
ac

co
un

ta
bl

e 
fo

r 
m

on
ito

rin
g 

an
d 

ev
al

ua
tin

g 
in

te
rn

al
 

IT
 p

ro
ce

ss
es

 w
he

n 
is

su
es

 a
ris

e.

 □
A

cc
ou

nt
ab

ili
ty

 a
nd

 
re

sp
on

si
bi

lit
y 

fo
r 

m
on

ito
rin

g 
an

d 
ev

al
ua

tin
g 

in
te

rn
al

 IT
 

pr
oc

es
se

s 
ha

ve
 b

ee
n 

fo
rm

al
ly

 a
ss

ig
ne

d 
an

d 
do

cu
m

en
te

d.
  

 □
In

te
rn

al
 IT

 p
ro

ce
ss

 
m

on
ito

rin
g 

an
d 

ev
al

ua
tio

n 
pr

oc
es

s 
ow

ne
rs

 a
re

 id
en

tifi
 e

d,
 

bu
t m

ay
 n

ot
 h

av
e 

su
ffi 

ci
en

t a
ut

ho
rit

y 
to

 fu
lfi 

ll 
th

ei
r 

re
sp

on
si

bi
lit

ie
s.

 □
In

te
rn

al
 IT

 p
ro

ce
ss

 
m

on
ito

rin
g 

an
d 

ev
al

ua
tio

n 
pr

oc
es

s 
ow

ne
rs

 h
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e 
th

e 
le

ve
l o

f a
ut

ho
rit

y 
re

qu
ire

d 
to

 fu
lfi 

ll 
th

ei
r 

re
sp

on
si

bi
lit

ie
s.

 □
In

te
rn

al
 IT

 p
ro

ce
ss

 
m

on
ito

rin
g 

an
d 

ev
al

ua
tio

n 
pr

oc
es

s 
ow

ne
rs

 a
re

 
em

po
w

er
ed

 to
 m

ak
e 

de
ci

si
on

s 
an

d 
to

 
ta

ke
 a

ct
io

n.
  

 □
In

te
rn
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ro

ce
ss

 
m
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ito
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n 
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ng
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PROCESS

Policies, Plans and Procedures

 □
In

te
rn

al
 IT

 p
ro

ce
ss

 
m

on
ito

rin
g 

an
d 

ev
al

ua
tio

n 
ac

tiv
iti

es
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r i
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ol
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io

n 
an

d 
ar

e 
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se
d 

up
on
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du
al
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 s

ta
ff 

pr
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es
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 □
In

te
rn

al
 IT

 p
ro

ce
ss

 
m

on
ito

rin
g 

is
 

im
pl

em
en

te
d 

in
 

re
sp

on
se
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su
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r 
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de
nt
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 □
In

te
rn

al
 IT
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ro

ce
ss

 
ev

al
ua
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n 
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 p
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fo
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ed
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ad
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pa
rt 
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 a
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er
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al
 fi 
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nc

ia
l a

nd
 

m
an

ag
em

en
t c

on
tro

l 
au

di
t.

 □
C

om
m

on
 a

nd
 

in
fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 
fo

r m
on

ito
rin

g 
an

d 
ev

al
ua

tin
g 

in
te

rn
al

 
IT

 p
ro

ce
ss

es
 a

re
 

de
fi n

ed
, b

ut
 n

ot
 

do
cu

m
en

te
d.

 □
C

om
pl

ia
nc

e 
w

ith
 

m
on

ito
rin

g 
an

d 
ev

al
ua

tin
g 

in
te

rn
al

 
IT

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 is
 le

ft 
to

 th
e 

in
di

vi
du

al
’s

 
di

sc
re

tio
n.

 □
C

rit
ic

al
 in

te
rn

al
 

IT
 p

ro
ce

ss
es

 a
re

 
m

on
ito

re
d 

an
d 

ev
al

ua
te

d.

 □
In

fo
rm

al
 re

po
rti

ng
 

is
 u

se
d 

to
 in

iti
at

e 
co

rr
ec

tiv
e 

ac
tio

n 
fo

r 
in

te
rn

al
 IT

 p
ro

ce
ss

es
.

 □
Fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r k

ey
 

in
te

rn
al

 IT
 p

ro
ce

ss
 

m
on

ito
rin

g 
an

d 
ev
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ua
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n 

pr
oc
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m
en
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ol
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ed
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re
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d 
up
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en
er

al
ly

 
ac

ce
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ed
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oo
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.
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rm
al

 p
ol
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an
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ur
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rn
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e 
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m
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d 
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rly
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ew
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.

 □
S

en
io

r l
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de
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hi
p 
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pr

ov
es

 p
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ie
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an

d 
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ur
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r 
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m
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al
ua

tio
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d 

IT
 le
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er
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va
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 p

ro
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es
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ed
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n 
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ite

ria
.

 □
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PROCESS (continued)

Goal Setting and Measurement
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Tools and Automation
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Description
IT is subject to legal, regulatory and contractual requirements that are highly complex and constantly 
changing.  The school jurisdiction’s senior leadership is ultimately accountable for compliance with 
these requirements, but must delegate responsibility to IT leadership and IT staff.

In order to minimize the risks associated with being non-compliant with legal, regulatory or contractual 
requirements, it is necessary to identify and analyze requirements, implement a response and 
obtain assurance that requirements have been met.

Value
• Provides assurance to senior leadership that IT operations are in compliance with legal, 

regulatory and contractual requirements.

Goals
• Ensure compliance with laws, regulations and contractual requirements.

Target Audience

Primary Secondary
IT Leadership Senior Leadership

School Administrators
IT Staff

Key Activities
Identify compliance requirements.

• Implement a process to continuously review local and international laws, regulations and 
other external compliance requirements. 

• Identify and maintain documentation related to the regulatory requirements applicable to 
each information system planned or in use.

Evaluate IT policies, plans and procedures to confi rm compliance.
• Evaluate methods of deterring users from performing acts of non-compliance.
• Adjust policies, plans and procedures to ensure that legal, regulatory and contractual 

requirements are addressed and communicated. 

Report positive assurance of compliance.
• Implement a process to obtain and report on compliance of IT policies, plans and procedures 

with legal, regulatory or contractual agreements.
• Ensure that any corrective actions taken to address compliance gaps have been taken in a 

timely manner by the responsible process owner.
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RACI Chart

Activities

Roles

Identify compliance 
requirements. 

Evaluate IT 
policies, plans 
and procedures to 
confi rm compliance.
Report positive 
assurance of 
compliance.

RACI Responsibilities
Responsible  – the person or group who is responsible for performing a task
Accountable – the person who is held accountable for the task being complete
   (Ideally, accountability is assigned to only one role for each process.) 
Consulted – the person or group communicated with prior to a task being performed 
Informed – the parties who are notifi ed about an activity before, during or after it is 
   performed.
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PEOPLE

Awareness, Understanding and Communication
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PEOPLE (continued)

Skills and Expertise
 □

S
om

e 
kn

ow
le

dg
e 

of
 c

om
pl

ia
nc

e 
m

an
ag

em
en

t e
xi

st
s 

in
 is

ol
at

io
n.

 □
M

in
im

um
 s

ki
lls

 
re

qu
ire

d 
to

 p
er

fo
rm

 
co

m
pl

ia
nc

e 
m

an
ag

em
en

t h
av

e 
no

t b
ee

n 
id

en
tifi

 e
d.

 

 □
Tr

ai
ni

ng
 n

ee
ds

 
fo

r c
om

pl
ia

nc
e 

m
an

ag
em

en
t h

av
e 

no
t b

ee
n 

id
en

tifi
 e

d.

 □
IT

 le
ad

er
sh

ip
 a

nd
 IT

 
st

af
f h

av
e 

th
e 

sk
ill

s 
an

d 
ex

pe
rti

se
 to

 
m

an
ag

e 
co

m
pl

ia
nc

e 
at

 a
 b

as
ic

 le
ve

l. 

 □
M

in
im

um
 s

ki
ll 

re
qu

ire
m

en
ts

 to
 

m
an

ag
e 

co
m

pl
ia

nc
e 

ha
ve

 b
ee

n 
id

en
tifi

 e
d.

 □
Tr

ai
ni

ng
 in

 m
an

ag
in

g 
co

m
pl

ia
nc

e 
is

 
pr

ov
id

ed
 in

 re
sp

on
se

 
to

 e
m

er
gi

ng
 n

ee
ds

 
or

 re
qu

es
ts

 fr
om

 
in

di
vi

du
al

s.

 □
IT

 le
ad

er
sh

ip
 a

nd
 

IT
 s

ta
ff 

ha
ve

 th
e 

sk
ill

s 
an

d 
ex

pe
rti

se
 

to
 p

er
fo

rm
 a

ll 
ke

y 
co

m
pl

ia
nc

e 
m

an
ag

em
en

t 
pr

oc
es

se
s.

 □
S

ki
ll 

re
qu

ire
m

en
ts

 
fo

r a
ll 

ar
ea

s 
of

 c
om

pl
ia

nc
e 

m
an

ag
em

en
t h

av
e 

be
en

 d
efi

 n
ed

 a
nd

 
do

cu
m

en
te

d.

 □
A 

fo
rm

al
 tr

ai
ni

ng
 

pl
an

 fo
r c

om
pl

ia
nc

e 
m

an
ag

em
en

t h
as

 
be

en
 d

ev
el

op
ed

.

 □
Tr

ai
ni

ng
 fo

r 
co

m
pl

ia
nc

e 
m

an
ag

em
en

t i
s 

av
ai

la
bl

e.

 □
IT

 le
ad

er
sh

ip
 

an
d 

IT
 s

ta
ff 

ha
ve

 
th

e 
sk

ill
s 

an
d 

ex
pe

rti
se

 to
 p

er
fo

rm
 

al
l c

om
pl

ia
nc

e 
m

an
ag

em
en

t 
ac

tiv
iti

es
.

 □
P

ro
fi c

ie
nc

y 
in

 c
rit

ic
al

 
as

pe
ct

s 
of

 c
om

pl
ia

nc
e 

m
an

ag
em

en
t 

is
 e

ns
ur

ed
 fo

r 
in

di
vi

du
al

s 
w

ho
 

pe
rfo

rm
 th

es
e 

ta
sk

s.

 □
S

ki
ll 

re
qu

ire
m

en
ts

 
fo

r c
om

pl
ia

nc
e 

m
an

ag
em

en
t a

re
 

re
vi

ew
ed

 a
nd

 u
pd

at
ed

 
on

 a
 re

gu
la

r b
as

is
.

 □
Fo

rm
al

 tr
ai

ni
ng

 
fo

r c
om

pl
ia

nc
e 

m
an

ag
em

en
t 

is
 re

qu
ire

d 
fo

r 
in

di
vi

du
al

s 
w

ho
 

pe
rfo

rm
 th

es
e 

ta
sk

s.

 □
C

er
tifi

 c
at

io
n 

in
 c

om
pl

ia
nc

e 
m

an
ag

em
en

t i
s 

en
co

ur
ag

ed
 fo

r 
in

di
vi

du
al

s 
w

ho
 

pe
rfo

rm
 th

es
e 

ta
sk

s.

 □
P

ro
fi c

ie
nc

y 
in

 
al

l a
sp

ec
ts

 o
f 

co
m

pl
ia

nc
e 

m
an

ag
em

en
t 

is
 e

ns
ur

ed
 fo

r 
in

di
vi

du
al

s 
w

ho
 

pe
rfo

rm
 th

es
e 

ta
sk

s.

 □
Th

e 
ju

ris
di

ct
io

n 
en

co
ur

ag
es

 
fo

rm
al

 tr
ai

ni
ng

 
in

 c
om

pl
ia

nc
e 

m
an

ag
em

en
t, 

ba
se

d 
up

on
 p

er
so

na
l a

nd
 

ju
ris

di
ct

io
n 

go
al

s.

 □
E

xt
er

na
l e

xp
er

ts
 a

nd
 

in
du

st
ry

 le
ad

er
s 

ar
e 

en
ga

ge
d 

to
 p

ro
vi

de
 

gu
id

an
ce

 a
nd

 in
pu

t 
in

to
 c

om
pl

ia
nc

e 
m

an
ag

em
en

t.

 □
O

ng
oi

ng
 tr

ai
ni

ng
 

is
 p

ro
vi

de
d 

to
 

en
su

re
 th

at
 e

nd
 

us
er

s 
un

de
rs

ta
nd

 
le

ga
l, 

re
gu

la
to

ry
 o

r 
co

nt
ra

ct
ua

l c
ha

ng
es

 
th

at
 a

ffe
ct

 th
em

.
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PEOPLE (continued)

Responsibility and Accountability

 □
A

llo
ca

tio
n 

of
 

re
sp

on
si

bi
lit

y 
fo

r c
om

pl
ia

nc
e 

m
an

ag
em

en
t i

s 
as

su
m

ed
 o

r d
on

e 
in

 
an

 a
d 

ho
c 

w
ay

.

 □
A

llo
ca

tio
n 

of
 

re
sp

on
si

bi
lit

y 
an

d 
ac

co
un

ta
bi

lit
y 

fo
r c

om
pl

ia
nc

e 
m

an
ag

em
en

t i
s 

do
ne

 
in

fo
rm

al
ly.

 □
In

di
vi

du
al

s 
as

su
m

e 
re

sp
on

si
bi

lit
y 

fo
r c

om
pl

ia
nc

e 
m

an
ag

em
en

t. 
 

 □
Th

er
e 

is
 c

on
fu

si
on

 
ab

ou
t w

ho
 is

 
re

sp
on

si
bl

e 
an

d 
ac

co
un

ta
bl

e 
fo

r c
om

pl
ia

nc
e 

m
an

ag
em

en
t w

he
n 

is
su

es
 a

ris
e.

 □
A

cc
ou

nt
ab

ili
ty

 
an

d 
re

sp
on

si
bi

lit
y 

fo
r c

om
pl

ia
nc

e 
m

an
ag

em
en

t h
av

e 
be

en
 fo

rm
al

ly
 

as
si

gn
ed

 a
nd

 
do

cu
m

en
te

d.

 □
C

om
pl

ia
nc

e 
m

an
ag

em
en

t 
pr

oc
es

s 
ow

ne
rs

 a
re

 
id

en
tifi

 e
d,

 b
ut

 m
ay

 
no

t h
av

e 
su

ffi 
ci

en
t 

au
th

or
ity

 to
 fu

lfi 
ll 

th
ei

r 
re

sp
on

si
bi

lit
ie

s.

 □
C

om
pl

ia
nc

e 
m

an
ag

em
en

t p
ro

ce
ss

 
ow

ne
rs

 h
av

e 
th

e 
le

ve
l o

f a
ut

ho
rit

y 
re

qu
ire

d 
to

 fu
lfi 

ll 
th

ei
r 

re
sp

on
si

bi
lit

ie
s.

 □
C

om
pl

ia
nc

e 
m

an
ag

em
en

t 
pr

oc
es

s 
ow

ne
rs

 
ar

e 
em

po
w

er
ed

 to
 

m
ak

e 
de

ci
si

on
s 

an
d 

to
 ta

ke
 a

ct
io

n 
to

 
en

su
re

 c
om

pl
ia

nc
e 

w
ith

 le
ga

l, 
re

gu
la

to
ry

 
an

d 
co

nt
ra

ct
ua

l 
re

qu
ire

m
en

ts
.  

 □
C

om
pl

ia
nc

e 
m

an
ag

em
en

t 
pr

oc
es

s 
ow

ne
rs

 
es

ca
la

te
 is

su
es

, 
ac

co
rd

in
g 

to
 a

 
de
fi n

ed
 e

sc
al

at
io

n 
pr

oc
es

s.
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PROCESS

Policies, Plans and Procedures
 □

A
ct

iv
iti

es
 to

 e
ns

ur
e 

le
ga

l, 
re

gu
la

to
ry

 
an

d 
co

nt
ra

ct
ua

l 
co

m
pl

ia
nc

e 
oc

cu
r 

in
 is

ol
at

io
n 

an
d 

ar
e 

ba
se

d 
up

on
 in

di
vi

du
al

 
IT

 s
ta

ff 
pr

ac
tic

es
.

 □
M

on
ito

rin
g 

of
 

pr
oc

es
se

s 
to

 e
ns

ur
e 

co
m

pl
ia

nc
e 

w
ith

 
le

ga
l, 

re
gu

la
to

ry
 

an
d 

co
nt

ra
ct

ua
l 

re
qu

ire
m

en
ts

 is
 

im
pl

em
en

te
d 

in
 

re
sp

on
se

 to
 is

su
es

.

 □
C

om
m

on
 a

nd
 

in
fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 th
at

 
en

su
re

 c
om

pl
ia

nc
e 

w
ith

 le
ga

l, 
re

gu
la

to
ry

 
an

d 
co

nt
ra

ct
ua

l 
re

qu
ire

m
en

ts
 a

re
 

de
fi n

ed
, b

ut
 n

ot
 

do
cu

m
en

te
d.

 □
C

om
pl

ia
nc

e 
w

ith
 

po
lic

ie
s 

th
at

 e
ns

ur
e 

co
m

pl
ia

nc
e 

w
ith

 
le

ga
l, 

re
gu

la
to

ry
 

an
d 

co
nt

ra
ct

ua
l 

re
qu

ire
m

en
ts

 is
 le

ft 
to

 th
e 

in
di

vi
du

al
’s

 
di

sc
re

tio
n.

 □
W

he
re

 c
om

pl
ia

nc
e 

is
 a

 re
cu

rr
in

g 
re

qu
ire

m
en

t, 
in

di
vi

du
al

 c
om

pl
ia

nc
e 

pr
oc

ed
ur

es
 h

av
e 

be
en

 d
ev

el
op

ed
 a

nd
 

ar
e 

fo
llo

w
ed

 o
n 

a 
ye

ar
-to

-y
ea

r b
as

is
. 

 □
Fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 
fo

r k
ey

 c
om

pl
ia

nc
e 

m
an

ag
em

en
t 

pr
oc

es
se

s 
ha

ve
 b

ee
n 

de
fi n

ed
, d

oc
um

en
te

d 
an

d 
co

m
m

un
ic

at
ed

.

 □
P

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 a

re
 

ba
se

d 
up

on
 g

en
er

al
ly

 
ac

ce
pt

ed
 g

oo
d 

pr
ac

tic
es

.

 □
Fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 
fo

r a
ll 

co
m

pl
ia

nc
e 

m
an

ag
em

en
t 

ac
tiv

iti
es

 a
re

 d
efi

 n
ed

, 
do

cu
m

en
te

d 
an

d 
re

gu
la

rly
 re

vi
ew

ed
.

 □
S

en
io

r l
ea

de
rs

hi
p 

ap
pr

ov
es

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 
fo

r c
om

pl
ia

nc
e 

m
an

ag
em

en
t.

 □
A 

pr
oc

es
s 

to
 

re
gu

la
rly

 re
vi

ew
 

th
e 

en
vi

ro
nm

en
t 

to
 id

en
tif

y 
ex

te
rn

al
 

re
qu

ire
m

en
ts

 a
nd

 
on

go
in

g 
ch

an
ge

s 
ha

s 
be

en
 im

pl
em

en
te

d.

 □
S

ta
nd

ar
di

ze
d 

in
te

rn
al

 
go

od
 p

ra
ct

ic
es

 a
re

 
us

ed
 fo

r s
pe

ci
fi c

 
ne

ed
s,

 s
uc

h 
as

 
st

an
di

ng
 re

gu
la

tio
ns

 
an

d 
re

cu
rr

in
g 

se
rv

ic
e 

co
nt

ra
ct

s.

 □
A 

fra
m

ew
or

k 
fo

r c
om

pl
ia

nc
e 

m
an

ag
em

en
t i

s 
 

im
pl

em
en

te
d 

an
d 

 
in

te
gr

at
ed

.

 □
G

en
er

al
ly

 a
cc

ep
te

d 
be

st
 p

ra
ct

ic
es

 
an

d 
st

an
da

rd
s 

fo
r c

om
pl

ia
nc

e 
m

an
ag

em
en

t a
re

 
us

ed
 to

 in
fo

rm
 p

ol
ic

y 
an

d 
pr

oc
ed

ur
e 

de
ve

lo
pm

en
t.

 □
E

xc
ep

tio
ns

 to
 

co
m

pl
ia

nc
e 

m
an

ag
em

en
t 

po
lic

ie
s 

an
d 

pr
oc

ed
ur

es
 a

re
 

no
tic

ed
 a

nd
 

co
rr

ec
tiv

e 
ac

tio
n 

is
 

ta
ke

n.

 □
Th

e 
fra

m
ew

or
k 

in
cl

ud
es

 a
 s

el
f-

as
se

ss
m

en
t p

ro
ce

ss
 

fo
r c

om
pl

ia
nc

e 
m

an
ag

em
en

t.

 □
C

om
pl

ia
nc

e 
m

an
ag

em
en

t 
po

lic
ie

s 
an

d 
pr

oc
ed

ur
es

 a
re

 
re

gu
la

rly
 re

vi
ew

ed
 

an
d 

up
da

te
d.
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PROCESS (continued)

Goal Setting and Measurement

 □
S

om
e 

le
ga

l, 
re

gu
la

to
ry

 a
nd

 
co

nt
ra

ct
ua

l 
co

m
pl

ia
nc

e 
go

al
s 

ar
e 

se
t a

nd
 m

on
ito

re
d 

in
co

ns
is

te
nt

ly.

 □
C

om
pl

ia
nc

e 
w

ith
 

le
ga

l, 
re

gu
la

to
ry

 
an

d 
co

nt
ra

ct
ua

l 
re

qu
ire

m
en

ts
 is

 
m

on
ito

re
d 

in
fo

rm
al

ly.

 □
IT

 le
ad

er
sh

ip
 

in
fo

rm
al

ly
 

re
po

rts
 to

 s
en

io
r 

le
ad

er
sh

ip
 a

bo
ut

 
le

ga
l, 

re
gu

la
to

ry
 

an
d 

co
nt

ra
ct

ua
l 

co
m

pl
ia

nc
e.

 □
C

om
pl

ia
nc

e 
m

an
ag

em
en

t i
s 

m
on

ito
re

d 
re

gu
la

rly
.

 □
Ta

rg
et

s 
an

d 
th

re
sh

ol
ds

 fo
r 

co
m

pl
ia

nc
e 

m
an

ag
em

en
t h

av
e 

be
en

 d
efi

 n
ed

 a
nd

 
do

cu
m

en
te

d.

 □
IT

 le
ad

er
sh

ip
 in

fo
rm

s 
se

ni
or

 le
ad

er
sh

ip
 

ab
ou

t c
om

pl
ia

nc
e 

m
an

ag
em

en
t i

n 
a 

fo
rm

al
 w

ay
.

 □
C

om
pl

ia
nc

e 
m

an
ag

em
en

t m
et

ric
s 

ar
e 

fo
rm

al
ly

 d
efi

 n
ed

 
an

d 
ap

pr
ov

ed
.

 □
M

ea
su

re
s 

of
 th

e 
ef

fe
ct

iv
en

es
s 

of
 c

om
pl

ia
nc

e 
m

an
ag

em
en

t p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 
ar

e 
us

ed
 to

 in
fo

rm
 

de
ci

si
on

 m
ak

in
g 

an
d 

co
nt

in
uo

us
 

im
pr

ov
em

en
t.

 □
Th

er
e 

is
 a

 p
ro

ce
ss

 
in

 p
la

ce
 to

 m
on

ito
r 

in
ci

de
nc

es
 o

f n
on

-
co

m
pl

ia
nc

e,
 id

en
tif

y 
ro

ot
 c

au
se

s 
an

d 
im

pl
em

en
t c

or
re

ct
iv

e 
ac

tio
n.

 □
C

om
pl

ia
nc

e 
m

an
ag

em
en

t i
s 

in
te

gr
at

ed
 in

to
 

ap
pr

op
ria

te
 IT

 
po

lic
ie

s 
an

d 
pr

oc
ed

ur
es

.

 □
C

om
pl

ia
nc

e 
m

an
ag

em
en

t 
pr

oc
es

se
s 

ar
e 

m
on

ito
re

d 
an

d 
m
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TOOLS

Tools and Automation
 □

To
ol

s 
m

ay
 e

xi
st

 
to

 s
up

po
rt 

le
ga

l, 
re

gu
la

to
ry

 a
nd

 
co

nt
ra

ct
ua

l 
co

m
pl

ia
nc

e 
ac

tiv
iti

es
; 

th
ey

 a
re

 g
en

er
al

ly
 

ba
se

d 
up

on
 s

ta
nd

ar
d 

de
sk

to
p 

to
ol

s.

 □
Th

er
e 

is
 n

o 
fo

rm
al

 
ap

pr
oa

ch
 to

 u
si

ng
 

to
ol

s 
to

 s
up

po
rt 

le
ga

l, 
re

gu
la

to
ry

 
an

d 
co

nt
ra

ct
ua

l 
co

m
pl

ia
nc

e 
ac

tiv
iti

es
.

 □
B

as
ic
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I T  S e r v i c e  M a n a g e m e n t
Manage Service Levels
Description
Managing service levels is about understanding the importance of a service and ensuring that 
resources are available to meet agreed-upon performance expectations.

This process area includes communicating what a service is, negotiating with senior leadership to 
determine appropriate levels of service, keeping records of those services in a service catalogue, 
and monitoring and reporting to senior leadership on actual service levels.

Value
• Ensures that services are provided to the jurisdiction at an appropriate level and cost.
• Enables effective communication about IT services between senior leadership, IT leadership 

and end users.

Goals
• Facilitate agreement between senior leadership and end users about IT service target levels. 
• Maintain a single, consistent source of information about available IT services.

Target Audience

Primary Secondary
Senior Leadership
School Administrators
IT Leadership

IT Staff

Key Activities
Implement service level agreement structures.

• Develop and implement a policy for creating and maintaining Service Level Agreements.
• Implement a policy to create, review and monitor underpinning agreements, such as 

Operating Level Agreements, with internal departments and contracts with external parties.

Develop and document Service Level Agreements.
• Implement a process to defi ne, in consultation with stakeholders, service level requirements 

for new services.
• Agree upon and document service defi nitions in a Service Catalogue.
• Ensure that the Service Catalogue is accessible to end users.
• Document underpinning agreements related to the service.

Monitor and revise Service Level Agreements.
• Monitor service performance against metrics, based upon the Service Level Agreement, and 

provide regular service reports.
• Implement a process to assess end user satisfaction with service levels.
• Implement a process to regularly review and identify possible improvements and to revise 

Service Level Agreements, as necessary.
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Activities

Roles

Implement Service 
Level Agreement 
structures.
Develop and 
document Service 
Level Agreements.
Maintain a Service 
Catalogue.
Monitor and revise 
Service Level 
Agreements.

RACI Responsibilities
Responsible  – the person or group who is responsible for performing a task
Accountable – the person who is held accountable for the task being complete
   (Ideally, accountability is assigned to only one role for each process.) 
Consulted – the person or group communicated with prior to a task being performed 
Informed – the parties who are notifi ed about an activity before, during or after it is 
   performed.
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PEOPLE (continued)

Skills and Expertise
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PEOPLE (continued)

Responsibility and Accountability
 □

A
llo

ca
tio

n 
of

 
re

sp
on

si
bi

lit
y 

fo
r 

se
rv

ic
e 

le
ve

l a
nd

 
se

rv
ic

e 
ca

ta
lo

gu
e 

m
an

ag
em

en
t i

s 
as

su
m

ed
 o

r d
on

e 
in

 
an

 a
d 

ho
c 

w
ay

.

 □
A

llo
ca

tio
n 

of
 

re
sp

on
si

bi
lit

y 
an

d 
ac

co
un

ta
bi

lit
y 

fo
r 

se
rv

ic
e 

le
ve

l a
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se

rv
ic
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ca

ta
lo

gu
e 

m
an

ag
em

en
t i
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do

ne
 

in
fo

rm
al

ly.

 □
In
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vi

du
al

s 
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su
m

e 
re

sp
on

si
bi

lit
y 

fo
r 

se
rv

ic
e 

le
ve

l a
nd

 
se

rv
ic

e 
ca

ta
lo

gu
e 

m
an

ag
em

en
t.

 □
Th

er
e 

is
 c
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fu

si
on

 
ab

ou
t w
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re
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e 
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r 
se
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e 
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r 
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e 
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 m
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vi

ce
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gu
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em
en

t p
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ce
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ow
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 h
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e 
th

e 
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ve
l o
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ire
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to

 fu
lfi 

ll 
th
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r 

re
sp

on
si

bi
lit

ie
s.

 □
S

er
vi

ce
 le

ve
l a
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se
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ta

lo
gu

e 
m
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en

t 
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oc
es
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ow
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po
w

er
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 to
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e 
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an
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ta
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n.
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ic
e 
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PROCESS

Policies, Plans and Procedures

 □
S

er
vi

ce
 d

efi
 n

iti
on

 a
nd

 
ne

go
tia

tio
n 

of
 S

er
vi

ce
 

Le
ve

l A
gr

ee
m

en
ts

 
oc

cu
r i

n 
is

ol
at

io
n 

an
d 

ar
e 

ba
se

d 
up

on
 

in
di

vi
du

al
 IT

 s
ta

ff 
pr

ac
tic

es
.

 □
P

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 fo

r 
cr

ea
tin

g 
an

d 
m

ai
nt

ai
ni

ng
 S

er
vi

ce
 

Le
ve

l A
gr

ee
m

en
ts

 d
o 

no
t e

xi
st

.

 □
C

om
m

on
 a

nd
 

in
fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r 

se
rv

ic
e 

le
ve

l a
nd

 
se

rv
ic

e 
ca

ta
lo

gu
e 

m
an

ag
em

en
t a

re
 

de
fi n

ed
, b

ut
 n

ot
 

do
cu

m
en

te
d.

 □
C

om
pl

ia
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e 
w
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se
rv

ic
e 

le
ve

l a
nd

 
se

rv
ic

e 
ca

ta
lo

gu
e 

m
an

ag
em

en
t p

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 is

 
le

ft 
to

 th
e 

in
di

vi
du

al
’s

 
di

sc
re

tio
n.

 □
R

ud
im

en
ta

ry
 S

er
vi

ce
 

Le
ve

l A
gr

ee
m

en
ts

 
an

d 
se

rv
ic

e 
de
fi n

iti
on

s 
ha

ve
 b

ee
n 

de
ve

lo
pe

d.

 □
S

er
vi

ce
 L

ev
el

 
A

gr
ee

m
en

ts
 a

re
 

op
er

at
io

na
lly

 a
nd

 
te

ch
ni
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lly

 fo
cu

se
d,

 
w

ith
 li

m
ite

d 
em

ph
as

is
 

on
 s

tra
te

gi
c 

an
d 

ed
uc

at
io

na
l 

re
qu

ire
m

en
ts

.

 □
Fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r k

ey
 

se
rv

ic
e 

le
ve

l a
nd

 
se

rv
ic

e 
ca

ta
lo

gu
e 

m
an

ag
em

en
t 

pr
oc

es
se

s 
ha
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ee
n 

de
fi n

ed
, d
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um

en
te

d 
an

d 
co

m
m

un
ic

at
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.

 □
P

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 a

re
 

ba
se

d 
up
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 g

en
er

al
ly

 
ac

ce
pt

ed
 g

oo
d 

pr
ac

tic
es

.

 □
S

er
vi

ce
 le

ve
l a
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se
rv

ic
e 
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ta

lo
gu

e 
m

an
ag

em
en

t 
pr

oc
ed

ur
es

 e
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ur
e 

th
at

 e
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ca
tio

na
l 

re
qu

ire
m

en
ts

 a
re

 
ca

pt
ur

ed
 a

nd
 m

et
, 

w
he

n 
ap

pr
op

ria
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.

 □
Fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
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 fo
r a

ll 
se

rv
ic

e 
le

ve
l a
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se
rv

ic
e 

ca
ta

lo
gu

e 
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an
ag

em
en
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ac

tiv
iti
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 d
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do
cu

m
en

te
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an
d 

re
gu

la
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vi

ew
ed

.

 □
IT

 le
ad

er
sh

ip
 

ap
pr

ov
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 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r 

se
rv

ic
e 

le
ve

l a
nd

 
se

rv
ic

e 
ca

ta
lo

gu
e 
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an

ag
em

en
t.

 □
S

er
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 le

ve
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se
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e 
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lo
gu

e 
m

an
ag

em
en
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e 
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 c
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ng

e 
m

an
ag

em
en

t 
pr

oc
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se
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en
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le
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pr
ov
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en

t.
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er
vi
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 d
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iti
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an
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er
vi

ce
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ev
el

 
A

gr
ee
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en
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 a
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 u

se
d 

in
 o

th
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 p
ro

ce
ss

es
.

 □
S

er
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ev
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A
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ee
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O
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Le

ve
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gr
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en
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 a
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r m
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se
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.
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e 
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em
en

t 
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oc
es
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s 

an
d 

ou
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ut
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su
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or
t t

he
 

im
pl

em
en

ta
tio

n 
of

 
th

e 
IT

 S
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te
gi
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P
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n.

 □
G

en
er

al
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 a
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ep
te

d 
be

st
 p

ra
ct

ic
es

 
an

d 
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an
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fo
r 
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ic
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e 
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 p
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t.

 □
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em

en
t 

po
lic

ie
s 

an
d 

pr
oc

ed
ur

es
 a

re
 

no
tic

ed
 a

nd
 

co
rr

ec
tiv

e 
ac

tio
n 

is
 

ta
ke

n.
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PROCESS (continued)

Goal Setting and Measurement
 □

S
om

e 
se

rv
ic

e 
le

ve
l m

an
ag

em
en

t 
go

al
s 

ar
e 

se
t 

an
d 

m
on

ito
re

d 
in

co
ns

is
te

nt
ly.

 □
S

er
vi

ce
 le

ve
l 

m
an

ag
em

en
t g

oa
ls

 
ar

e 
un

cl
ea

r o
r 

va
gu

el
y 

de
fi n

ed
.

 □
P

er
fo

rm
an

ce
 o

f 
se

rv
ic

e 
le

ve
l a

nd
 

se
rv

ic
e 

ca
ta

lo
gu

e 
m

an
ag

em
en

t i
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m
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ito
re

d 
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rm

al
ly.

 □
IT

 le
ad

er
sh

ip
 

pr
ov

id
es

 s
en

io
r 

le
ad

er
sh

ip
 w

ith
 

ba
si

c 
re

po
rts

 a
bo

ut
 

th
e 

st
at

e 
of

 s
er

vi
ce

 
le

ve
ls

.

 □
Th

e 
re

sp
on

se
 to

 
is

su
es

 id
en

tifi
 e

d 
in

 
re

po
rts

 is
 in

co
ns

is
te

nt
 

an
d 

re
ac

tiv
e.

 □
In

iti
al

 g
oa
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 fo

r 
se

rv
ic

e 
le

ve
l a

nd
 

se
rv

ic
e 

ca
ta

lo
gu

e 
m

an
ag

em
en

t a
re

 
de
fi n

ed
, b

ut
 a

re
 

no
t c

le
ar

ly
 li

nk
ed

 
to

 e
du
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tio

na
l 

re
qu

ire
m

en
ts

 o
r 

ju
ris

di
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io
n 

go
al

s.

 □
S

er
vi
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 L

ev
el

 
A

gr
ee

m
en

ts
 a

re
 

m
on

ito
re

d 
re

gu
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rly
.

 □
Ta

rg
et
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an

d 
th
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r I

T 
se

rv
ic
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 h
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e 

be
en

 d
efi

 n
ed

 
an

d 
do

cu
m

en
te

d 
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 S
er

vi
ce

 L
ev

el
 

A
gr

ee
m

en
ts

.

 □
IT

 le
ad

er
sh

ip
 p

ro
vi

de
s 

se
ni

or
 le

ad
er

sh
ip

 w
ith

 
re

gu
la

r r
ep

or
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 a
bo

ut
 

se
rv

ic
e 

le
ve
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.

 □
S

er
vi

ce
 le

ve
l a

nd
 

se
rv

ic
e 
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ta

lo
g 

m
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ag
em

en
t m

et
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s 
ar
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al

ly
 d
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 n

ed
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d 

ap
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ov
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.
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 th
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ct
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t p
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 m
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.

 □
S

er
vi

ce
 le

ve
l a

nd
 

se
rv

ic
e 

ca
ta

lo
g 

m
an

ag
em

en
t 

pr
oc

es
se

s 
ar

e 
m

on
ito

re
d 

an
d 

m
ea

su
re

d.



101School Technology Services Self-Evaluation Guide: IT Service Management

M
a

n
a

g
e

 S
e

rv
ic

e
 L

e
v

e
ls

A
tt

ri
bu

te
s

M
at

ur
ity

 L
ev

el
1:

 In
iti

al
2:

 R
ep

ea
ta

bl
e

3:
 D

efi
 n

ed
4:

 M
an

ag
ed

5:
 O

pt
im

iz
ed

TOOLS

Tools and Automation

 □
To

ol
s 

m
ay

 e
xi

st
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 s

up
po

rt 
se

rv
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e 
le

ve
l m

an
ag

em
en

t; 
th

ey
 a

re
 g
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se
d 

up
on

 s
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nd
ar

d 
de

sk
to

p 
to
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s.

 □
Th

er
e 

is
 n
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ap
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to

 s
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le
ve

l 
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an
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t.

 □
B

as
ic

 to
ol

s 
an

d 
te

m
pl

at
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, s
pe
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fi c
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er

vi
ce

 le
ve

l a
nd

 
se

rv
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e 
ca
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lo
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m
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 d
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 □
C

om
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on
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pp
ro
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e 
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to
ol
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po
rt 
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rv
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e 
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.
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 p
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r 
se

rv
ic

e 
le

ve
l a

nd
 

se
rv

ic
e 

ca
ta
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.
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.
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at
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.
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s 
to

 
su

pp
or

t s
er

vi
ce

 le
ve

l 
an

d 
se

rv
ic

e 
ca

ta
lo

gu
e 

m
an

ag
em

en
t.
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ed
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es
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ed
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Manage Incidents
Description
Incidents will occur—despite all best efforts.  Having a defi ned process to manage incidents, from 
reporting to closure, minimizes service disruptions.

The incident management process includes setting up a single point of contact (often called the 
service desk or help desk) for end users.  It is here that calls are recorded, escalated to the correct 
group, resolved and closed.  By managing incidents, all end user queries, issues and requests are 
managed through their life cycle.

Value
• Increases productivity and improved end user satisfaction through quick resolution to queries 

and effi cient handling of service requests.

Goals
• Ensure timely and effective response to end user queries, issues and requests.
• Restore normal service operation effi ciently and effectively.

Target Audience

Primary Secondary
IT Leadership
IT Staff

School Administrators

Key Activities
Identify, record and classify incidents.

• Record and track incidents and service requests (referred to as incidents).
• Classify incidents by service categories and priorities.
• Inform end users of the status of incidents they report.

Perform initial diagnosis of incidents and escalate.  
• Defi ne and implement an incident escalation process that includes agreed-upon levels of 

escalation and response times and that takes Service Level Agreement (SLA) targets into 
account. 

• Identify solutions or workarounds for reported incidents and escalate the incident, as 
appropriate. 

• Inform end users of escalation and update the incident record.

Investigate and address incidents.
• Implement a process to investigate and diagnose incidents to determine the root cause and 

resolution.
• Implement a process to document investigations undertaken and the steps taken to resolve 

the incident.

Resolve incidents and recover data.
• Defi ne and establish a process to implement resolutions to incidents.  Follow change 

management processes, as applicable.
• Ensure data is recovered. 
• Close the incident record.
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• Defi ne and implement a process to verify that the incident is resolved and that end users are 

satisfi ed. 

Monitor and report on incidents.
• Defi ne incident metrics, and report and review them regularly.

RACI Chart

Activities

Roles

Identify, classify and 
record incidents.

Diagnose and 
escalate incidents.
Perform initial 
diagnosis and 
escalation.
Investigate and 
address incidents.
Resolve incidents 
and recover data.
Close incidents.
Monitor and report 
on incidents.

RACI Responsibilities
Responsible  – the person or group who is responsible for performing a task
Accountable – the person who is held accountable for the task being complete
   (Ideally, accountability is assigned to only one role for each process.) 
Consulted – the person or group communicated with prior to a task being performed 
Informed – the parties who are notifi ed about an activity before, during or after it is 
   performed.
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PEOPLE (continued)

Skills and Expertise
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PEOPLE (continued)

Responsibility and Accountability
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PROCESS

Policies, Plans and Procedures
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Manage Problems
Description
Incidents that reoccur not only cause disruptions for end users, but they also erode stakeholder 
confi dence in the quality of IT service provided.  Identifying the underlying cause of incidents and 
treating that cause can prevent incident reoccurrence.

Problem management comprises the activities needed to diagnose the underlying root cause of 
reoccurring incidents and to fi nd a solution for the resulting problem. The process must ensure that 
the solution is implemented by applying the correct change and release management procedures.

Value
• Improves reliability of IT services and minimizes service disruptions.
• Sustains stakeholder confi dence in IT services.

Goals
• Prevent problems and resulting incidents from occurring or recurring.
• Minimize the impact of non-preventable incidents.

Target Audience

Primary Secondary
IT Leadership
IT Staff

Key Activities
Identify and classify problems.

• Implement a process to detect, record and classify problems.

Investigate and address problems.
• Implement a process to diagnose the root cause of problems.
• Develop workarounds or solutions for problems.
• Create a record of the problem.

Resolve problems.
• Implement resolutions to problems, using the processes outlined in Manage Change.
• Review and close problems.
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Activities

Roles

Identify and classify 
problems.

Investigate and 
address problems.
Resolve problems.

RACI Responsibilities
Responsible  – the person or group who is responsible for performing a task
Accountable – the person who is held accountable for the task being complete
   (Ideally, accountability is assigned to only one role for each process.) 
Consulted – the person or group communicated with prior to a task being performed 
Informed – the parties who are notifi ed about an activity before, during or after it is 
   performed.
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em
en

t 
pr

oc
es

s.

 □
IT

 le
ad

er
sh

ip
 c

om
m

its
 

re
so

ur
ce

s 
to

 th
e 

de
ve

lo
pm

en
t o

f 
a 

so
un

d 
pr

ob
le

m
 

m
an

ag
em

en
t 

pr
oc

es
s.

 □
IT

 le
ad

er
sh

ip
 a

nd
 IT

 
st

af
f d

is
cu

ss
 p

ro
bl

em
 

m
an

ag
em

en
t o

n 
a 

re
gu

la
r b

as
is

.

 □
IT

 le
ad

er
sh

ip
 a

nd
 

IT
 s

ta
ff 

ha
ve

 a
 

co
m

pr
eh

en
si

ve
 

un
de

rs
ta

nd
in

g 
of

 p
ro

bl
em

 
m

an
ag

em
en

t.

 □
C

om
m

un
ic

at
io

n 
to

 
st

ak
eh

ol
de

rs
 a

bo
ut

 
th

e 
va

lu
e 

of
 u

si
ng

 
pr

ob
le

m
 m

an
ag

em
en

t  
oc

cu
rs

 o
n 

a 
re

gu
la

r 
ba

si
s 

an
d 

in
 a

 fo
rm

al
 

w
ay

.

 □
IT

 le
ad

er
sh

ip
 h

as
 

an
 a

dv
an

ce
d 

an
d 

fo
rw

ar
d-

lo
ok

in
g 

un
de

rs
ta

nd
in

g 
of

 
th

e 
re

qu
ire

m
en

ts
 

fo
r p

ro
bl

em
 

m
an

ag
em

en
t.

 □
U

nd
er

st
an

di
ng

 
of

 p
ro

bl
em

 
m

an
ag

em
en

t 
pr

oc
es

se
s 

is
 

w
id

es
pr

ea
d 

th
ro

ug
ho

ut
 th

e 
ju

ris
di

ct
io

n.

 □
C

om
m

un
ic

at
io

n 
to

 s
ta

ke
ho

ld
er

s 
ab

ou
t p

ro
bl

em
 

m
an

ag
em

en
t 

is
su

es
 is

 fo
rm

al
 a

nd
 

pr
oa

ct
iv

e,
 w

he
n 

po
ss

ib
le

.
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PEOPLE (continued)

Skills and Expertise

 □
S

om
e 

kn
ow

le
dg

e 
of

 
fo

rm
al

 a
pp

ro
ac

he
s 

to
 p

ro
bl

em
 

m
an

ag
em

en
t e

xi
st

s 
in

 is
ol

at
io

n.

 □
M

in
im

um
 s

ki
lls

 
re

qu
ire

d 
to

 
pe

rfo
rm

 p
ro

bl
em

 
m

an
ag

em
en

t h
av

e 
no

t b
ee

n 
id

en
tifi

 e
d.

 □
Tr

ai
ni

ng
 n

ee
ds

 
fo

r p
ro

bl
em

 
m

an
ag

em
en

t h
av

e 
no

t b
ee

n 
id

en
tifi

 e
d.

 □
IT

 le
ad

er
sh

ip
 

an
d 

IT
 s

ta
ff 

ha
ve

 
th

e 
sk

ill
s 

an
d 

ex
pe

rti
se

 to
 p

er
fo

rm
 

ba
si

c 
pr

ob
le

m
 

m
an

ag
em

en
t.

 □
M

in
im

um
 s

ki
ll 

re
qu

ire
m

en
ts

 
to

 p
er

fo
rm

 
ba

si
c 

pr
ob

le
m

 
m

an
ag

em
en

t h
av

e 
be

en
 id

en
tifi

 e
d.

 □
Tr

ai
ni

ng
 in

 p
ro

bl
em

 
m

an
ag

em
en

t i
s 

pr
ov

id
ed

 in
 re

sp
on

se
 

to
 e

m
er

gi
ng

 n
ee

ds
 

or
 re

qu
es

ts
 fr

om
 

in
di

vi
du

al
s.

 □
IT

 le
ad

er
sh

ip
  a

nd
 

IT
 s

ta
ff 

ha
ve

 th
e 

sk
ill

s 
an

d 
ex

pe
rti

se
 

to
 p

er
fo

rm
 a

ll 
ke

y 
pr

ob
le

m
 m

an
ag

em
en

t 
pr

oc
es

se
s.

 □
S

ki
ll 

re
qu

ire
m

en
ts

 
fo

r a
ll 

pr
ob

le
m

 
m

an
ag

em
en

t 
pr

oc
es

se
s 

ha
ve

 
be

en
 d

efi
 n

ed
 a

nd
 

do
cu

m
en

te
d.

 □
A 

fo
rm

al
 tr

ai
ni

ng
 

pl
an

 fo
r p

ro
bl

em
 

m
an

ag
em

en
t h

as
 

be
en

 d
ev

el
op

ed
.

 □
Fo

rm
al

 tr
ai

ni
ng

 in
 

pr
ob

le
m

 m
an

ag
em

en
t 

is
 a

va
ila

bl
e.

 □
IT

 le
ad

er
sh

ip
 a

nd
 IT

 
st

af
f h

av
e 

th
e 

sk
ill

s 
an

d 
ex

pe
rti

se
 to

 
pe

rfo
rm

 a
ll 

pr
ob

le
m

 
m

an
ag

em
en

t 
pr

oc
es

se
s.

 □
P

ro
fi c

ie
nc

y 
in

 c
rit

ic
al

 
as

pe
ct

s 
of

 p
ro

bl
em

 
m

an
ag

em
en

t 
is

 e
ns

ur
ed

 fo
r 

in
di

vi
du

al
s 

w
ho

 
pe

rfo
rm

 th
es

e 
pr

oc
es

se
s.

 □
S

ki
ll 

re
qu

ire
m

en
ts

 fo
r 

pr
ob

le
m

 m
an

ag
em

en
t 

ar
e 

re
vi

ew
ed

 a
nd

 
up

da
te

d 
on

 a
 re

gu
la

r 
ba

si
s.

 □
Fo

rm
al

 tr
ai

ni
ng

 fo
r 

pr
ob

le
m

 m
an

ag
em

en
t 

is
 re

qu
ire

d 
fo

r 
in

di
vi

du
al

s 
w

ho
 

pe
rfo

rm
 th

es
e 

pr
oc

es
se

s.

 □
C

er
tifi

 c
at

io
n 

in
 

pr
ob

le
m

 m
an

ag
em

en
t 

is
 e

nc
ou

ra
ge

d 
fo

r 
in

di
vi

du
al

s 
w

ho
 

pe
rfo

rm
 th

es
e 

pr
oc

es
se

s.

 □
P

ro
fi c

ie
nc

y 
in

 a
ll 

as
pe

ct
s 

of
 p

ro
bl

em
 

m
an

ag
em

en
t 

is
 e

ns
ur

ed
 fo

r 
in

di
vi

du
al

s 
w

ho
 

pe
rfo

rm
 th

es
e 

pr
oc

es
se

s.

 □
Th

e 
ju

ris
di

ct
io

n 
en

co
ur

ag
es

 fo
rm

al
 

tra
in

in
g 

in
 p

ro
bl

em
 

m
an

ag
em

en
t, 

ba
se

d 
up

on
 p

er
so

na
l a

nd
 

ju
ris

di
ct

io
n 

go
al

s.

 □
E

xt
er

na
l e

xp
er

ts
 

an
d 

in
du

st
ry

 le
ad

er
s 

ar
e 

en
ga

ge
d 

to
 

pr
ov

id
e 

ad
vi

ce
 a

nd
 

in
pu

t i
nt

o 
pr

ob
le

m
 

m
an

ag
em

en
t 

pr
oc

es
se

s.
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PEOPLE (continued)

Responsibility and Accountability
 □

A
llo

ca
tio

n 
of

 
re

sp
on

si
bi

lit
y 

fo
r p

ro
bl

em
 

m
an

ag
em

en
t i

s 
as

su
m

ed
 o

r d
on

e 
in

 
an

 a
d 

ho
c 

w
ay

.

 □
A

llo
ca

tio
n 

of
 

re
sp

on
si

bi
lit

y 
an

d 
ac

co
un

ta
bi

lit
y 

fo
r p

ro
bl

em
 

m
an

ag
em

en
t i

s 
do

ne
 

in
fo

rm
al

ly.

 □
In

di
vi

du
al

s 
as

su
m

e 
re

sp
on

si
bi

lit
y 

fo
r p

ro
bl

em
 

m
an

ag
em

en
t.

 □
Th

er
e 

is
 c

on
fu

si
on

 
ab

ou
t w

ho
 is

 
re

sp
on

si
bl

e 
an

d 
ac

co
un

ta
bl

e 
fo

r p
ro

bl
em

 
m

an
ag

em
en

t w
he

n 
is

su
es

 a
ris

e.

 □
A

cc
ou

nt
ab

ili
ty

 a
nd

 
re

sp
on

si
bi

lit
y 

fo
r 

pr
ob

le
m

 m
an

ag
em

en
t 

ha
ve

 b
ee

n 
fo

rm
al

ly
 

as
si

gn
ed

 a
nd

 
do

cu
m

en
te

d.

 □
P

ro
bl

em
 m

an
ag

em
en

t 
pr

oc
es

s 
ow

ne
rs

 a
re

 
id

en
tifi

 e
d,

 b
ut

 m
ay

 
no

t h
av

e 
su

ffi 
ci

en
t 

au
th

or
ity

 to
 fu

lfi 
ll 

th
ei

r 
re

sp
on

si
bi

lit
ie

s.

 □
P

ro
bl

em
 m

an
ag

em
en

t 
pr

oc
es

s 
ow

ne
rs

 h
av

e 
th

e 
le

ve
l o

f a
ut

ho
rit

y 
re

qu
ire

d 
to

 fu
lfi 

ll 
th

ei
r 

re
sp

on
si

bi
lit

ie
s.

 □
P

ro
bl

em
 

m
an

ag
em

en
t 

pr
oc

es
s 

ow
ne

rs
 a

re
 

em
po

w
er

ed
 to

 m
ak

e 
de

ci
si

on
s 

an
d 

to
 

ta
ke

 a
ct

io
n.

 □
P

ro
bl

em
 

m
an

ag
em

en
t 

pr
oc

es
se

s 
ow

ne
rs

 
es

ca
la

te
 is

su
es

, 
ac

co
rd

in
g 

to
 a

 
de
fi n

ed
 e

sc
al

at
io

n 
pr

oc
es

s.
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PROCESS

Policies, Plans and Procedures

 □
P

ro
bl

em
 

m
an

ag
em

en
t 

ac
tiv

iti
es

 o
cc

ur
 in

 
is

ol
at

io
n 

an
d 

ar
e 

ba
se

d 
up

on
 in

di
vi

du
al

 
IT

 s
ta

ff 
pr

ac
tic

es
.

 □
P

ol
ic

ie
s 

an
d 

pr
oc

es
se

s 
fo

r 
m

an
ag

in
g 

pr
ob

le
m

s 
ar

e 
un

de
fi n

ed
.

 □
C

om
m

on
 a

nd
 

in
fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 
fo

r p
ro

bl
em

 
m

an
ag

em
en

t a
re

 
de
fi n

ed
, b

ut
 n

ot
 

do
cu

m
en

te
d.

 □
C

om
pl

ia
nc

e 
w

ith
 p

ro
bl

em
 

m
an

ag
em

en
t p

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 is

 
le

ft 
to

 th
e 

in
di

vi
du

al
’s

 
di

sc
re

tio
n.

 □
M

os
t p

ro
bl

em
s 

ar
e 

so
lv

ed
 w

ith
ou

t 
us

in
g 

th
e 

ch
an

ge
 

m
an

ag
em

en
t 

pr
oc

es
s.

 □
Fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r k

ey
 

pr
ob

le
m

 m
an

ag
em

en
t 

pr
oc

es
se

s 
ha

ve
 b

ee
n 

de
fi n

ed
, d

oc
um

en
te

d 
an

d 
co

m
m

un
ic

at
ed

.

 □
P

ro
bl

em
 m

an
ag

em
en

t 
pr

oc
es

se
s 

ar
e 

lin
ke

d 
w

ith
 c

ha
ng

e 
m

an
ag

em
en

t 
pr

oc
es

se
s 

to
 

en
ab

le
 c

on
tin

uo
us

 
im

pr
ov

em
en

t.

 □
A 

fo
rm

al
 p

ro
ce

du
re

 
fo

r m
an

ag
in

g 
m

aj
or

 
pr

ob
le

m
s 

ha
s 

be
en

 
de
fi n

ed
, d

oc
um

en
te

d 
an

d 
co

m
m

un
ic

at
ed

.

 □
P

ro
ce

du
re

s 
in

cl
ud

e 
st

ep
s 

to
 re

co
rd

, 
pr

io
rit

iz
e,

 id
en

tif
y 

im
pa

ct
, c

la
ss

ify
, 

up
da

te
, e

sc
al

at
e 

an
d 

fo
rm

al
ly

 c
lo

se
 

pr
ob

le
m

s.

 □
Fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r a

ll 
pr

ob
le

m
 m

an
ag

em
en

t 
ac

tiv
iti

es
 a

re
 d

efi
 n

ed
, 

do
cu

m
en

te
d 

an
d 

re
gu

la
rly

 re
vi

ew
ed

.

 □
IT

 le
ad

er
sh

ip
 

ap
pr

ov
es

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 
fo

r p
ro

bl
em

 
m

an
ag

em
en

t.

 □
Th

er
e 

ar
e 

cl
ea

r 
an

d 
do

cu
m

en
te

d 
lin

ks
 b

et
w

ee
n 

ch
an

ge
, i

nc
id

en
t 

pr
oc

es
se

s 
an

d 
pr

ob
le

m
 m

an
ag

em
en

t 
pr

oc
es

se
s.

 □
E

nd
 u

se
rs

 a
re

 
in

fo
rm

ed
 o

f t
he

 
pr

og
re

ss
 o

f r
ep

or
te

d 
pr

ob
le

m
s 

an
d 

kn
ow

n 
er

ro
rs

 a
nd

 a
re

 
al

er
te

d,
 in

 a
dv

an
ce

, i
f 

se
rv

ic
e 

le
ve

ls
 c

an
no

t 
be

 m
et

.

 □
IT

 s
ta

ff 
co

ns
is

te
nt

ly
 

sh
ar

e 
pr

ob
le

m
 

re
so

lu
tio

ns
, 

kn
ow

n 
er

ro
rs

 a
nd

 
w

or
ka

ro
un

ds
.

 □
G

en
er

al
ly

 a
cc

ep
te

d 
be

st
 p

ra
ct

ic
es

 
an

d 
st

an
da

rd
s 

fo
r p

ro
bl

em
 

m
an

ag
em

en
t a

re
 

us
ed

 to
 in

fo
rm

 p
ol

ic
y 

an
d 

pr
oc

ed
ur

e 
de

ve
lo

pm
en

t.

 □
E

xc
ep

tio
ns

 
to

 p
ro

bl
em

 
m

an
ag

em
en

t 
po

lic
ie

s 
an

d 
pr

oc
ed

ur
es

 a
re

 
no

tic
ed

 a
nd

 
co

rr
ec

tiv
e 

ac
tio

n 
is

 
ta

ke
n.

 □
P

ro
bl

em
 

m
an

ag
em

en
t 

pr
oc

es
se

s 
ha

ve
 

be
en

 d
efi

 n
ed

 
in

 a
ut

om
at

ed
 

w
or

kfl
 o

w
s.

 □
P

ro
bl

em
 

m
an

ag
em

en
t 

po
lic

ie
s 

an
d 

pr
oc

ed
ur

es
 a

re
 

re
gu

la
rly

 re
vi

ew
ed

 
an

d 
im

pr
ov

ed
.
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PROCESS (continued)

Goal Setting and Measurement
 □

S
om

e 
pr

ob
le

m
 

m
an

ag
em

en
t 

go
al

s 
ar

e 
se

t 
an

d 
m

on
ito

re
d 

in
co

ns
is

te
nt

ly.

 □
P

ro
bl

em
 

m
an

ag
em

en
t g

oa
ls

 
ar

e 
un

cl
ea

r o
r 

va
gu

el
y 

de
fi n

ed
.

 □
P

er
fo

rm
an

ce
 

of
 p

ro
bl

em
 

m
an

ag
em

en
t i

s 
m

on
ito

re
d 

in
fo

rm
al

ly.

 □
IT

 le
ad

er
sh

ip
 

re
ce

iv
es

 
ba

si
c 

pr
ob

le
m

 
m

an
ag

em
en

t r
ep

or
ts

.

 □
B

as
ic

 o
pe

ra
tio

na
l 

ta
rg

et
s 

ar
e 

se
t t

o 
so

lv
e 

pr
ob

le
m

s 
an

d 
ap

pl
y 

w
or

ka
ro

un
ds

.

 □
In

iti
al

 p
ro

bl
em

 
m

an
ag

em
en

t g
oa

ls
 

ar
e 

de
fi n

ed
, b

ut
 

th
ey

 a
re

 n
ot

 c
le

ar
ly

 
lin

ke
d 

to
 e

du
ca

tio
na

l 
ob

je
ct

iv
es

 o
r 

ju
ris

di
ct

io
n 

go
al

s.

 □
P

ro
bl

em
 m

an
ag

em
en

t 
is

 m
on

ito
re

d 
re

gu
la

rly
.

 □
Ta

rg
et

s 
an

d 
th

re
sh

ol
ds

 fo
r 

pr
ob

le
m

 m
an

ag
em

en
t 

ha
ve

 b
ee

n 
de
fi n

ed
 

an
d 

do
cu

m
en

te
d.

 □
IT

 s
ta

ff 
pr

ov
id

e 
re

gu
la

r r
ep

or
ts

 
to

 IT
 le

ad
er

sh
ip

 
ab

ou
t p

ro
bl

em
 

m
an

ag
em

en
t.

 □
P

ro
bl

em
 m

an
ag

em
en

t 
m

et
ric

s 
ar

e 
fo

rm
al

ly
 

de
fi n

ed
 a

nd
 

ap
pr

ov
ed

.

 □
M

ea
su

re
s 

of
 th

e 
ef

fe
ct

iv
en

es
s 

of
 

pr
ob

le
m

 m
an

ag
em

en
t 

po
lic

ie
s 

an
d 

pr
oc

ed
ur

es
 a

re
 

us
ed

 to
 in

fo
rm

 
de

ci
si

on
 m

ak
in

g 
an

d 
co

nt
in

uo
us

 
im

pr
ov

em
en

t.

 □
P

er
fo

rm
an

ce
 

m
an

ag
em

en
t 

is
 in

te
gr

at
ed

 
in

to
 p
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Manage Changes
Description
The jurisdiction is dependent on the reliability and continuity of IT services. Service and infrastructure 
changes have an impact on jurisdiction IT services and must be controlled so that exposure to risks 
and service disruptions is minimized and changes are implemented successfully.

This process area includes initiating, planning, implementing and validating changes to the IT 
environment.

Value
• Reduces the number of service disruptions and the amount of re-work caused by failed 

changes. 

Goals
• Respond to evolving requirements and maximize value while reducing incidents, disruption 

and re-work. 
• Ensure that changes are managed in a controlled manner. 

Target Audience

Primary Secondary
IT Leadership Senior Leadership

School Administrators
IT Staff

Key Activities
Initiate requests for change in a controlled manner.

• Implement a process to record, assess and authorize all changes prior to implementation, 
including changes to procedures, processes, systems and service parameters.

• Evaluate the overall risk, complexity, priority and remediation plans prior to implementing the 
change.

Have changes of signifi cant complexity, risk or cost evaluated by a Change Advisory Board.
• Determine thresholds for escalation of changes to the Change Advisory Board.

Implement changes in a controlled manner.
• Implement a process to schedule, test and implement changes.
• Develop risk mitigation strategies for changes.

Implement a process to review and close requests for change.
• Implement a process to collect and fi le all appropriate change documentation.
• Review all changes against planned outcomes after implementation.

Manage emergency changes.
• Implement a process to evaluate the impact, risk and benefi t of performing emergency 

changes.
• Implement a process to test emergency changes, when feasible.
• Authorize, perform and close emergency changes, ensuring that the change is adequately 

documented.
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Monitor and report on change metrics.
• Measure and report on the effi ciency, effectiveness and frequency of planned and emergency 

changes.

RACI Chart

Activities

Roles

Initiate requests 
for change in a 
controlled manner.
Have changes 
of signifi cant 
complexity, risk or 
cost evaluated by 
a Change Advisory 
Board.
Implement changes 
in a controlled 
manner.
Manage emergency 
changes.
Monitor and report 
change metrics.

RACI Responsibilities
Responsible  – the person or group who is responsible for performing a task
Accountable – the person who is held accountable for the task being complete
   (Ideally, accountability is assigned to only one role for each process.) 
Consulted – the person or group communicated with prior to a task being performed 
Informed – the parties who are notifi ed about an activity before, during or after it is 
   performed.
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PEOPLE (continued)

Skills and Expertise
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PEOPLE (continued)

Responsibility and Accountability
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Policies, Plans and Procedures
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PROCESS (continued)

Goal Setting and Measurement
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Tools and Automation
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Manage IT Service Continuity and Availability
Description
School jurisdictions are increasingly dependent upon IT services to support day-to-day activities.  
The process of managing IT service continuity and availability ensures that IT services are available 
and that IT services are restored in a timely and appropriate way when major events, such as a fi re 
or fl ood, occur.

Provision of continuous IT services requires a reliable infrastructure and the development, 
maintenance and testing of IT continuity plans.  

This process area includes handling continuity issues, where normal service operation is no longer 
possible, and ensuring that services are available, when required, during normal operations.

Value
• Minimizes the likelihood and impact of a major IT service interruption to key jurisdiction 

functions and processes.
• Ensures the IT department delivers the required level of service by making services available 

at agreed-upon levels.

Goals
• Ensure the required IT technical and service facilities can be restored within agreed-upon 

timelines.
• Ensure the level of service availability delivered is cost effective and meets or exceeds the 

jurisdiction’s current and future agreed-upon needs.

Target Audience

Primary Secondary
IT Leadership
School Administrators

Senior Leadership
IT Staff

Key Activities
Defi ne and implement a policy for service continuity.

• Defi ne senior leadership’s intention and objectives for service continuity.
• Specify the scope of the service continuity policy.

Implement an IT service continuity management process.
• Implement a process to determine service continuity requirements, including business impact 

analysis and risk analysis.
• Implement a process to regularly review, test and update the IT Continuity Plan.
• Ensure end users and IT staff receive training in service continuity management and recovery 

procedures.

Implement an availability management process to ensure that services are available, when 
needed, and as defi ned in Service Level Agreements.

• Implement a process to identify vital services in the jurisdiction.
• Perform component failure impact analysis, in addition to risk analysis and management.
• Design services to meet availability requirements.
• Test for availability.
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y• Plan preventative maintenance to comply with availability requirements.
• Implement a process to monitor, measure, analyze and report on the availability of services.
• Evaluate service failures and periods of unavailability to determine root causes and to 

address issues.

RACI Chart

Activities

Roles

Defi ne and 
implement a policy 
for service continuity.
Implement an IT 
service continuity 
management 
process.
Implement 
an availability 
management 
process. 

RACI Responsibilities
Responsible  – the person or group who is responsible for performing a task
Accountable – the person who is held accountable for the task being complete
   (Ideally, accountability is assigned to only one role for each process.) 
Consulted – the person or group communicated with prior to a task being performed 
Informed – the parties who are notifi ed about an activity before, during or after it is 
   performed.
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PEOPLE

Awareness, Understanding and Communication
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se

rv
ic

e 
co

nt
in

ui
ty

 
an

d 
av

ai
la

bi
lit

y 
is

 
sp

or
ad

ic
 a

nd
 u

su
al

ly
 

in
 re

sp
on

se
 to

 is
su

es
.

 □
S

en
io

r l
ea

de
rs

hi
p 

is
 

aw
ar

e 
of

 th
e 

ne
ed

 fo
r 

IT
 s

er
vi

ce
 c

on
tin

ui
ty

 
an

d 
av

ai
la

bi
lit

y 
m

an
ag

em
en

t.

 □
IT

 le
ad

er
sh

ip
 

un
de

rs
ta

nd
s 

th
e 

re
qu

ire
m

en
ts

 fo
r I

T 
se

rv
ic

e 
co

nt
in

ui
ty

 
an

d 
av

ai
la

bi
lit

y 
m

an
ag

em
en

t.

 □
Th

e 
ne

ed
 fo

r I
T 

se
rv

ic
e 

co
nt

in
ui

ty
 

an
d 

av
ai

la
bi

lit
y 

m
an

ag
em

en
t i

s 
co

m
m

un
ic

at
ed

 
co

ns
is

te
nt

ly.

 □
IT

 s
er

vi
ce

 c
on

tin
ui

ty
 

an
d 

av
ai

la
bi

lit
y 

m
an

ag
em

en
t 

is
 d

is
cu

ss
ed

 
pe

rio
di

ca
lly

.

 □
C

om
m

un
ic

at
io

n 
to

 
st

ak
eh

ol
de

rs
 a

bo
ut

 
IT

 s
er

vi
ce

 c
on

tin
ui

ty
 

an
d 

av
ai

la
bi

lit
y 

m
an

ag
em

en
t o

cc
ur

s 
pe

rio
di

ca
lly

.

 □
S

en
io

r l
ea

de
rs

hi
p 

is
 a

w
ar

e 
of

 th
e 

re
qu

ire
m

en
ts

 fo
r 

se
rv

ic
e 

co
nt

in
ui

ty
 

m
an

ag
em

en
t.

 □
IT

 le
ad

er
sh

ip
 

co
m

m
its

 re
so

ur
ce

s 
to

 th
e 

de
ve

lo
pm

en
t 

of
 a

 s
ou

nd
 

se
rv

ic
e 

co
nt

in
ui

ty
 

m
an

ag
em

en
t 

pr
oc

es
s.

 □
IT

 s
ta

ff 
un

de
rs

ta
nd

 
th

e 
im

po
rta

nc
e 

of
 

se
rv

ic
e 

co
nt

in
ui

ty
 

m
an

ag
em

en
t.

 □
C

om
m

un
ic

at
io

n 
to

 
st

ak
eh

ol
de

rs
 a

bo
ut

 
se

rv
ic

e 
co

nt
in

ui
ty

 
oc

cu
rs

 o
n 

a 
re

gu
la

r 
ba

si
s 

an
d 

in
 a

 fo
rm

al
 

w
ay

.

 □
IT

 le
ad

er
sh

ip
 a

nd
 

IT
 s

ta
ff 

ha
ve

 a
 

co
m

pr
eh

en
si

ve
 

un
de

rs
ta

nd
in

g 
of

 IT
 

se
rv

ic
e 

co
nt

in
ui

ty
 

an
d 

av
ai

la
bi

lit
y 

m
an

ag
em

en
t.

 □
C

om
m

un
ic

at
io

n 
to

 
st

ak
eh

ol
de

rs
 a

bo
ut

 
th

e 
va

lu
e 

of
 IT

 
se

rv
ic

e 
co

nt
in

ui
ty

 
an

d 
av

ai
la

bi
lit

y 
m

an
ag

em
en

t o
cc

ur
s 

on
 a

 re
gu

la
r b

as
is

 
an

d 
in

 a
 fo

rm
al

 w
ay

.

 □
IT

 le
ad

er
sh

ip
 h

as
 

an
 a

dv
an

ce
d 

an
d 

fo
rw

ar
d-

lo
ok

in
g 

un
de

rs
ta

nd
in

g 
of

 
th

e 
re

qu
ire

m
en

ts
 fo

r 
IT

 s
er

vi
ce

 c
on

tin
ui

ty
 

an
d 

av
ai

la
bi

lit
y 

m
an

ag
em

en
t.

 □
S

en
io

r l
ea

de
rs

hi
p 

an
d 

ke
y 

st
ak

eh
ol

de
rs

 
un

de
rs

ta
nd

 c
rit

ic
al

 
IT

 s
er

vi
ce

 c
on

tin
ui

ty
 

an
d 

av
ai

la
bi

lit
y 

m
an

ag
em

en
t 

pr
oc

es
se

s.

 □
C

om
m

un
ic

at
io

n 
to

 
st

ak
eh

ol
de

rs
 a

bo
ut

 
IT

 s
er

vi
ce

 c
on

tin
ui

ty
 

an
d 

av
ai

la
bi

lit
y 

m
an

ag
em

en
t 

is
su

es
 is

 fo
rm

al
 a

nd
 

pr
oa

ct
iv

e,
 w

he
n 

po
ss

ib
le

.
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e

rv
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e
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o
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ti
n

u
it
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 a

n
d

 A
v

a
il

a
b

il
it

y

A
tt

ri
bu

te
s

M
at

ur
ity

 L
ev

el
1:
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iti
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 R
ep

ea
ta

bl
e

3:
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efi
 n

ed
4:

 M
an
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ed

5:
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PEOPLE (continued)

Skills and Expertise
 □

S
om

e 
kn

ow
le

dg
e 

of
 s

er
vi

ce
 c

on
tin

ui
ty

 
an

d 
av

ai
la

bi
lit

y 
m

an
ag

em
en

t e
xi

st
s 

in
 is

ol
at

io
n.

 □
M

in
im

um
 s

ki
lls

 
re

qu
ire

d 
to

 p
er

fo
rm

 
se

rv
ic

e 
co

nt
in

ui
ty

 
an

d 
av

ai
la

bi
lit

y 
m

an
ag

em
en

t h
av

e 
no

t b
ee

n 
id

en
tifi

 e
d.

 □
Tr

ai
ni

ng
 n

ee
ds

 fo
r 

se
rv

ic
e 

co
nt

in
ui

ty
 

an
d 

av
ai

la
bi

lit
y 

m
an

ag
em

en
t h

av
e 

no
t b

ee
n 

id
en

tifi
 e

d.

 □
IT

 le
ad

er
sh

ip
 a

nd
 

IT
 s

ta
ff 

ha
ve

 th
e 

sk
ill

s 
an

d 
ex

pe
rti

se
 

to
 p

er
fo

rm
 b

as
ic

 IT
 

se
rv

ic
e 

co
nt

in
ui

ty
 

an
d 

av
ai

la
bi

lit
y 

m
an

ag
em

en
t.

 □
M

in
im

um
 s

ki
ll 

re
qu

ire
m

en
ts

 to
 

pe
rfo

rm
 b

as
ic

 IT
 

se
rv

ic
e 

co
nt

in
ui

ty
 

an
d 

av
ai

la
bi

lit
y 

m
an

ag
em

en
t h

av
e 

be
en

 id
en

tifi
 e

d.

 □
Tr

ai
ni

ng
 in

 IT
 

se
rv

ic
e 

co
nt

in
ui

ty
 

an
d 

av
ai

la
bi

lit
y 

m
an

ag
em

en
t i

s 
pr

ov
id

ed
 in

 re
sp

on
se

 
to

 e
m

er
gi

ng
 n

ee
ds

 
or

 re
qu

es
ts

 fr
om

 
in

di
vi

du
al

s.

 □
IT

 le
ad

er
sh

ip
 a

nd
 

IT
 s

ta
ff 

ha
ve

 th
e 

sk
ill

s 
an

d 
ex

pe
rti

se
 

to
 p

er
fo

rm
 a

ll 
ke

y 
se

rv
ic

e 
co

nt
in

ui
ty

 
m

an
ag

em
en

t 
pr

oc
es

se
s.

 □
S

ki
ll 

re
qu

ire
m

en
ts

 
fo

r a
ll 

as
pe

ct
s 

of
 

se
rv

ic
e 

co
nt

in
ui

ty
 

m
an

ag
em

en
t h

av
e 

be
en

 d
efi

 n
ed

 a
nd

 
do

cu
m

en
te

d.

 □
A 

fo
rm

al
 tr

ai
ni

ng
 p

la
n 

fo
r s

er
vi

ce
 c

on
tin

ui
ty

 
m

an
ag

em
en

t h
as

 
be

en
 d

ev
el

op
ed

.

 □
Fo

rm
al

 tr
ai

ni
ng

 in
 

se
rv

ic
e 

co
nt

in
ui

ty
 

m
an

ag
em

en
t i

s 
av

ai
la

bl
e.

 □
IT

 le
ad

er
sh

ip
 a

nd
 

IT
 s

ta
ff 

ha
ve

 th
e 

sk
ill

s 
an

d 
ex

pe
rti

se
 

to
 p

er
fo

rm
 a

ll 
IT

 
se

rv
ic

e 
co

nt
in

ui
ty

 
an

d 
av

ai
la

bi
lit

y 
m

an
ag

em
en

t 
pr

oc
es

se
s.

 □
P

ro
fi c

ie
nc

y 
in

 
cr

iti
ca

l a
sp

ec
ts

 o
f I

T 
se

rv
ic

e 
co

nt
in

ui
ty

 
an

d 
av

ai
la

bi
lit

y 
m

an
ag

em
en

t 
is

 e
ns

ur
ed

 fo
r 

in
di

vi
du

al
s 

w
ho

 
pe

rfo
rm

 th
es

e 
pr

oc
es

se
s.

 □
S

ki
ll 

re
qu

ire
m

en
ts

 fo
r 

IT
 s

er
vi

ce
 c

on
tin

ui
ty

 
an

d 
av

ai
la

bi
lit

y 
m

an
ag

em
en

t a
re

 
re

vi
ew

ed
 a

nd
 u

pd
at

ed
 

on
 a

 re
gu

la
r b

as
is

.

 □
Fo

rm
al

 tr
ai

ni
ng

 fo
r 

IT
 s

er
vi

ce
 c

on
tin

ui
ty

 
an

d 
av

ai
la

bi
lit

y 
m

an
ag

em
en

t 
is

 re
qu

ire
d 

fo
r 

in
di

vi
du

al
s 

w
ho

 
pe

rfo
rm

 th
es

e 
pr

oc
es

se
s.

 □
C

er
tifi

 c
at

io
n 

in
 IT

 
se

rv
ic

e 
co

nt
in

ui
ty

 
an

d 
av

ai
la

bi
lit

y 
m

an
ag

em
en

t i
s 

en
co

ur
ag

ed
 fo

r 
in

di
vi

du
al

s 
w

ho
 

pe
rfo

rm
 th

es
e 

pr
oc

es
se

s.

 □
P

ro
fi c

ie
nc

y 
in

 
al

l a
sp

ec
ts

 o
f I

T 
se

rv
ic

e 
co

nt
in

ui
ty

 
an

d 
av

ai
la

bi
lit

y 
m

an
ag

em
en

t 
is

 e
ns

ur
ed

 fo
r 

in
di

vi
du

al
s 

w
ho

 
pe

rfo
rm

 th
es

e 
pr

oc
es

se
s.

 □
Th

e 
ju

ris
di

ct
io

n 
en

co
ur

ag
es

 fo
rm

al
 

tra
in

in
g 

in
 IT

 
se

rv
ic

e 
co

nt
in

ui
ty

 
an

d 
av

ai
la

bi
lit

y 
m

an
ag

em
en

t, 
ba

se
d 

on
 p

er
so

na
l a

nd
 

ju
ris

di
ct

io
n 

go
al

s.

 □
E

xt
er

na
l e

xp
er

ts
 

an
d 

in
du

st
ry

 le
ad

er
s 

ar
e 

en
ga

ge
d 

to
 

pr
ov

id
e 

gu
id

an
ce

 
an

d 
in

pu
t i

nt
o 

IT
 

se
rv

ic
e 

co
nt

in
ui

ty
 

an
d 

av
ai

la
bi

lit
y 

m
an

ag
em

en
t 

pr
oc

es
se

s.
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A
tt

ri
bu

te
s

M
at

ur
ity

 L
ev

el
1:
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iti

al
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 R
ep

ea
ta

bl
e

3:
 D

efi
 n

ed
4:

 M
an

ag
ed

5:
 O

pt
im

iz
ed

PEOPLE (continued)

Responsibility and Accountability
 □

A
llo

ca
tio

n 
of

 
re

sp
on

si
bi

lit
y 

fo
r I

T 
se

rv
ic

e 
co

nt
in

ui
ty

 
an

d 
av

ai
la

bi
lit

y 
is

 
as

su
m

ed
 o

r d
on

e 
in

 
an

 a
d 

ho
c 

w
ay

.

 □
A

llo
ca

tio
n 

of
 

re
sp

on
si

bi
lit

y 
an

d 
ac

co
un

ta
bi

lit
y 

fo
r I

T 
se

rv
ic

e 
co

nt
in

ui
ty

 
an

d 
av

ai
la

bi
lit

y 
m

an
ag

em
en

t i
s 

do
ne

 
in

fo
rm

al
ly.

 □
In

di
vi

du
al

s 
as

su
m

e 
re

sp
on

si
bi

lit
y 

fo
r I

T 
se

rv
ic

e 
co

nt
in

ui
ty

 
an

d 
av

ai
la

bi
lit

y 
m

an
ag

em
en

t.

 □
Th

er
e 

is
 c

on
fu

si
on

 
ab

ou
t w

ho
 is

 
re

sp
on

si
bl

e 
an

d 
ac

co
un

ta
bl

e 
fo

r I
T 

se
rv

ic
e 

co
nt

in
ui

ty
 

an
d 

av
ai

la
bi

lit
y 

m
an

ag
em

en
t w

he
n 

is
su

es
 a

ris
e.

 □
A

cc
ou

nt
ab

ili
ty

 a
nd

 
re

sp
on

si
bi

lit
y 

fo
r 

se
rv

ic
e 

co
nt

in
ui

ty
 

m
an

ag
em

en
t h

av
e 

be
en

 fo
rm

al
ly

 
as

si
gn

ed
 a

nd
 

do
cu

m
en

te
d.

 □
S

er
vi

ce
 c

on
tin

ui
ty

 
m

an
ag

em
en

t 
pr

oc
es

s 
ow

ne
rs

 a
re

 
id

en
tifi

 e
d,

 b
ut

 m
ay

 
no

t h
av

e 
su

ffi 
ci

en
t 

au
th

or
ity

 to
 fu

lfi 
ll 

th
ei

r 
re

sp
on

si
bi

lit
ie

s.

 □
IT

 s
er

vi
ce

 c
on

tin
ui

ty
 

an
d 

av
ai

la
bi

lit
y 

m
an

ag
em

en
t p

ro
ce

ss
 

ow
ne

rs
 h

av
e 

th
e 

le
ve

l o
f a

ut
ho

rit
y 

re
qu

ire
d 

to
 fu

lfi 
ll 

th
ei

r 
re

sp
on

si
bi

lit
ie

s.

 □
IT

 s
er

vi
ce

 c
on

tin
ui

ty
 

an
d 

av
ai

la
bi

lit
y 

m
an

ag
em

en
t 

pr
oc

es
s 

ow
ne

rs
 a

re
 

em
po

w
er

ed
 to

 m
ak

e 
de

ci
si

on
s 

an
d 

to
 

ta
ke

 a
ct

io
n.

 □
IT

 s
er

vi
ce

 c
on

tin
ui

ty
 

an
d 

av
ai

la
bi

lit
y 

m
an

ag
em

en
t 

pr
oc

es
s 

ow
ne

rs
 

es
ca

la
te

 is
su

es
, 

ac
co

rd
in

g 
to

 a
 

de
fi n

ed
 e

sc
al

at
io

n 
pr

oc
es

s.
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 A
v

a
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b
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it
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A
tt

ri
bu
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M
at
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ev
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3:
 D
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PROCESS

Policies, Plans and Procedures

 □
IT

 s
er

vi
ce

 c
on

tin
ui

ty
 

an
d 

av
ai

la
bi

lit
y 

m
an

ag
em

en
t 

ac
tiv

iti
es

 o
cc

ur
 in

 
is

ol
at

io
n 

an
d 

ar
e 

ge
ne

ra
lly

 b
as

ed
 u

po
n 

in
di

vi
du

al
 IT

 s
ta

ff 
pr

ac
tic

es
.

 □
P

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 fo

r I
T 

se
rv

ic
e 

co
nt

in
ui

ty
 

an
d 

av
ai

la
bi

lit
y 

m
an

ag
em

en
t a

re
 

un
de
fi n

ed
.

 □
P

ro
ce

ss
es

 to
 re

st
or

e 
se

rv
ic

e 
fo

llo
w

in
g 

m
aj

or
 o

ut
ag

es
 a

re
 

in
co

ns
is

te
nt

.

 □
C

om
m

on
 a

nd
 

in
fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r 

IT
 s

er
vi

ce
 c

on
tin

ui
ty

 
an

d 
av

ai
la

bi
lit

y 
m

an
ag

em
en

t a
re

 
de
fi n

ed
, b

ut
 n

ot
 

do
cu

m
en

te
d.

 □
C

om
pl

ia
nc

e 
w

ith
 IT

 
se

rv
ic

e 
co

nt
in

ui
ty

 
an

d 
av

ai
la

bi
lit

y 
m

an
ag

em
en

t p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 is
 

le
ft 

to
 th

e 
in

di
vi

du
al

’s
 

di
sc

re
tio

n.

 □
M

os
t c

on
tin

ui
ty

 
is

su
es

 a
re

 s
ol

ve
d 

w
ith

ou
t u

si
ng

 c
ha

ng
e 

m
an

ag
em

en
t 

pr
oc

es
se

s.

 □
Fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r k

ey
 

se
rv

ic
e 

co
nt

in
ui

ty
 

m
an

ag
em

en
t 

pr
oc

es
se

s 
ha

ve
 b

ee
n 

de
fi n

ed
, d

oc
um

en
te

d 
an

d 
co

m
m

un
ic

at
ed

.

 □
P

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 a

re
 

ba
se

d 
up

on
 g

en
er

al
ly

 
ac

ce
pt

ed
 g

oo
d 

pr
ac

tic
es

.

 □
A 

fo
rm

al
 p

ro
ce

du
re

 
fo

r m
an

ag
in

g 
av

ai
la

bi
lit

y 
ha

s 
be

en
 

de
fi n

ed
, d

oc
um

en
te

d 
an

d 
co

m
m

un
ic

at
ed

.

 □
S

er
vi

ce
 c

on
tin

ui
ty

 
m

an
ag

em
en

t 
pr

oc
es

se
s 

ar
e 

lin
ke

d 
w

ith
 th

e 
ch

an
ge

 
m

an
ag

em
en

t p
ro

ce
ss

 
to

 e
na

bl
e 

co
nt

in
uo

us
 

im
pr

ov
em

en
t.

 □
P

ro
ce

du
re

s 
in

cl
ud

e 
st

ep
s 

to
 d

ev
el

op
 

an
d 

m
ai

nt
ai

n 
th

e 
IT

 
S

er
vi

ce
 C

on
tin

ui
ty

 
P

la
n 

an
d 

th
e 

av
ai

la
bi

lit
y 

pl
an

.

 □
Fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r a

ll 
IT

 s
er

vi
ce

 c
on
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Manage Capacity
Description
Availability of adequate IT capacity prevents incidents and service disruptions.  Capacity 
management provides assurance that information resources that support business requirements 
are continually available.

This process area includes reviewing the current performance and capacity of IT resources 
periodically and forecasting future needs, based on workload, storage and contingency requirements. 

Value
• Ensures that the IT services that support the jurisdiction’s business objectives have adequate 

capacity, when needed, but limit costs related to excess capacity.

Goals
• Ensure that IT capacity is matched to the current and future agreed-upon needs of the 

jurisdiction, in a timely manner and at an appropriate cost.

Target Audience

Primary Secondary
IT Leadership School Administrators

IT Staff

Key Activities
To achieve the goal of capacity management for IT resources, the jurisdiction should document key 
activities, with clear roles and responsibilities assigned.

Manage business capacity to ensure that the demand for IT services is considered and understood. 
• Translate educational requirements and plans into requirements for services and IT 

infrastructure.
• Estimate future requirements for IT service capacity by using data on current resource usage 

and by developing trends, forecasts or models to predict changes, based on anticipated 
business events and growth.

Manage service capacity to ensure that each service meets the agreed-upon capacity service 
targets.

• Manage, control and predict the end-to-end performance and capacity of operational IT 
services use and workloads. 

• Ensure that the performance of all services, as detailed in service targets within Service Level 
Agreements (SLAs) and Service Level Requirements (SLRs), is monitored and measured, 
and that the collected data is recorded, analyzed and reported.

• Respond to changing demands to ensure that the performance of all services meets agreed-
upon educational requirements. 

Manage resource capacity to ensure that discrete service components, including infrastructure 
hardware and software, meet existing and future needs.

• Ensure that all components within the IT infrastructure that have fi nite resources are monitored 
and measured, and that the collected data is recorded, analyzed and reported. 
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Activities

Roles

Manage business 
capacity.

Manage service 
capacity.
Manage resource 
capacity.

RACI Responsibilities
Responsible  – the person or group who is responsible for performing a task
Accountable – the person who is held accountable for the task being complete
   (Ideally, accountability is assigned to only one role for each process.) 
Consulted – the person or group communicated with prior to a task being performed 
Informed – the parties who are notifi ed about an activity before, during or after it is 
   performed.
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g
e

 C
a

p
a

c
it
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A
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s

M
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PEOPLE (continued)

Skills and Expertise

 □
S

om
e 

kn
ow

le
dg

e 
of

 IT
 c

ap
ac

ity
 

m
an

ag
em

en
t e

xi
st

s 
in

 is
ol

at
io

n.

 □
M

in
im

um
 s

ki
lls

 
re

qu
ire

d 
to

 p
er

fo
rm

 
IT

 c
ap

ac
ity

 
m

an
ag

em
en

t h
av

e 
no

t b
ee

n 
id

en
tifi

 e
d.

 □
Tr

ai
ni

ng
 n

ee
ds

 
fo

r I
T 

ca
pa

ci
ty

 
m

an
ag

em
en

t h
av

e 
no

t b
ee

n 
id

en
tifi

 e
d.

 □
IT

 le
ad

er
sh

ip
 

an
d 

IT
 s

ta
ff 

ha
ve

 
th

e 
sk

ill
s 

an
d 

ex
pe

rti
se

 to
 p

er
fo

rm
 

ba
si

c 
IT

 c
ap

ac
ity

 
m

an
ag

em
en

t.

 □
M

in
im

um
 s

ki
ll 

re
qu

ire
m

en
ts

 to
 

pe
rfo

rm
 b

as
ic

 
IT

 c
ap

ac
ity

 
m

an
ag

em
en

t h
av

e 
be

en
 id

en
tifi

 e
d.

 □
Tr

ai
ni

ng
 in

 
IT

 c
ap

ac
ity

 
m

an
ag

em
en

t i
s 

pr
ov

id
ed

 in
 re

sp
on

se
 

to
 e

m
er

gi
ng

 is
su

es
 

or
 re

qu
es

ts
 fr

om
 

in
di

vi
du

al
s.

 □
S

ki
ll 

re
qu

ire
m

en
ts

 
fo

r I
T 

ca
pa

ci
ty

 
m

an
ag

em
en

t 
em

ph
as

iz
e 

ca
pa

ci
ty

 
m

an
ag

em
en

t a
t t

he
 

co
m

po
ne

nt
 le

ve
l.

 □
IT

 le
ad

er
sh

ip
 a

nd
 

IT
 s

ta
ff 

ha
ve

 th
e 

sk
ill

s 
an

d 
ex

pe
rti

se
 

to
 p

er
fo

rm
 a

ll 
ke

y 
IT

 
ca

pa
ci

ty
 m

an
ag

em
en

t 
pr

oc
es

se
s.

 □
S

ki
ll 

re
qu

ire
m

en
ts

 
fo

r a
ll 

as
pe

ct
s 

of
 IT

 
ca

pa
ci

ty
 m

an
ag

em
en

t  
ha

ve
 b

ee
n 

de
fi n

ed
 

an
d 

do
cu

m
en

te
d.

 □
S

ki
ll 

re
qu

ire
m

en
ts

 
ar

e 
di

ffe
re

nt
ia

te
d 

fo
r 

bu
si

ne
ss

, s
er

vi
ce

 a
nd

 
co

m
po

ne
nt

 c
ap

ac
ity

 
m

an
ag

em
en

t.

 □
A 

fo
rm

al
 tr

ai
ni

ng
 

pl
an

 fo
r I

T 
ca

pa
ci

ty
  

m
an

ag
em

en
t h

as
 

be
en

 d
ev

el
op

ed
.

 □
Fo

rm
al

 tr
ai

ni
ng

 in
 IT

 
ca

pa
ci

ty
 m

an
ag

em
en

t 
is

 a
va

ila
bl

e.

 □
IT

 le
ad

er
sh

ip
 a

nd
 

IT
 s

ta
ff 

ha
ve

 th
e 

sk
ill

s 
an

d 
ex

pe
rti

se
 

to
 p

er
fo

rm
 a

ll 
IT

 
ca

pa
ci

ty
 m

an
ag

em
en

t 
pr

oc
es

se
s.

 □
P

ro
fi c

ie
nc

y 
in

 
cr

iti
ca

l a
sp

ec
ts

 o
f I

T 
ca

pa
ci

ty
 m

an
ag

em
en

t 
is

 e
ns

ur
ed

 fo
r 

in
di

vi
du

al
s 

w
ho

 
pe

rfo
rm

 th
es

e 
pr

oc
es

se
s.

 □
S

ki
ll 

re
qu

ire
m

en
ts

 
fo

r I
T 

ca
pa

ci
ty

 
m

an
ag

em
en

t a
re

 
re

vi
ew

ed
 a

nd
 u

pd
at

ed
 

on
 a

 re
gu

la
r b

as
is

.

 □
Fo

rm
al

 tr
ai

ni
ng

 fo
r I

T 
ca

pa
ci

ty
 m

an
ag

em
en

t 
is

 re
qu

ire
d 

fo
r 

in
di

vi
du

al
s 

w
ho

 
pe

rfo
rm

 th
es

e 
pr

oc
es

se
s.

 □
C

er
tifi

 c
at

io
n 

in
 IT

 
ca

pa
ci

ty
 m

an
ag

em
en

t 
is

 e
nc

ou
ra

ge
d 

fo
r 

in
di

vi
du

al
s 

w
ho

 
pe

rfo
rm

 th
es

e 
pr

oc
es

se
s.

 □
P

ro
fi c

ie
nc

y 
in

 a
ll 

as
pe

ct
s 

of
 IT

 c
ap

ac
ity

 
m

an
ag

em
en

t 
is

 e
ns

ur
ed

 fo
r 

in
di

vi
du

al
s 

w
ho

 
pe

rfo
rm

 th
es

e 
pr

oc
es

se
s.

 □
Th

e 
ju

ris
di

ct
io

n 
en

co
ur

ag
es

 
fo

rm
al

 tr
ai

ni
ng

 
in

 IT
 c

ap
ac

ity
 

m
an

ag
em

en
t, 

ba
se

d 
up

on
 p

er
so

na
l a

nd
 

ju
ris

di
ct

io
n 

go
al

s.

 □
E

xt
er

na
l e

xp
er

ts
 a

nd
 

in
du

st
ry

 le
ad

er
s 

ar
e 

en
ga

ge
d 

to
 p

ro
vi

de
 

gu
id

an
ce

 a
nd

 in
pu

t 
in

to
 IT

 c
ap

ac
ity

 
m

an
ag

em
en

t.
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PEOPLE (continued)

Responsibility and Accountability
 □

A
llo

ca
tio

n 
of

 
re

sp
on

si
bi

lit
y 

fo
r I

T 
ca

pa
ci

ty
 

m
an

ag
em

en
t i

s 
as

su
m

ed
 o

r d
on

e 
in

 
an

 a
d 

ho
c 

w
ay

.

 □
A

llo
ca

tio
n 

of
 

re
sp

on
si

bi
lit

y 
an

d 
ac

co
un

ta
bi

lit
y 

fo
r I

T 
ca

pa
ci

ty
 

m
an

ag
em

en
t i

s 
do

ne
 

in
fo

rm
al

ly.

 □
In

di
vi

du
al

s 
as

su
m

e 
re

sp
on

si
bi

lit
y 

fo
r I

T 
ca

pa
ci

ty
 

m
an

ag
em

en
t.

 □
Th

er
e 

is
 c

on
fu

si
on

 
ab

ou
t w

ho
 is

 
re

sp
on

si
bl

e 
an

d 
ac

co
un

ta
bl

e 
fo

r I
T 

ca
pa

ci
ty

 
m

an
ag

em
en

t w
he

n 
is

su
es

 a
ris

e.

 □
Th

er
e 

is
 n

o 
de

lin
ea

tio
n 

in
 

re
sp

on
si

bi
lit

ie
s 

be
tw

ee
n 

bu
si

ne
ss

, 
se

rv
ic

e 
an

d 
co

m
po

ne
nt

 c
ap

ac
ity

 
m

an
ag

em
en

t.

 □
A

cc
ou

nt
ab

ili
ty

 a
nd

 
re

sp
on

si
bi

lit
y 

fo
r I

T 
ca

pa
ci

ty
 m

an
ag

em
en

t 
ha

ve
 b

ee
n 

fo
rm

al
ly

 
as

si
gn

ed
 a

nd
 

do
cu

m
en

te
d.

 □
R

es
po

ns
ib

ili
tie

s 
ar

e 
di

ffe
re

nt
ia

te
d 

be
tw

ee
n 

bu
si

ne
ss

, s
er

vi
ce

 a
nd

 
co

m
po

ne
nt

 c
ap

ac
ity

 
m

an
ag

em
en

t.

 □
IT

 c
ap

ac
ity

 
m

an
ag

em
en

t 
pr

oc
es

s 
ow

ne
rs

 a
re

 
id

en
tifi

 e
d,

 b
ut

 m
ay

 
no

t h
av

e 
su

ffi 
ci

en
t 

au
th

or
ity

 to
 fu

lfi 
ll 

th
ei

r 
re

sp
on

si
bi

lit
ie

s.

 □
IT

 c
ap

ac
ity

 
m

an
ag

em
en

t p
ro

ce
ss

 
ow

ne
rs

 h
av

e 
th

e 
le

ve
l o

f a
ut

ho
rit

y 
re

qu
ire

d 
to

 fu
lfi 

ll 
th

ei
r 

re
sp

on
si

bi
lit

ie
s.

 □
IT

 c
ap

ac
ity

 
m

an
ag

em
en

t 
pr

oc
es

s 
ow

ne
rs

 a
re

 
em

po
w

er
ed

 to
 m

ak
e 

de
ci

si
on

s 
an

d 
to

 
ta

ke
 a

ct
io

n.

 □
IT

 c
ap

ac
ity

 
m

an
ag

em
en

t 
pr

oc
es

s 
ow

ne
rs

 
es

ca
la

te
 is

su
es

, 
ac

co
rd

in
g 

to
 a

 
de
fi n

ed
 e

sc
al

at
io

n 
pr

oc
es

s.
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PROCESS

Policies, Plans and Procedures

 □
IT

 c
ap

ac
ity

 
m

an
ag

em
en

t 
ac

tiv
iti

es
 o

cc
ur

 in
 

is
ol

at
io

n 
an

d 
ar

e 
ba

se
d 

up
on

 in
di

vi
du

al
 

IT
 s

ta
ff 

pr
ac

tic
es

.

 □
IT

 c
ap

ac
ity

 
m

an
ag

em
en

t 
ac

tiv
iti

es
 a

re
 

un
de

rta
ke

n 
af

te
r 

ca
pa

ci
ty

-r
el

at
ed

 
in

ci
de

nt
s 

oc
cu

r.

 □
P

ol
ic

es
 a

nd
 

pr
oc

ed
ur

es
 

fo
r I

T 
ca

pa
ci

ty
 

m
an

ag
em

en
t a

re
 

un
de
fi n

ed
.

 □
C

om
m

on
 a

nd
 

in
fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 
fo

r I
T 

ca
pa

ci
ty

 
m

an
ag

em
en

t a
re

 
de
fi n

ed
, b

ut
 n

ot
 

do
cu

m
en

te
d.

 □
C

om
pl

ia
nc

e 
w

ith
 IT

 c
ap

ac
ity

 
m

an
ag

em
en

t p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 is
 

le
ft 

to
 th

e 
in

di
vi

du
al

’s
 

di
sc

re
tio

n.

 □
P

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 

em
ph

as
iz

e 
co

m
po

ne
nt

 c
ap

ac
ity

 
m

an
ag

em
en

t.

 □
Fe

w
 p

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 a

re
 

de
ve

lo
pe

d 
fo

r 
bu

si
ne

ss
 a

nd
 

se
rv

ic
e 

ca
pa

ci
ty

 
m

an
ag

em
en

t.

 □
Fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r k

ey
 IT

 
ca

pa
ci

ty
 m

an
ag

em
en

t 
pr

oc
es

se
s 

ha
ve

 b
ee

n 
de
fi n

ed
, d

oc
um

en
te

d 
an

d 
co

m
m

un
ic

at
ed

.

 □
P

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 a

re
 

ba
se

d 
up

on
 g

en
er

al
ly

 
ac

ce
pt

ed
 g

oo
d 

pr
ac

tic
es

.

 □
IT

 c
ap

ac
ity

 
m

an
ag

em
en

t 
pr

oc
es

se
s 

ar
e 

lin
ke

d 
w

ith
 c

ha
ng

e 
m

an
ag

em
en

t 
pr

oc
es

se
s.

 □
IT

 c
ap

ac
ity

 
m

an
ag

em
en

t 
pr

oc
es

se
s 

en
su

re
 

th
at

 e
du

ca
tio

n 
re

qu
ire

m
en

ts
 a

re
 

ca
pt

ur
ed

 a
nd

 m
et

, a
s 

ap
pr

op
ria

te
.

 □
Fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r a

ll 
IT

 
ca

pa
ci

ty
 m

an
ag

em
en

t  
ac

tiv
iti

es
 a

re
 d

efi
 n

ed
, 

do
cu

m
en

te
d 

an
d 

re
gu

la
rly

 re
vi

ew
ed

.

 □
IT

 le
ad

er
sh

ip
 

ap
pr

ov
es

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 
fo

r I
T 

ca
pa

ci
ty

 
m

an
ag

em
en

t.

 □
IT

 c
ap

ac
ity

 
m

an
ag

em
en

t 
pr

oc
es

se
s 

ar
e 

lin
ke

d 
w

ith
 c

ha
ng

e 
m

an
ag

em
en

t 
pr

oc
es

se
s 

to
 

en
ab

le
 c

on
tin

uo
us

 
im

pr
ov

em
en

t.

 □
Th

e 
C

ap
ac

ity
 P

la
n 

 
is

 u
se

d 
to

 s
up

po
rt 

ot
he

r I
T 

se
rv

ic
e 

m
an

ag
em

en
t 

pr
oc

es
se

s.

 □
Th

er
e 

ar
e 

cl
ea

r a
nd

 
do

cu
m

en
te

d 
lin

ks
 

be
tw

ee
n 

ch
an

ge
 a

nd
 

ca
pa

ci
ty

 m
an

ag
em

en
t 

pr
oc

es
se

s.

 □
Th

e 
C

ap
ac

ity
 P

la
n 

is
 re

gu
la

rly
 re

vi
ew

ed
 

an
d 

up
da

te
d.

 □
Th

e 
C

ap
ac

ity
 

P
la

n 
su

pp
or

ts
 th

e 
im

pl
em

en
ta

tio
n 

of
 

th
e 

IT
 S

tra
te

gi
c 

P
la

n.

 □
G

en
er

al
ly

 a
cc

ep
te

d 
be

st
 p

ra
ct

ic
es

 
an

d 
st

an
da

rd
s 

fo
r c

ap
ac

ity
 

m
an

ag
em

en
t a

re
 

us
ed

 to
 in

fo
rm

 p
ol

ic
y 

an
d 

pr
oc

ed
ur

e 
de

ve
lo

pm
en

t.

 □
E

xc
ep

tio
ns

 
to

 IT
 c

ap
ac

ity
 

m
an

ag
em

en
t 

po
lic

ie
s 

an
d 

pr
oc

ed
ur

es
 a

re
 

no
tic

ed
 a

nd
 

co
rr

ec
tiv

e 
ac

tio
n 

is
 

ta
ke

n.

 □
IT

 c
ap

ac
ity

 
m

an
ag

em
en

t 
po

lic
ie

s 
an

d 
pr

oc
ed

ur
es

 a
re

 
re

gu
la

rly
 re

vi
ew

ed
 

an
d 

im
pr

ov
ed

.
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PROCESS (continued)

Goal Setting and Measurement
 □

S
om

e 
IT

 c
ap

ac
ity

 
m

an
ag

em
en

t 
go

al
s 

ar
e 

se
t 

an
d 

m
on

ito
re

d 
in

co
ns

is
te

nt
ly.

 □
IT

 c
ap

ac
ity

 
m

an
ag

em
en

t g
oa

ls
 

ar
e 

un
cl

ea
r o

r 
va

gu
el

y 
de
fi n

ed
.

 □
P

er
fo

rm
an

ce
 

of
 IT

 c
ap

ac
ity

 
m

an
ag

em
en

t i
s 

m
on

ito
re

d 
in

fo
rm

al
ly.

 □
IT

 le
ad

er
sh

ip
 

pr
ov

id
es

 b
as

ic
 

re
po

rts
 to

 s
en

io
r 

le
ad

er
sh

ip
 a

bo
ut

 th
e 

st
at

e 
of

 IT
 c

om
po

ne
nt

 
ca

pa
ci

ty
.

 □
IT

 le
ad

er
sh

ip
 

re
ce

iv
es

 b
as

ic
 

op
er

at
io

na
l c

ap
ac

ity
  

m
an

ag
em

en
t r

ep
or

ts
.

 □
In

iti
al

 g
oa

ls
 

fo
r I

T 
ca

pa
ci

ty
 

m
an

ag
em

en
t 

ar
e 

de
fi n

ed
, b

ut
 

no
t c

le
ar

ly
 li

nk
ed

 
to

 e
du

ca
tio

na
l 

re
qu

ire
m

en
ts

 o
r 

ju
ris

di
ct

io
n 

go
al

s.

 □
IT

 c
ap

ac
ity

 a
nd

 IT
 

ca
pa

ci
ty

 m
an

ag
em

en
t 

ar
e 

m
on

ito
re

d 
re

gu
la

rly
.

 □
Ta

rg
et

s 
an

d 
th

re
sh

ol
ds

 fo
r I

T 
ca

pa
ci

ty
 h

av
e 

be
en

 d
efi

 n
ed

 a
nd

 
do

cu
m

en
te

d.

 □
IT

 s
ta

ff 
pr

ov
id

e 
re

gu
la

r r
ep

or
ts

 to
 IT

 
le

ad
er

sh
ip

 a
bo

ut
 IT

 
ca

pa
ci

ty
.

 □
IT

 le
ad

er
sh

ip
 p

ro
vi

de
s 

re
gu

la
r r

ep
or

ts
 to

 
se

ni
or

 le
ad

er
sh

ip
 

ab
ou

t I
T 

ca
pa

ci
ty

.

 □
IT

 c
ap

ac
ity

 
m

an
ag

em
en

t m
et

ric
s 

ar
e 

fo
rm

al
ly

 d
efi

 n
ed

 
an

d 
ap

pr
ov

ed
.

 □
M

ea
su

re
s 

of
 th

e 
ef

fe
ct

iv
en

es
s 

of
 IT

 c
ap

ac
ity

 
m

an
ag

em
en

t p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 a
re

 
fo

rm
al

ly
 d

efi
 n

ed
 a

nd
 

ap
pr

ov
ed

.

 □
P

er
fo

rm
an

ce
 

m
an

ag
em

en
t 

is
 in

te
gr

at
ed

 
in

to
 IT

 c
ap

ac
ity

 
m

an
ag

em
en

t.

 □
P

ee
r-

 a
nd

 s
ec

to
r-

ba
se

d 
be

nc
hm

ar
ki

ng
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Manage Release and Deployment
Description
Once development is complete, new and enhanced services need to be made operational.  Effective 
deployment requires planning, scheduling and controlling the implementation of releases, fi rst into 
a test environment, and then into the production environment. 

This includes:
• testing in an environment designed to minimize the impact of incidents that may occur during 

testing
• testing with relevant test data
• preparing rollout and migration instructions, including a back-out plan
• deploying the release
• reviewing the implementation to ensure that changes meet agreed-upon expectations.

Value
• Reduces the frequency of end user and service disruptions.
• Minimizes risks associated with implementing new services.  

Goals
• Ensure that the integrity of the operational environment is protected, that the correct 

components are released and that end users are properly informed of changes before they 
are made. 

Target Audience

Primary Secondary
IT Leadership
IT Staff

Key Activities
Plan IT service deployment before a new or changed service is put into production—the rigour 
of such planning will depend upon the size and complexity of the environment and the new or 
changed services.

• Implement a process to evaluate the complexity of a new or changed service to determine 
how much planning is required.

• Develop pass/fail criteria, build and test plans, release package compilation and build plans, 
deployment plans or fi nancial plans, as appropriate.

Verify the new or changed IT service against specifi cations before starting the build, test and 
deployment process.

• Manage common services and infrastructure components to minimize any impact on the 
build and test of the new or changed service.

• Locate and review available release documentation.
• Acquire, implement and test all release components.
• Compile the release information.

Coordinate IT service testing and pilot efforts. 
• Ensure that the test environment is stable.
• Ensure that sensitive data in the test environment is protected.
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• Run tests and pilot efforts.

Prepare for IT service deployment.
• Prepare the release package for implementation.
• Review implementation risks and plan appropriate mitigating steps.
• Train end users and IT staff on the new IT service.
• Make any approved last minute changes.

Transfer and deploy the IT service release. 
• Review service performance by testing.
• Complete performance tests.
• Verify the confi guration of service assets.
• Update the Service Catalogue.
• Inform end users of any activities underway that relate to the service and the status of 

deployment.
• Deliver or distribute service components, according to the Service Deployment Plan.
• Transfer fi nancial assets.
• Publish documentation.
• Transfer management capability.
• Transfer the service to operations.

Verify the IT service deployment to ensure that end users are able to use the new service.

Provide early IT service support for incidents and problems that arise from the new service or 
change. 

• Update documentation, known errors and FAQs. 

Review and close the IT service release.
• Verify the quality of knowledge transfer activities, training and documentation.
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RACI Chart

Activities

Roles

Plan IT service 
deployment. 

Verify the new or 
changed IT service. 
Coordinate IT 
service testing and 
pilot efforts.
Prepare for IT 
service deployment.
Transfer and deploy 
the IT service 
release.
Verify the IT service 
deployment.
Provide early IT 
service support.
Review and close 
the IT service 
release.

RACI Responsibilities
Responsible  – the person or group who is responsible for performing a task
Accountable – the person who is held accountable for the task being complete
   (Ideally, accountability is assigned to only one role for each process.) 
Consulted – the person or group communicated with prior to a task being performed 
Informed – the parties who are notifi ed about an activity before, during or after it is 
   performed.
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PEOPLE (continued)
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PEOPLE (continued)

Responsibility and Accountability
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Policies, Plans and Procedures
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PROCESS (continued)

Goal Setting and Measurement
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TOOLS

Tools and Automation
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Description

IT operations management enables the ongoing management and maintenance of the jurisdiction’s 
IT infrastructure to ensure delivery of the agreed-upon level of services to the jurisdiction. IT 
processing requires effective management of processing procedures and diligent maintenance of 
hardware. 

This process area includes defi ning operating policies and procedures for effective management 
of scheduled processing, protecting sensitive output, monitoring infrastructure performance and 
ensuring preventive maintenance of hardware.

Value
• Reduces the risk of downtime caused by infrastructure failure.

Goals
• Achieve consistency in the jurisdiction’s day-to-day IT processes and activities.
• Maintain stability through regular examination of, and improvements to, operational IT 

components.
• Apply operational skills to diagnose and resolve any IT operations failures.

Target Audience

Primary Secondary
IT Leadership
IT Staff

Key Activities
Defi ne, implement and maintain operating procedures and instructions for IT operations, 
ensuring that IT staff are familiar with all operations tasks relevant to them.

• Operational procedures cover shift hand-over (i.e., formal hand-over of activity, status 
updates, operational problems, escalation procedures and reports on current responsibilities) 
to support agreed-upon service levels and to ensure continuous operations. 

Defi ne and implement IT infrastructure monitoring procedures to monitor the IT infrastructure 
and related events. 

• Ensure that suffi cient chronological information is stored in operations logs to enable the 
reconstruction, review and examination of the time sequences of operations and other 
activities that surround or support operations.

Defi ne and implement preventive maintenance for hardware procedures to ensure timely 
maintenance of infrastructure and to reduce the frequency and impact of failures or performance 
degradation. 

Develop central observation and monitoring capability through console management. Use the 
consoles to monitor and control operations.

Segregate duties and facilities to ensure key operational roles are appropriately separated from 
each other. 

• Develop and implement policies for segregation of duties and facilities.
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• Implement compensating controls to review the operational activities of these roles when 
segregation is not possible. 

• Separate test and production processing facilities to reduce the risks of unauthorized or 
unintentional changes or access to the jurisdiction’s production data and systems.

Maintain a media library management system of stored and archived media to ensure their 
accessibility, usability and integrity.
 
Defi ne and implement policies and procedures for disposal of IT assets to ensure that business 
requirements for the protection of sensitive data and software are met when data or hardware are 
disposed of or transferred.

Defi ne and implement policies and procedures for backup and restoration of systems, 
applications, data and documentation that is in line with jurisdictional requirements as well as 
the Continuity Plan.
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Activities

Roles

Defi ne, implement 
and maintain 
operating 
procedures and 
instructions. 
Defi ne and 
implement IT 
infrastructure 
monitoring 
procedures. 
Defi ne and 
implement 
preventive 
maintenance 
for hardware 
procedures. 
Develop central 
observation and 
monitoring capability. 
Segregate duties 
and facilities. 
Maintain a media 
library management 
system. 
Defi ne and 
implement policies 
and procedures for 
the disposal of IT 
assets.
Defi ne and 
implement policies 
and procedures 
for the backup 
and restoration 
of systems, 
applications, data 
and documentation. 

RACI Responsibilities
Responsible  – the person or group who is responsible for performing a task
Accountable – the person who is held accountable for the task being complete
   (Ideally, accountability is assigned to only one role for each process.) 
Consulted – the person or group communicated with prior to a task being performed 
Informed – the parties who are notifi ed about an activity before, during or after it is 
   performed.
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PEOPLE (continued)

Skills and Expertise
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PEOPLE (continued)

Responsibility and Accountability
 □

A
llo

ca
tio

n 
of

 
re

sp
on

si
bi

lit
y 

fo
r 

IT
 o

pe
ra

tio
ns

 
m

an
ag

em
en

t i
s 

as
su

m
ed

 o
r d

on
e 

in
 

an
 a

d 
ho

c 
w

ay
.

 □
A

llo
ca

tio
n 

of
 

re
sp

on
si

bi
lit

y 
an

d 
ac

co
un

ta
bi

lit
y 

fo
r I

T 
op

er
at

io
ns

 
m

an
ag

em
en

t i
s 

do
ne

 
in

fo
rm

al
ly.

 □
In

di
vi

du
al

s 
as

su
m

e 
re

sp
on

si
bi

lit
y 

fo
r 

IT
 o

pe
ra

tio
ns

 
m

an
ag

em
en

t.

 □
Th

er
e 

is
 c

on
fu

si
on

 
ab

ou
t w

ho
 is

 
re

sp
on

si
bl

e 
an

d 
ac

co
un

ta
bl

e 
fo

r 
IT

 o
pe

ra
tio

ns
 

m
an

ag
em

en
t w

he
n 

is
su

es
 a

ris
e.

 □
A

cc
ou

nt
ab

ili
ty

 
an

d 
re

sp
on

si
bi

lit
y 

fo
r I

T 
op

er
at

io
ns

 
m

an
ag

em
en

t h
av

e 
be

en
 fo

rm
al

ly
 

as
si

gn
ed

 a
nd

 
do

cu
m

en
te

d.

 □
IT

 o
pe

ra
tio

ns
 

m
an

ag
em

en
t 

pr
oc

es
s 

ow
ne

rs
 a

re
 

id
en

tifi
 e

d,
 b

ut
 m

ay
 

no
t h

av
e 

su
ffi 

ci
en

t 
au

th
or

ity
 to

 fu
lfi 

ll 
th

ei
r 

re
sp

on
si

bi
lit

ie
s.

 □
IT

 o
pe

ra
tio

ns
 

m
an

ag
em

en
t p

ro
ce

ss
 

ow
ne

rs
 h

av
e 

th
e 

le
ve

l o
f a

ut
ho

rit
y 

re
qu

ire
d 

to
 fu

lfi 
ll 

th
ei

r 
re

sp
on

si
bi

lit
ie

s.

 □
IT

 o
pe

ra
tio

ns
 

m
an

ag
em

en
t 

pr
oc

es
s 

ow
ne

rs
 a

re
 

em
po

w
er

ed
 to

 m
ak

e 
de

ci
si

on
s 

an
d 

to
 

ta
ke

 a
ct

io
n.

 □
IT

 o
pe

ra
tio

ns
 

m
an

ag
em

en
t 

pr
oc

es
s 

ow
ne

rs
 

es
ca

la
te

 is
su

es
, 

ac
co

rd
in

g 
to

 a
 

de
fi n

ed
 e

sc
al

at
io

n 
pr

oc
es

s.



157School Technology Services Self-Evaluation Guide: IT Service Management

M
a

n
a

g
e

 O
p

e
ra

ti
o

n
s

A
tt

ri
bu

te
s

M
at

ur
ity

 L
ev

el
1:

 In
iti

al
2:

 R
ep

ea
ta

bl
e

3:
 D

efi
 n

ed
4:

 M
an

ag
ed

5:
 O

pt
im

iz
ed

PROCESS

Policies, Plans and Procedures
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Manage Facilities
Description
Protection for computer equipment requires well-designed and well-managed physical facilities1. 

The process of managing the physical environment includes defi ning the physical site requirements, 
selecting appropriate facilities and designing effective processes to monitor environmental factors 
and manage physical access.

Value
• Protects the confi dentiality, reliability and availability of the jurisdiction’s IT systems and 

information.

Goals
• Maintain IT-related facilities to achieve stability in day-to-day IT processes and activities in 

the jurisdiction.

Target Audience

Primary Secondary
IT Leadership School Administrators

IT Staff

 

Key Activities
Evaluate candidate sites and layouts.

• Implement a process to evaluate risks, such as natural and man-made disasters, and to 
assess relevant laws and regulations, such as occupational health and safety regulations, 
when selecting and laying out sites for IT facilities.

Implement physical security measures that are in line with the jurisdiction’s requirements to 
secure the physical location and assets. Evaluate physical security measures to effectively prevent, 
detect and mitigate risks, such as:

• theft
• temperature
• fi re
• smoke
• water
• vibration
• acts of terror or vandalism
• power outages
• chemicals 
• explosives.

Design and implement measures to protect against environmental factors. 
• Install specialized equipment and devices to monitor and control the environment, as 

appropriate.

1 The term “facilities” is being used, in this document, in its widest sense. This process area includes any place 
where shared equipment is located in the jurisdiction.
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sSecure IT facilities.
• Implement policies and processes to grant, limit or revoke access to the premises, buildings 

and areas, according to the jurisdiction’s needs.
• Ensure that the policies and processes apply to all persons entering the premises, including 

staff, temporary staff, clients, vendors, visitors or other third parties.  
• Implement policies related to equipment security to ensure equipment is not removed from 

the jurisdiction’s premises, unless authorized, and to ensure that equipment is secure after 
removal.  

• Defi ne and implement processes to ensure that sensitive data is removed from equipment 
prior to disposal.

Manage physical facilities, including power and communications equipment, in compliance with 
laws and regulations, technical and jurisdiction requirements, vendor specifi cations, and health 
and safety guidelines.  

• Defi ne and implement equipment maintenance policies.

RACI Chart
The position titles used in this process are for illustration purposes only. The actual titles for the 
various roles will be unique to each school jurisdiction and should be specifi ed in the RACI chart.

Activities

Roles

Select site and 
layout.

Implement physical 
security measures.
Design physical 
access.
Protect against 
environmental 
factors.
Manage physical 
facilities.

RACI Responsibilities
Responsible  – the person or group who is responsible for performing a task
Accountable – the person who is held accountable for the task being complete
   (Ideally, accountability is assigned to only one role for each process.) 
Consulted – the person or group communicated with prior to a task being performed 
Informed – the parties who are notifi ed about an activity before, during or after it is 
   performed.
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PEOPLE
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PEOPLE (continued)

Skills and Expertise
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PEOPLE (continued)

Responsibility and Accountability
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r d
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PROCESS

Policies, Plans and Procedures
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PROCESS (continued)

Goal Setting and Measurement
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TOOLS

Tools and Automation
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m
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t f
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Train End Users
Description
This section focuses on planning for and providing training about how to operate, support and use 
technology, within the context of jurisdiction IT policies and procedures.

This section is not about planning for or providing professional development related to the 
integration of technology into the instructional process.

Value
• Increases effective, effi cient use of technology within the context of jurisdiction IT policies 

and procedures.
• Reduces end user errors, incidents of non-compliance with security controls and frequency 

of support requests.

Goals
• Design and implement a jurisdiction IT training strategy for end users that addresses existing 

IT services and the release of new IT services.

Target Audience

Primary Secondary
IT Leadership
School Administrators

IT Staff

Key Activities
Develop a comprehensive end user training program.

• Implement a process to identify training needs for each group of jurisdiction employees, 
considering proposed, new and existing IT services, changes to technology policies and 
procedures, and commonly recurring, preventable incidents.

• Develop a set of course offerings that meets identifi ed training needs.

Deliver training to end users.

Monitor, evaluate and improve end user training.
• Evaluate each course offering for relevance, quality, cost and value.
• Evaluate training outcomes to determine the effectiveness of the training program.
• Report effectiveness of the training program.
• Regularly review and adjust the end user training program to ensure that it continues to meet 

jurisdiction goals.
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The position titles used in this process are for illustration purposes only. The actual titles for the 
various roles will be unique to each school jurisdiction and should be specifi ed in the RACI chart.

Activities

Roles

Develop a 
comprehensive 
end user training 
program.
Deliver training to 
end users.
Monitor, evaluate 
and improve end 
user training.

RACI Responsibilities
Responsible  – the person or group who is responsible for performing a task
Accountable – the person who is held accountable for the task being complete
   (Ideally, accountability is assigned to only one role for each process.) 
Consulted – the person or group communicated with prior to a task being performed 
Informed – the parties who are notifi ed about an activity before, during or after it is 
   performed.
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PEOPLE (continued)

Skills and Expertise
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PEOPLE (continued)
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PROCESS

Policies, Plans and Procedures
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PROCESS (continued)

Goal Setting and Measurement
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Tools and Automation
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Information Security Management
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tyI n f o r m a t i o n  S e c u r i t y  M a n a g e m e n t
Govern Information Security
Description
Information security governance helps jurisdictions strike an effective balance between educational 
goals, risk management and security implementation costs.  Outcomes of an effective information 
security management process include:

• alignment of information security with jurisdiction strategic and educational goals
• effective risk management, monitoring and mitigation
• effective and effi cient use of security knowledge and infrastructure
• regular measurement, monitoring and reporting of security governance metrics to provide 

assurance that jurisdiction objectives are met.

Information security governance includes establishing a framework that defi nes structures, 
processes, leadership, roles and responsibilities for governing information security in the jurisdiction.

Value
• Provides reasonable assurance to jurisdiction leadership and stakeholders that information 

risks are appropriately managed.

Goals
• Enable the jurisdiction to balance the potential benefi ts of accepting information security 

risks against the costs of managing those risks.

• Establish an effective management process that can be used to identify and address 
information risks.

Target Audience

Primary Secondary
IT Leadership
Senior Leadership

Trustees

Key Activities

Establish organizational structures for information security by defi ning structures, 
processes and mechanisms to control the implementation of information security within 
the jurisdiction.

• Assign security roles and responsibilities to coordinate and review the implementation of 
security across the jurisdiction.

• Assign accountability and responsibility to monitor information security trends, issues and 
risks on an ongoing basis.

Establish responsibility for information assets by identifying information assets, assigning 
owners to those assets and empowering them to make decisions about controls to be 
implemented. 
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Develop information security policy, in accordance with jurisdiction requirements and 
applicable legal and regulatory requirements.

• Issue, communicate and maintain an information security policy to demonstrate support for, 
and commitment to, information security.

Assess information risk by identifying, quantifying and prioritizing information risks against a set 
of criteria for risk acceptance, including an estimation of probability and impact.

Treat information risk by making and documenting treatment decisions, using the jurisdiction’s 
risk acceptance criteria.

• Select and implement appropriate controls to ensure that risks are reduced to an acceptable 
level, where appropriate.

Govern information security with third parties by performing a risk assessment to determine 
security implications and any control requirements.

• Describe the controls to be used in an agreement between the jurisdiction and the external 
party.
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tyRACI Chart
The position titles used in this process are for illustration purposes only. The actual titles for the 
various roles will be unique to each school jurisdiction and should be specifi ed in the RACI chart.

Activities

Roles

Establish 
organizational 
structures for 
information security.
Establish 
responsibility for 
information assets.
Develop information 
security policy.
Assess information 
security risk.
Treat information 
security risk.
Govern information 
security with third 
parties.

RACI Responsibilities
Responsible  – the person or group who is responsible for performing a task
Accountable – the person who is held accountable for the task being complete
   (Ideally, accountability is assigned to only one role for each process.) 
Consulted – the person or group communicated with prior to a task being performed 
Informed – the parties who are notifi ed about an activity before, during or after it is 
   performed.



180 School Technology Services Self-Evaluation Guide: Information Security Management

M
at

ur
ity

 M
od

el
 –

 G
ov

er
n 

In
fo

rm
at

io
n 

Se
cu

rit
y

N
ot

e:
 T

he
 r

eq
ui

re
d 

or
 d

es
ire

d 
le

ve
l o

f m
at

ur
ity

 w
ill

 v
ar

y 
be

tw
ee

n 
ju

ris
di

ct
io

ns
, b

as
ed

 o
n 

th
e 

si
ze

, n
ee

ds
, c

os
ts

, c
ap

ab
ili

ty
 a

nd
 a

lig
nm

en
t w

ith
 th

e 
ju

ris
di

ct
io

n’
s 

st
ra

te
gi

c 
pl

an
. I

t i
s 

no
t n

ec
es

sa
ry

 to
 a

ss
um

e 
th

at
 a

ny
 ju

ris
di

ct
io

n 
sh

ou
ld

 b
e 

at
 a

 L
ev

el
 5

 in
 a

ll 
or

 a
ny

 o
f t

he
se

 a
ct

iv
iti

es
.

A
tt

ri
bu

te
s

M
at

ur
ity

 L
ev

el
1:

 In
iti

al
2:

 R
ep

ea
ta

bl
e

3:
 D

efi
 n

ed
4:

 M
an

ag
ed

5:
 O

pt
im

iz
ed

PEOPLE

Awareness, Understanding and Communication
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PEOPLE (continued)

Skills and Expertise
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 th

e 
sk

ill
s 

an
d 

ex
pe

rti
se

 
to

 p
er

fo
rm

 b
as

ic
 ri

sk
 

tre
at

m
en

t.

 □
M

in
im

um
 s

ki
ll 

re
qu

ire
m

en
ts

 to
 

pe
rfo

rm
 in

fo
rm

at
io

n 
ris

k 
m

an
ag

em
en

t 
an

d 
se

cu
rit

y 
po

lic
y 

m
an

ag
em

en
t h

av
e 

be
en

 id
en

tifi
 e

d.

 □
Tr

ai
ni

ng
 in

 
in

fo
rm

at
io

n 
ris

k 
m

an
ag

em
en

t a
nd

 
se

cu
rit

y 
po

lic
y 

m
an

ag
em

en
t i

s 
pr

ov
id

ed
 in

 re
sp

on
se

 
to

 e
m

er
gi

ng
 n

ee
ds

 
or

 re
qu

es
ts

 fr
om

 
in

di
vi

du
al

s.

 □
E

xt
er

na
l a

dv
ic

e 
is

 
so

ug
ht

 w
he

n 
ga

ps
 in

 
ex

pe
rti

se
 a

re
 e

vi
de

nt
.

 □
S

en
io

r l
ea

de
rs

hi
p 

ha
s 

th
e 

sk
ill

s 
an

d 
ex

pe
rti

se
 to

 m
ak

e 
in

fo
rm

ed
 in

fo
rm

at
io

n 
ris

k 
m

an
ag

em
en

t 
de

ci
si

on
s.

 □
IT

 le
ad

er
sh

ip
 a

nd
 

IT
 s

ta
ff 

ha
ve

 th
e 

sk
ill

s 
an

d 
ex

pe
rti

se
 

to
 p

er
fo

rm
 a

ll 
ke

y 
in

fo
rm

at
io

n 
se

cu
rit

y 
go

ve
rn

an
ce

 a
nd

 
ris

k 
m

an
ag

em
en

t 
pr

oc
es

se
s.

 □
S

ki
ll 

re
qu

ire
m

en
ts

 
fo

r a
ll 

as
pe

ct
s 

of
 

in
fo

rm
at

io
n 

se
cu

rit
y 

go
ve

rn
an

ce
 a

nd
 ri

sk
 

m
an

ag
em

en
t h

av
e 

be
en

 d
efi

 n
ed

 a
nd

 
do

cu
m

en
te

d.

 □
In

fo
rm

at
io

n 
as

se
t 

ow
ne

rs
 h

av
e 

th
e 

sk
ill

s 
an

d 
ex

pe
rti

se
 to

 
pe

rfo
rm

 in
fo

rm
at

io
n 

ris
k 

as
se

ss
m

en
ts

.

 □
A 

fo
rm

al
 tr

ai
ni

ng
 

pl
an

 fo
r i

nf
or

m
at

io
n 

se
cu

rit
y 

go
ve

rn
an

ce
 

an
d 

ris
k 

m
an

ag
em

en
t 

is
 d

ev
el

op
ed

.

 □
Fo

rm
al

 tr
ai

ni
ng

 in
 

in
fo

rm
at

io
n 

se
cu

rit
y 

go
ve

rn
an

ce
 a

nd
 

ris
k 

m
an

ag
em

en
t i

s 
av

ai
la

bl
e.

 □
IT

 le
ad

er
sh

ip
 a

nd
 

IT
 s

ta
ff 

ha
ve

 th
e 

sk
ill

s 
an

d 
ex

pe
rti

se
 

to
 p

er
fo

rm
 a

ll 
in

fo
rm

at
io

n 
se

cu
rit

y 
go

ve
rn

an
ce

 a
nd

 
ris

k 
m

an
ag

em
en

t 
pr

oc
es

se
s.

 □
P

ro
fi c

ie
nc

y 
in

 c
rit

ic
al

 
as

pe
ct

s 
of

 in
fo

rm
at

io
n 

se
cu

rit
y 

go
ve

rn
an

ce
 

an
d 

ris
k 

m
an

ag
em

en
t  

is
 e

ns
ur

ed
 fo

r 
in

di
vi

du
al

s 
w

ho
 

pe
rfo

rm
 th

es
e 

pr
oc

es
se

s.

 □
S

ki
ll 

re
qu

ire
m

en
ts

 fo
r 

in
fo

rm
at

io
n 

se
cu

rit
y 

go
ve

rn
an

ce
 a

nd
 ri

sk
 

m
an

ag
em

en
t a

re
 

re
vi

ew
ed

 a
nd

 u
pd

at
ed

 
on

 a
 re

gu
la

r b
as

is
.

 □
Fo

rm
al

 tr
ai

ni
ng

 fo
r 

in
fo

rm
at

io
n 

se
cu

rit
y 

go
ve

rn
an

ce
 a

nd
 

ris
k 

m
an

ag
em

en
t 

is
 re

qu
ire

d 
fo

r 
in

di
vi

du
al

s 
w

ho
 

pe
rfo

rm
 th

es
e 

pr
oc

es
se

s.

 □
C

er
tifi

 c
at

io
n 

in
 

in
fo

rm
at

io
n 

se
cu

rit
y 

go
ve

rn
an

ce
 a

nd
 

ris
k 

m
an

ag
em

en
t 

is
 e

nc
ou

ra
ge

d 
fo

r 
in

di
vi

du
al

s 
w

ho
 

pe
rfo

rm
 th

es
e 

pr
oc

es
se

s.

 □
P

ro
fi c

ie
nc

y 
in

 
al

l a
sp

ec
ts

 o
f 

in
fo

rm
at

io
n 

se
cu

rit
y 

go
ve

rn
an

ce
 a

nd
 

ris
k 

m
an

ag
em

en
t 

is
 e

ns
ur

ed
 fo

r 
in

di
vi

du
al

s 
w

ho
 

pe
rfo

rm
 th

es
e 

pr
oc

es
se

s.

 □
Th

e 
ju

ris
di

ct
io

n 
en

co
ur

ag
es

 
fo

rm
al

 tr
ai

ni
ng

 in
 

in
fo

rm
at

io
n 

se
cu

rit
y 

go
ve

rn
an

ce
 a

nd
 ri

sk
 

m
an

ag
em

en
t, 

ba
se

d 
on

 p
er

so
na

l a
nd

 
ju

ris
di

ct
io

n 
go

al
s.

 □
C

er
tifi

 c
at

io
n 

in
 

in
fo

rm
at

io
n 

se
cu

rit
y 

go
ve

rn
an

ce
 a

nd
 

ris
k 

m
an

ag
em

en
t 

is
 re

qu
ire

d 
fo

r 
in

di
vi

du
al

s 
w

ho
 

pe
rfo

rm
 th

es
e 

pr
oc

es
se

s.

 □
E

xt
er

na
l e

xp
er

ts
 

an
d 

in
du

st
ry

 le
ad

er
s 

ar
e 

en
ga

ge
d 

to
 

pr
ov

id
e 

gu
id

an
ce

 
an

d 
in

pu
t i

nt
o 

in
fo

rm
at

io
n 

se
cu

rit
y 

go
ve

rn
an

ce
 a

nd
 

ris
k 

m
an

ag
em

en
t 

pr
oc

es
se

s 
an

d 
ou

tp
ut

s.
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PEOPLE (continued)

Responsibility and Accountability
 □

A
llo

ca
tio

n 
of

 
re

sp
on

si
bi

lit
y 

fo
r 

in
fo

rm
at

io
n 

se
cu

rit
y 

go
ve

rn
an

ce
 is

 
as

su
m

ed
 o

r d
on

e 
in

 
an

 a
d 

ho
c 

w
ay

.

 □
A

llo
ca

tio
n 

of
 

re
sp

on
si

bi
lit

y 
an

d 
ac

co
un

ta
bi

lit
y 

fo
r 

in
fo

rm
at

io
n 

se
cu

rit
y 

go
ve

rn
an

ce
 a

nd
 ri

sk
 

m
an

ag
em

en
t i

s 
do

ne
 

in
fo

rm
al

ly.

 □
In

di
vi

du
al

s 
as

su
m

e 
re

sp
on

si
bi

lit
y 

fo
r 

in
fo

rm
at

io
n 

se
cu

rit
y 

go
ve

rn
an

ce
 a

nd
 ri

sk
 

m
an

ag
em

en
t.

 □
Th

er
e 

is
 c

on
fu

si
on

 
ab

ou
t w

ho
 is

 
re

sp
on

si
bl

e 
an

d 
ac

co
un

ta
bl

e 
fo

r 
in

fo
rm

at
io

n 
se

cu
rit

y 
go

ve
rn

an
ce

 a
nd

 ri
sk

 
m

an
ag

em
en

t w
he

n 
is

su
es

 a
ris

e.

 □
In

fo
rm

at
io

n 
as

se
t 

ow
ne

rs
hi

p 
is

 
in

fo
rm

al
ly

 a
ss

ig
ne

d 
to

 fu
nc

tio
na

l a
re

as
 o

f 
th

e 
or

ga
ni

za
tio

n.

 □
A

cc
ou

nt
ab

ili
ty

 a
nd

 
re

sp
on

si
bi

lit
y 

fo
r 

in
fo

rm
at

io
n 

se
cu

rit
y 

go
ve

rn
an

ce
 a

nd
 

ris
k 

m
an

ag
em

en
t 

ha
ve

 b
ee

n 
fo

rm
al

ly
 

as
si

gn
ed

 a
nd

 
do

cu
m

en
te

d.

 □
In

fo
rm

at
io

n 
as

se
t 

ow
ne

rs
hi

p 
is

 
fo

rm
al

ly
 a

ss
ig

ne
d 

to
 a

pp
ro

pr
ia

te
 

ju
ris

di
ct

io
n 

st
af

f. 
 

 □
A

cc
ou

nt
ab

ili
ty

 
an

d 
re

sp
on

si
bi

lit
y 

fo
r c

on
du

ct
in

g 
in

fo
rm

at
io

n 
ris

k 
m

an
ag

em
en

t 
ac

tiv
iti

es
 a

re
 

fo
rm

al
ly

 a
ss

ig
ne

d 
to

 in
fo

rm
at

io
n 

as
se

t 
ow

ne
rs

.

 □
In

fo
rm

at
io

n 
se

cu
rit

y 
go

ve
rn

an
ce

 a
nd

 
ris

k 
m

an
ag

em
en

t 
pr

oc
es

s 
ow

ne
rs

 a
re

 
id

en
tifi

 e
d,

 b
ut

 m
ay

 
no

t h
av

e 
su

ffi 
ci

en
t 

au
th

or
ity

 to
 fu

lfi 
ll 

th
ei

r 
re

sp
on

si
bi

lit
ie

s.

 □
Th

ird
 p

ar
tie

s 
ha

ve
 

fo
rm

al
ly

 a
cc

ep
te

d 
ac

co
un

ta
bi

lit
y 

an
d 

re
sp

on
si

bi
lit

y 
fo

r 
in

fo
rm

at
io

n 
se

cu
rit

y 
go

ve
rn

an
ce

 a
nd

 ri
sk

 
m

an
ag

em
en

t.

 □
In

fo
rm

at
io

n 
se

cu
rit

y 
go

ve
rn

an
ce

 a
nd

 
ris

k 
m

an
ag

em
en

t 
pr

oc
es

s 
ow

ne
rs

 h
av

e 
th

e 
le

ve
l o

f a
ut

ho
rit

y 
re

qu
ire

d 
to

 fu
lfi 

ll 
th

ei
r 

re
sp

on
si

bi
lit

ie
s.

 □
In

fo
rm

at
io

n 
se

cu
rit

y 
go

ve
rn

an
ce

 a
nd

 
ris

k 
m

an
ag

em
en

t 
pr

oc
es

s 
ow

ne
rs

 a
re

 
em

po
w

er
ed

 to
 m

ak
e 

de
ci

si
on

s 
an

d 
to

 
ta

ke
 a

ct
io

n.

 □
In

fo
rm

at
io

n 
se

cu
rit

y 
go

ve
rn

an
ce

 a
nd

 
ris

k 
m

an
ag

em
en

t 
pr

oc
es

s 
ow

ne
rs

 a
nd

 
in

fo
rm

at
io

n 
as

se
t 

ow
ne

rs
 e

sc
al

at
e 

is
su

es
, a

cc
or

di
ng

 to
 

a 
de
fi n

ed
 e

sc
al

at
io

n 
pr

oc
es

s.
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PROCESS

Policies, Plans and Procedures

 □
In

fo
rm

at
io

n 
se

cu
rit

y 
go

ve
rn

an
ce

 a
nd

 
ris

k 
m

an
ag

em
en

t 
ac

tiv
iti

es
 o

cc
ur

 in
 

is
ol

at
io

n 
an

d 
ar

e 
ba

se
d 

up
on

 in
di

vi
du

al
 

IT
 s

ta
ff 

pr
ac

tic
es

.  

 □
P

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 fo

r 
in

fo
rm

at
io

n 
se

cu
rit

y 
go

ve
rn

an
ce

 a
nd

 ri
sk

 
m

an
ag

em
en

t h
av

e 
no

t b
ee

n 
de
fi n

ed
.

 □
In

fo
rm

at
io

n 
ris

ks
 a

re
 

id
en

tifi
 e

d 
an

d 
tre

at
ed

 
in

fo
rm

al
ly.

 □
C

om
m

on
 a

nd
 

in
fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r 

in
fo

rm
at

io
n 

se
cu

rit
y 

go
ve

rn
an

ce
 a

nd
 

ris
k 

m
an

ag
em

en
t 

ar
e 

de
fi n

ed
, b

ut
 n

ot
 

do
cu

m
en

te
d.

 □
C

om
pl

ia
nc

e 
w

ith
 

in
fo

rm
at

io
n 

se
cu

rit
y 

go
ve

rn
an

ce
 a

nd
 ri

sk
 

m
an

ag
em

en
t p

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 is

 
le

ft 
to

 th
e 

in
di

vi
du

al
’s

 
di

sc
re

tio
n.

 □
In

fo
rm

at
io

n 
ris

k 
as

se
ss

m
en

t a
nd

 
m

an
ag

em
en

t 
pr

oc
ed

ur
es

 a
re

 
in

fo
rm

al
, b

ut
 c

an
 

be
 u

se
d 

to
 id

en
tif

y 
si

gn
ifi 

ca
nt

 ri
sk

s.
  

 □
Th

ird
-p

ar
ty

 
in

fo
rm

at
io

n 
se

cu
rit

y 
go

ve
rn

an
ce

 a
nd

 
ris

k 
m

an
ag

em
en

t 
re

qu
ire

m
en

ts
 a

re
 

m
an

ag
ed

 in
fo

rm
al

ly.

 □
Fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r k

ey
  

in
fo

rm
at

io
n 

se
cu

rit
y 

go
ve

rn
an

ce
 a

nd
 

ris
k 

m
an

ag
em

en
t 

pr
oc

es
se

s 
ha

ve
 b

ee
n 

de
fi n

ed
, d

oc
um

en
te

d 
an

d 
co

m
m

un
ic

at
ed

.

 □
P

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 a

re
 

ba
se

d 
up

on
 g

en
er

al
ly

 
ac

ce
pt

ed
 g

oo
d 

pr
ac

tic
es

.

 □
P

ro
ce

du
re

s 
in

cl
ud

e 
st

ep
s 

to
 id

en
tif

y 
si

gn
ifi 

ca
nt

 ri
sk

s 
an

d 
th

e 
se

cu
rit

y 
co

nt
ro

ls
 

ne
ed

ed
 to

 m
iti

ga
te

 
th

em
.  

 □
Th

ird
-p

ar
ty

 s
ec

ur
ity

 
go

ve
rn

an
ce

 
re

qu
ire

m
en

ts
 a

re
 

m
an

ag
ed

 u
si

ng
 

co
nt

ra
ct

 m
an

ag
em

en
t 

pr
oc

ed
ur

es
.

 □
Fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r a

ll 
in

fo
rm

at
io

n 
se

cu
rit

y 
go

ve
rn

an
ce

 a
nd

 
ris

k 
m

an
ag

em
en

t 
ac

tiv
iti

es
 a

re
 d

efi
 n

ed
, 

do
cu

m
en

te
d 

an
d 

re
gu

la
rly

 re
vi

ew
ed

.

 □
S

en
io

r l
ea

de
rs

hi
p 

ap
pr

ov
es

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r 

in
fo

rm
at

io
n 

se
cu

rit
y 

go
ve

rn
an

ce
 a

nd
 ri

sk
 

m
an

ag
em

en
t.

 □
In

fo
rm

at
io

n 
se

cu
rit

y 
go

ve
rn

an
ce

 a
nd

 ri
sk

 
m

an
ag

em
en

t p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 a
re

 
in

te
gr

at
ed

 w
ith

 o
th

er
 

IT
 a

nd
 ju

ris
di

ct
io

n 
go

ve
rn

an
ce

 a
nd

 ri
sk

 
m

an
ag

em
en

t p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

.

 □
P

ro
ce

du
re

s 
to

 
id

en
tif

y,
 im

pl
em

en
t 

an
d 

op
er

at
e 

se
cu

rit
y 

co
nt

ro
ls

 
ar

e 
in

te
gr

at
ed

 w
ith

 
ot

he
r j

ur
is

di
ct

io
n 

co
m

pl
ia

nc
e 

pr
oc

ed
ur

es
.

 □
G

en
er

al
ly

 a
cc

ep
te

d 
be

st
 p

ra
ct

ic
es

 
an

d 
st

an
da

rd
s 

fo
r 

in
fo

rm
at

io
n 

se
cu

rit
y 

go
ve

rn
an

ce
 a

nd
 

ris
k 

m
an

ag
em

en
t 

ar
e 

us
ed

 to
 in

fo
rm

 
po

lic
y 

an
d 

pr
oc

ed
ur

e 
de

ve
lo

pm
en

t.

 □
E

xc
ep

tio
ns

 to
 

in
fo

rm
at

io
n 

se
cu

rit
y 

go
ve

rn
an

ce
 a

nd
 

ris
k 

m
an

ag
em

en
t 

ar
e 

no
tic

ed
 a

nd
 

co
rr

ec
tiv

e 
ac

tio
n 

is
 

ta
ke

n.

 □
In

fo
rm

at
io

n 
se

cu
rit

y 
go

ve
rn

an
ce

 a
nd

 
ris

k 
m

an
ag

em
en

t  
po

lic
ie

s 
an

d 
pr

oc
ed

ur
es

 a
re

 
re

gu
la

rly
 re

vi
ew

ed
 

an
d 

im
pr

ov
ed

.



184 School Technology Services Self-Evaluation Guide: Information Security Management

A
tt

ri
bu

te
s

M
at

ur
ity

 L
ev

el
1:

 In
iti

al
2:

 R
ep

ea
ta

bl
e

3:
 D

efi
 n

ed
4:

 M
an

ag
ed

5:
 O

pt
im

iz
ed

PROCESS (continued)

Goal Setting and Measurement
 □

In
fo

rm
at

io
n 

se
cu

rit
y 

go
ve

rn
an

ce
 a

nd
 

ris
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Protect Information
Description
Information protection provides assurance to jurisdiction stakeholders that sensitive information is 
adequately protected as it is collected, stored, used and shared by jurisdiction staff and partners.

This process area includes the mechanisms and infrastructure used to support the collection, 
storage and processing of information as well as the information required to understand the 
threats and common conditions that lead to incidents and losses.

Value
• Provides reasonable assurance to jurisdiction leadership and stakeholders that sensitive 

information is appropriately protected.

Goals
• Address potential threats to jurisdiction information and reduce the risk of loss, unauthorized 

disclosure or unauthorized alteration of information.

Target Audience

Primary Secondary
Senior Leadership
IT Leadership

IT Staff

Key Activities

Classify information by defi ning and applying a policy and model to classify data, in terms 
of its sensitivity, seriousness and value to the jurisdiction, and assign ownership of that data 
appropriately.  

Protect against malicious code by implementing procedures and tools to detect, prevent and 
remove malicious code within the appropriate layers of IT infrastructure.

Manage media used to store sensitive information to prevent unauthorized disclosures and 
losses; implement controls to protect all storage and archived media that contain sensitive 
information, including physical media, such as paper-based print-outs. 

Protect information during exchange by implementing controls to minimize the risk that 
sensitive information may be lost or misused.
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The position titles used in this process are for illustration purposes only. The actual titles for the 
various roles will be unique to each school jurisdiction and should be specifi ed in the RACI chart.

Activities

Roles

Classify information.
Protect against 
malicious code.
Manage media.
Protect information 
during exchange. 

RACI Responsibilities
Responsible  – the person or group who is responsible for performing a task
Accountable – the person who is held accountable for the task being complete
   (Ideally, accountability is assigned to only one role for each process.) 
Consulted – the person or group communicated with prior to a task being performed 
Informed – the parties who are notifi ed about an activity before, during or after it is 
   performed.
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PEOPLE

Awareness, Understanding and Communication
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PEOPLE (continued)

Skills and Expertise
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rm
 in

fo
rm

at
io

n 
pr

ot
ec

tio
n 

ha
ve

 b
ee

n 
id

en
tifi

 e
d.

 □
Tr

ai
ni

ng
 in

 
in

fo
rm

at
io

n 
pr

ot
ec

tio
n 

is
 p

ro
vi

de
d 

in
 

re
sp

on
se

 to
 e

m
er

gi
ng

 
ne

ed
s 

or
 re

qu
es

ts
 

fro
m

 in
di

vi
du

al
s.

 □
E

xt
er

na
l a

dv
ic

e 
is

 
so

ug
ht

 w
he

n 
ga

ps
 in

 
ex

pe
rti

se
 a

re
 e

vi
de

nt
.

 □
IT

 le
ad

er
sh

ip
 a

nd
 

IT
 s

ta
ff 

ha
ve

 th
e 

sk
ill

s 
an

d 
ex

pe
rti

se
 

to
 p

er
fo

rm
 a

ll 
ke

y 
in

fo
rm

at
io

n 
pr

ot
ec

tio
n 

pr
oc

es
se

s.

 □
S

ki
ll 

re
qu

ire
m

en
ts

 
fo

r a
ll 

as
pe

ct
s 

of
 

in
fo

rm
at

io
n 

pr
ot

ec
tio

n 
ha

ve
 b

ee
n 

de
fi n

ed
 

an
d 

do
cu

m
en

te
d.

 □
A 

fo
rm

al
 tr

ai
ni

ng
 

pl
an

 fo
r i

nf
or

m
at

io
n 

pr
ot

ec
tio

n 
ha

s 
be

en
 

de
ve

lo
pe

d.

 □
Fo

rm
al

 tr
ai

ni
ng

 in
 

in
fo

rm
at

io
n 

pr
ot

ec
tio

n 
is

 a
va

ila
bl

e.

 □
IT

 le
ad

er
sh

ip
 a

nd
 

IT
 s

ta
ff 

ha
ve

 th
e 

sk
ill

s 
an

d 
ex

pe
rti

se
 

to
 p

er
fo

rm
 a

ll 
in

fo
rm

at
io

n 
pr

ot
ec

tio
n 

pr
oc

es
se

s.

 □
P

ro
fi c

ie
nc

y 
in

 c
rit

ic
al

 
as

pe
ct

s 
of

 in
fo

rm
at

io
n 

pr
ot

ec
tio

n 
is

 e
ns

ur
ed

 
fo

r i
nd

iv
id

ua
ls

 w
ho

 
pe

rfo
rm

 th
es

e 
pr

oc
es

se
s.

 □
S

ki
ll 

re
qu

ire
m

en
ts

 fo
r 

in
fo

rm
at

io
n 

pr
ot

ec
tio

n 
ar

e 
re

vi
ew

ed
 a

nd
 

up
da

te
d 

on
 a

 re
gu

la
r 

ba
si

s.

 □
Fo

rm
al

 tr
ai

ni
ng

 
fo

r i
nf

or
m

at
io

n 
pr

ot
ec

tio
n 

is
 re

qu
ire

d 
fo

r i
nd

iv
id

ua
ls

 w
ho

 
pe

rfo
rm

 th
es

e 
pr

oc
es

se
s.

 □
C

er
tifi

 c
at

io
n 

in
 

in
fo

rm
at

io
n 

pr
ot

ec
tio

n 
is

 e
nc

ou
ra

ge
d 

fo
r 

in
di

vi
du

al
s 

w
ho

 
pe

rfo
rm

 th
es

e 
pr

oc
es

se
s.

 □
P

ro
fi c

ie
nc

y 
in

 
al

l a
sp

ec
ts

 o
f 

in
fo

rm
at

io
n 

pr
ot

ec
tio

n 
is

 e
ns

ur
ed

 
fo

r i
nd

iv
id

ua
ls

 w
ho

 
pe

rfo
rm

 th
es

e 
pr

oc
es

se
s.

 □
Th

e 
ju

ris
di

ct
io

n 
en

co
ur

ag
es

 
fo

rm
al

 tr
ai

ni
ng

 
in

 in
fo

rm
at

io
n 

pr
ot

ec
tio

n,
 b

as
ed

 
on

 p
er

so
na

l a
nd

 
ju

ris
di

ct
io

n 
go

al
s.

 □
C

er
tifi

 c
at

io
n 

in
 in

fo
rm

at
io

n 
pr

ot
ec

tio
n 

is
 re

qu
ire

d 
fo

r i
nd

iv
id

ua
ls

 w
ho

 
pe

rfo
rm

 th
es

e 
pr

oc
es

se
s.

 □
E

xt
er

na
l e

xp
er

ts
 a

nd
 

in
du

st
ry

 le
ad

er
s 

ar
e 

en
ga

ge
d 

to
 p

ro
vi

de
 

gu
id

an
ce

 a
nd

 in
pu

t 
in

to
 in

fo
rm

at
io

n 
pr

ot
ec

tio
n 

pr
oc

es
se

s.
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PEOPLE (continued)

Responsibility and Accountability

 □
A

llo
ca

tio
n 

of
 

re
sp

on
si

bi
lit

y 
fo

r 
th

e 
pr

ot
ec

tio
n 

of
 in

fo
rm

at
io

n 
an

d 
ow

ne
rs

hi
p 

of
 in

fo
rm

at
io

n 
is

 
as

su
m

ed
 o

r d
on

e 
in

 
an

 a
d 

ho
c 

w
ay

.

 □
A

llo
ca

tio
n 

of
 

re
sp

on
si

bi
lit

y 
an

d 
ac

co
un

ta
bi

lit
y 

fo
r 

in
fo

rm
at

io
n 

pr
ot

ec
tio

n 
is

 d
on

e 
in

fo
rm

al
ly.

 □
In

di
vi

du
al

s 
as

su
m

e 
re

sp
on

si
bi

lit
y 

fo
r p

ro
te

ct
in

g 
in

fo
rm

at
io

n.

 □
Th

er
e 

is
 c

on
fu

si
on

 
ab

ou
t w

ho
 is

 
re

sp
on

si
bl

e 
an

d 
ac

co
un

ta
bl

e 
fo

r 
in

fo
rm

at
io

n 
pr

ot
ec

tio
n 

w
he

n 
is

su
es

 a
ris

e.

 □
A

cc
ou

nt
ab

ili
ty

 a
nd

 
re

sp
on

si
bi

lit
y 

fo
r 

in
fo

rm
at

io
n 

pr
ot

ec
tio

n 
ha

ve
 b

ee
n 

fo
rm

al
ly

 
as

si
gn

ed
 a

nd
 

do
cu

m
en

te
d.

 □
In

fo
rm

at
io

n 
ow

ne
rs

 
ha

ve
 b

ee
n 

fo
rm

al
ly

 
as

si
gn

ed
 a

nd
 

do
cu

m
en

te
d.

  

 □
In

fo
rm

at
io

n 
ow

ne
rs

 
ar

e 
id

en
tifi

 e
d,

 b
ut

 m
ay

 
no

t h
av

e 
su

ffi 
ci

en
t 

au
th

or
ity

 to
 fu

lfi 
ll 

th
ei

r 
re

sp
on

si
bi

lit
ie

s.

 □
In

fo
rm

at
io

n 
pr

ot
ec

tio
n 

pr
oc

es
s 

ow
ne

rs
 h

av
e 

th
e 

le
ve

l o
f a

ut
ho

rit
y 

re
qu

ire
d 

to
 fu

lfi 
ll 

th
ei

r 
re

sp
on

si
bi

lit
ie

s.

 □
IT

 s
ta

ff 
ha

ve
 th

e 
le

ve
l 

of
 a

ut
ho

rit
y 

re
qu

ire
d 

to
 im

pl
em

en
t, 

op
er

at
e 

an
d 

en
fo

rc
e 

po
lic

ie
s 

an
d 

pr
oc

ed
ur

es
 

re
la

te
d 

to
 in

fo
rm

at
io

n 
pr

ot
ec

tio
n.

 □
In

fo
rm

at
io

n 
pr

ot
ec

tio
n 

pr
oc

es
s 

ow
ne

rs
 a

re
 

em
po

w
er

ed
 to

 m
ak

e 
de

ci
si

on
s 

an
d 

to
 

ta
ke

 a
ct

io
n.

 □
In

fo
rm

at
io

n 
pr

ot
ec

tio
n 

pr
oc

es
s 

ow
ne

rs
 e

sc
al

at
e 

is
su

es
, a

cc
or

di
ng

 to
 

a 
de
fi n

ed
 e

sc
al

at
io

n 
pr

oc
es

s.
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PROCESS

Policies, Plans and Procedures

 □
In

fo
rm

at
io

n 
pr

ot
ec

tio
n 

ac
tiv

iti
es

 o
cc

ur
 in

 
is

ol
at

io
n 

an
d 

ar
e 

ba
se

d 
up

on
 in

di
vi

du
al

 
IT

 s
ta

ff 
pr

ac
tic

es
.

 □
P

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 fo

r 
in

fo
rm

at
io

n 
pr

ot
ec

tio
n 

ha
ve

 n
ot

 b
ee

n 
de
fi n

ed
.

 □
In

st
an

ce
s 

of
 v

iru
s 

in
fe

ct
io

ns
 a

nd
 lo

ss
 o

f 
in

fo
rm

at
io

n,
 th

ro
ug

h 
lo

ss
 o

f s
to

ra
ge

 m
ed

ia
 

an
d 

ex
ch

an
ge

, 
ar

e 
id

en
tifi

 e
d 

on
ly

 
w

he
n 

br
ou

gh
t t

o 
th

e 
at

te
nt

io
n 

of
 IT

 s
ta

ff.

 □
C

om
m

on
 a

nd
 

in
fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r 

in
fo

rm
at

io
n 

pr
ot

ec
tio

n 
ar

e 
de
fi n

ed
, b

ut
 n

ot
 

do
cu

m
en

te
d.

 □
C

om
pl

ia
nc

e 
w

ith
 in

fo
rm

at
io

n 
pr

ot
ec

tio
n 

po
lic

ie
s 

an
d 

pr
oc

ed
ur

es
 is

 
le

ft 
to

 th
e 

in
di

vi
du

al
’s

 
di

sc
re

tio
n.

 □
R

ep
ea

ta
bl

e 
pr

oc
es

se
s 

fo
r 

m
an

ag
in

g 
vi

ru
s 

pr
ot

ec
tio

n,
 

in
fo

rm
at

io
n 

st
or

ag
e 

m
ed

ia
 

an
d 

ex
ch

an
ge

s 
of

 
in

fo
rm

at
io

n 
ex

is
t. 

 

 □
B

as
ic

 re
qu

ire
m

en
ts

 
fo

r i
nf

or
m

at
io

n 
pr

ot
ec

tio
n 

co
nt

ro
ls

 
ar

e 
do

cu
m

en
te

d 
at

 a
 

ba
si

c 
le

ve
l.

 □
Fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r k

ey
 

in
fo

rm
at

io
n 

pr
ot

ec
tio

n 
pr

oc
es

se
s 

ha
ve

 b
ee

n 
de
fi n

ed
, d

oc
um

en
te

d 
an

d 
co

m
m

un
ic

at
ed

.

 □
P

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 a

re
 

ba
se

d 
up

on
 g

en
er

al
ly

 
ac

ce
pt

ed
 g

oo
d 

pr
ac

tic
es

.

 □
P

ro
ce

du
re

s 
co

ve
r 

an
tiv

iru
s 

co
nt

ro
ls

 
an

d 
m

ec
ha

ni
sm

s 
to

 
pr

ot
ec

t i
nf

or
m

at
io

n 
m

ed
ia

 a
nd

 in
fo

rm
at

io
n 

ex
ch

an
ge

s.

 □
Fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r a

ll 
in

fo
rm

at
io

n 
pr

ot
ec

tio
n 

pr
oc

es
se

s 
ar

e 
de
fi n

ed
, d

oc
um

en
te

d 
an

d 
re

gu
la

rly
 

re
vi

ew
ed

.

 □
IT

 le
ad

er
sh

ip
 

ap
pr

ov
es

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 
fo

r i
nf

or
m

at
io

n 
pr

ot
ec

tio
n.

 □
P

ro
ce

du
re

s 
in

cl
ud

e 
pr

ov
is

io
ns

 to
 

en
su

re
 th

at
 v

iru
s,

 
m

ed
ia

 p
ro

te
ct

io
n 

an
d 

in
fo

rm
at

io
n 

ex
ch

an
ge

 c
on

tro
ls

 
ar

e 
im

pl
em

en
te

d 
ac

co
rd

in
g 

to
 p

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
.

 □
A

nt
iv

iru
s 

pr
ot

ec
tio

n 
an

d 
in

fo
rm

at
io

n 
m

ed
ia

 c
on

tro
ls

 a
re

 
au

to
m

at
ed

, w
he

n 
po

ss
ib

le
, t

o 
en

su
re

 
co

nt
ro

ls
 a

re
 c

ur
re

nt
.  

 □
G

en
er

al
ly

 a
cc

ep
te

d 
be

st
 p

ra
ct

ic
es

 
an

d 
st

an
da

rd
s 

fo
r i

nf
or

m
at

io
n 

pr
ot

ec
tio

n 
ar

e 
us

ed
 

to
 in

fo
rm

 p
ol

ic
y 

an
d 

pr
oc

ed
ur

e 
de

ve
lo

pm
en

t.

 □
E

xc
ep

tio
ns

 to
 

in
fo

rm
at

io
n 

pr
ot

ec
tio

n 
po

lic
ie

s 
an

d 
pr

oc
ed

ur
es

 
ar

e 
no

tic
ed

 a
nd

 
co

rr
ec

tiv
e 

ac
tio

n 
is

 
ta

ke
n.

 □
In

fo
rm

at
io

n 
pr

ot
ec

tio
n 

po
lic

ie
s 

an
d 

pr
oc

ed
ur

es
 a

re
 

re
gu

la
rly

 re
vi

ew
ed

 
an

d 
im

pr
ov
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PROCESS (continued)

Goal Setting and Measurement

 □
S

om
e 

in
fo

rm
at

io
n 

pr
ot

ec
tio

n 
go

al
s 

ar
e 

se
t a

nd
 m

on
ito

re
d 

in
co

ns
is

te
nt

ly.

 □
In

fo
rm

at
io

n 
pr

ot
ec

tio
n 

go
al

s 
ar

e 
un

cl
ea

r o
r 

va
gu

el
y 

de
fi n

ed
.

 □
In

ve
st

ig
at

io
ns

 in
to

 
co

nt
ro

l f
ai

lu
re

s 
ar

e 
in

co
nc

lu
si

ve
.

 □
P

er
fo

rm
an

ce
 o

f 
in

fo
rm

at
io

n 
pr

ot
ec

tio
n 

is
 m

on
ito

re
d 

in
fo

rm
al

ly.

 □
IT

 le
ad

er
sh

ip
 

pr
ov

id
es

 b
as

ic
 

re
po

rts
 to

 s
en

io
r 

le
ad

er
sh

ip
 a

bo
ut

 th
e 

st
at

e 
of

 in
fo

rm
at

io
n 

pr
ot

ec
tio

n.

 □
In

iti
al

 g
oa

ls
 fo

r 
in

fo
rm

at
io

n 
pr

ot
ec

tio
n  

ar
e 

de
fi n

ed
, b

ut
 

no
t c

le
ar

ly
 li

nk
ed

 
to

 e
du

ca
tio

na
l 

re
qu

ire
m

en
ts

 o
r 

ju
ris

di
ct

io
n 

go
al

s.

 □
In

fo
rm

at
io

n 
pr

ot
ec

tio
n 

is
 m

on
ito

re
d 

re
gu

la
rly

.

 □
Ta

rg
et

s 
an

d 
th

re
sh

ol
ds

 fo
r 

in
fo

rm
at

io
n 

pr
ot

ec
tio

n 
ha

ve
 b

ee
n 

de
fi n

ed
 

an
d 

do
cu

m
en

te
d.

 □
IT

 le
ad

er
sh

ip
 p

ro
vi

de
s 

re
gu

la
r r

ep
or

ts
 to

 
se

ni
or

 le
ad

er
sh

ip
 

ab
ou

t i
nf

or
m

at
io

n 
pr

ot
ec

tio
n.

 □
A

nt
iv

iru
s 

co
nt

ro
ls

 a
re

 
ex

am
in

ed
 re

gu
la

rly
 

to
 e

ns
ur

e 
th

ey
 a

re
 

cu
rr

en
t.

 □
A

n 
in

ve
nt

or
y 

of
 

in
fo

rm
at

io
n 

st
or

ag
e 

m
ed

ia
 is

 a
va

ila
bl

e 
an

d 
cu

rr
en

t. 
 

 □
A 

cu
rr

en
t l

is
t 

of
 e

le
ct

ro
ni

c 
co

m
m

er
ce

 a
nd

 
se

ns
iti

ve
 in

fo
rm

at
io

n 
ex

ch
an

ge
s 

is
 

av
ai

la
bl

e.

 □
In

fo
rm

at
io

n 
pr

ot
ec

tio
n 

m
et

ric
s 

ar
e 

fo
rm

al
ly

 
de
fi n

ed
 a

nd
 

ap
pr

ov
ed

.

 □
M

ea
su

re
s 

of
 th

e 
ef

fe
ct

iv
en

es
s 

of
 in

fo
rm

at
io

n 
pr

ot
ec

tio
n 

po
lic

ie
s 

an
d 

pr
oc

ed
ur

es
 

ar
e 

us
ed

 to
 in

fo
rm

 
de

ci
si

on
 m

ak
in

g 
an

d 
co

nt
in

uo
us

 
im

pr
ov

em
en

t.

 □
In

fo
rm

at
io

n 
pr

ot
ec

tio
n 

co
nt

ro
ls

 a
re

 te
st

ed
 

to
 e

ns
ur

e 
th

at
 th

ey
 

co
m

pl
y 

w
ith

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

.

 □
P

er
fo

rm
an

ce
 

m
an

ag
em

en
t 

is
 in

te
gr

at
ed

 
in

to
 in

fo
rm

at
io

n 
pr

ot
ec

tio
n.

 □
P

ee
r-

 a
nd

 s
ec

to
r-

ba
se

d 
be

nc
hm

ar
ki

ng
 

fo
r i

nf
or

m
at

io
n 

pr
ot

ec
tio

n 
is

 
pe

rfo
rm

ed
.

 □
In

fo
rm

at
io

n 
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Monitor and Report on Information Security
Description
Security monitoring and reporting enable jurisdictions to identify and respond to information security 
issues.  They encompass: 

• security monitoring across the jurisdiction’s IT platforms
• a process to ensure all staff and third parties can identify and report issues
• the procedures used to investigate and follow up on reported security incidents.

Value
• Provides reasonable assurance to jurisdiction leadership and stakeholders that the 

jurisdiction’s information and technology assets are adequately protected.

Goals
• Ensure information regarding potential security issues is collected, analyzed and reported in 

a timely manner.
• Proactively identify potential and actual security incidents in order to prevent or detect and 

address the cause of these incidents.

Target Audience

Primary Secondary
IT Leadership
IT Staff

Senior Leadership

Key Activities
Monitor security by recording and archiving information security events to detect unauthorized 
information processing activities and to verify the effectiveness of security controls.

• Identify and comply with legal requirements applicable to IT’s information security monitoring 
and logging activities.

Report information security events and weaknesses in a timely and effective way to ensure 
they are dealt with promptly.

• Inform all staff and stakeholders of the procedures to report security events that impact the 
security of jurisdiction information systems.

Manage and improve procedures related to information security incidents in order to 
respond to reports of security events and weaknesses in a timely and effective manner.
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The position titles used in this process are for illustration purposes only. The actual titles for the 
various roles will be unique to each school jurisdiction and should be specifi ed in the RACI chart.

Activities

Roles

Monitor security.
Report information 
security events and 
weaknesses.
Manage and 
improve procedures.

RACI Responsibilities
Responsible  – the person or group who is responsible for performing a task
Accountable – the person who is held accountable for the task being complete
   (Ideally, accountability is assigned to only one role for each process.) 
Consulted – the person or group communicated with prior to a task being performed 
Informed – the parties who are notifi ed about an activity before, during or after it is 
   performed.
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PEOPLE (continued)

Skills and Expertise
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rit
y 

lo
gg

in
g 

an
d 

re
po

rti
ng

 
ca

pa
bi

lit
ie

s 
of

 
si

gn
ifi 

ca
nt

 s
ys

te
m

s.
 

 □
IT

 le
ad

er
sh

ip
 a

nd
 

IT
 s

ta
ff 

ha
ve

 th
e 

sk
ill

s 
an

d 
ex

pe
rti

se
 

to
 p

er
fo

rm
 a

ll 
ke

y 
se

cu
rit

y 
m

on
ito

rin
g 

an
d 

re
po

rti
ng

 
pr

oc
es

se
s.

 □
S

ki
ll 

re
qu

ire
m

en
ts

 
fo

r a
ll 

as
pe

ct
s 

of
 

se
cu

rit
y 

m
on

ito
rin

g 
an

d 
re

po
rti

ng
 h

av
e 

be
en

 d
efi

 n
ed

 a
nd

 
do

cu
m

en
te

d.

 □
A 

fo
rm

al
 tr

ai
ni

ng
 p

la
n 

fo
r s

ec
ur

ity
 m

on
ito

rin
g 

an
d 

re
po

rti
ng

 h
as

 
be

en
 d

ev
el

op
ed

.

 □
Fo

rm
al

 tr
ai

ni
ng

 in
 

se
cu

rit
y 

m
on

ito
rin

g 
is

 
av

ai
la

bl
e.

 □
IT

 le
ad

er
sh

ip
 a

nd
 IT

 
st

af
f h

av
e 

th
e 

sk
ill

s 
an

d 
ex

pe
rti

se
 to

 
pe

rfo
rm

 a
ll 

se
cu

rit
y 

m
on

ito
rin

g 
an

d 
re

po
rti

ng
 p

ro
ce

ss
es

.

 □
P

ro
fi c

ie
nc

y 
in

 c
rit

ic
al

 
as

pe
ct

s 
of

 s
ec

ur
ity

 
m

on
ito

rin
g 

an
d 

re
po

rti
ng

 is
 e

ns
ur

ed
 

fo
r i

nd
iv

id
ua

ls
 w

ho
 

pe
rfo

rm
 th

es
e 

pr
oc

es
se

s.

 □
S

ki
ll 

re
qu

ire
m

en
ts

 fo
r 

se
cu

rit
y 

m
on

ito
rin

g 
an

d 
re

po
rti

ng
 a

re
 

re
vi

ew
ed

 a
nd

 u
pd

at
ed

 
on

 a
 re

gu
la

r b
as

is
.

 □
Fo

rm
al

 tr
ai

ni
ng

 fo
r 

se
cu

rit
y 

m
on

ito
rin

g 
an

d 
re

po
rti

ng
 

is
 re

qu
ire

d 
fo

r 
in

di
vi

du
al

s 
w

ho
 

pe
rfo

rm
 th

es
e 

pr
oc

es
se

s.

 □
C

er
tifi

 c
at

io
n 

in
 

se
cu

rit
y 

m
on

ito
rin

g 
an

d 
re

po
rti

ng
 is

 
en

co
ur

ag
ed

 fo
r 

in
di

vi
du

al
s 

w
ho

 
pe

rfo
rm

 th
es

e 
pr

oc
es

se
s.

 □
P

ro
fi c

ie
nc

y 
in

 a
ll 

as
pe

ct
s 

of
 s

ec
ur

ity
 

m
on

ito
rin

g 
an

d 
re

po
rti

ng
 is

 e
ns

ur
ed

 
fo

r i
nd

iv
id

ua
ls

 w
ho

 
pe

rfo
rm

 th
es

e 
pr

oc
es

se
s.

 □
Th

e 
ju

ris
di

ct
io

n 
en

co
ur

ag
es

 fo
rm

al
 

tra
in

in
g 

in
 s

ec
ur

ity
 

m
on

ito
rin

g 
an

d 
re

po
rti

ng
, b

as
ed

 
on

 p
er

so
na

l a
nd

 
ju

ris
di

ct
io

n 
go

al
s.

 □
C

er
tifi

 c
at

io
n 

in
 

se
cu

rit
y 

m
on

ito
rin

g 
an

d 
re

po
rti

ng
 

is
 re

qu
ire

d 
fo

r 
in

di
vi

du
al

s 
w

ho
 

pe
rfo

rm
 th

es
e 

pr
oc

es
se

s.

 □
E

xt
er

na
l e

xp
er

ts
 a

nd
 

in
du

st
ry

 le
ad

er
s 

ar
e 

en
ga

ge
d 

to
 p

ro
vi

de
 

gu
id

an
ce

 a
nd

 
in

pu
t i

nt
o 

se
cu

rit
y 

m
on

ito
rin

g 
an

d 
re

po
rti

ng
 p

ro
ce

ss
es

.
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PEOPLE (continued)

Responsibility and Accountability
 □

A
llo

ca
tio

n 
of

 
re

sp
on

si
bi

lit
y 

fo
r 

m
on

ito
rin

g,
 re

po
rti

ng
 

an
d 

re
sp

on
di

ng
 to

 
se

cu
rit

y 
is

su
es

 is
 

as
su

m
ed

 o
r d

on
e 

in
 

an
 a

d 
ho

c 
w

ay
.

 □
A

llo
ca

tio
n 

of
 

re
sp

on
si

bi
lit

y 
an

d 
ac

co
un

ta
bi

lit
y 

fo
r 

se
cu

rit
y 

m
on

ito
rin

g 
an

d 
re

po
rti

ng
 is

 d
on

e 
in

fo
rm

al
ly.

 □
In

di
vi

du
al

s 
as

su
m

e 
re

sp
on

si
bi

lit
y 

fo
r 

se
cu

rit
y 

m
on

ito
rin

g 
an

d 
re

po
rti

ng
.

 □
Th

er
e 

is
 c

on
fu

si
on

 
ab

ou
t w

ho
 is

 
re

sp
on

si
bl

e 
an

d 
ac

co
un

ta
bl

e 
fo

r 
se

cu
rit

y 
m

on
ito

rin
g 

an
d 

re
po

rti
ng

 w
he

n 
is

su
es

 a
ris

e.

 □
A

cc
ou

nt
ab

ili
ty

 a
nd

 
re

sp
on

si
bi

lit
y 

fo
r 

se
cu

rit
y 

m
on

ito
rin

g 
an

d 
re

po
rti

ng
 h

av
e 

be
en

 fo
rm

al
ly

 
as

si
gn

ed
 a

nd
 

do
cu

m
en

te
d.

  

 □
S

ec
ur

ity
 m

on
ito

rin
g 

an
d 

re
po

rti
ng

 
pr

oc
es

s 
ow

ne
rs

 a
re

 
id

en
tifi

 e
d,

 b
ut

 m
ay

 
no

t h
av

e 
su

ffi 
ci

en
t 

au
th

or
ity

 to
 fu

lfi 
ll 

th
ei

r 
re

sp
on

si
bi

lit
ie

s.

 □
S

ec
ur

ity
 m

on
ito

rin
g 

an
d 

re
po

rti
ng

 p
ro

ce
ss

 
ow

ne
rs

 h
av

e 
th

e 
le

ve
l o

f a
ut

ho
rit

y 
re

qu
ire

d 
to

 fu
lfi 

ll 
th

ei
r 

re
sp

on
si

bi
lit

ie
s.

 □
M

ea
su

re
s 

ar
e 

in
 p

la
ce

 
to

 e
nc

ou
ra

ge
 s

ec
ur

ity
 

in
ci

de
nt

 re
po

rti
ng

.

 □
S

ec
ur

ity
 m

on
ito

rin
g 

an
d 

re
po

rti
ng

 
pr

oc
es

s 
ow

ne
rs

 a
re

 
em

po
w

er
ed

 to
 m

ak
e 

de
ci

si
on

s 
an

d 
to

 
ta

ke
 a

ct
io

n.

 □
S

ec
ur

ity
 m

on
ito

rin
g 

an
d 

re
po

rti
ng

 
pr

oc
es

s 
ow

ne
rs

 
es

ca
la

te
 is

su
es

, 
ac

co
rd

in
g 

to
 a

 
de
fi n

ed
 e

sc
al

at
io

n 
pr

oc
es

s.
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PROCESS

Policies, Plans and Procedures

 □
A

ct
iv

iti
es

 re
la

te
d 

to
 

m
on

ito
rin

g,
 re

po
rti

ng
 

an
d 

re
sp

on
di

ng
 to

 
se

cu
rit

y 
is

su
es

 o
cc

ur
 

in
 is

ol
at

io
n 

an
d 

ar
e 

ba
se

d 
up

on
 in

di
vi

du
al

 
IT

 s
ta

ff 
pr

ac
tic

es
.

 □
S

ec
ur

ity
 is

su
es

 
ar

e 
id

en
tifi

 e
d 

on
ly

 
w

he
n 

br
ou

gh
t t

o 
th

e 
at

te
nt

io
n 

of
 IT

 s
ta

ff.
  

 □
P

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 fo

r 
m

on
ito

rin
g,

 re
po

rti
ng

 
an

d 
re

sp
on

di
ng

 to
 

se
cu

rit
y 

is
su

es
 h

av
e 

no
t b

ee
n 

de
fi n

ed
.

 □
C

om
m

on
 a

nd
 

in
fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r 

se
cu

rit
y 

m
on

ito
rin

g 
an

d 
re

po
rti

ng
 a

re
 

de
fi n

ed
, b

ut
 n

ot
 

do
cu

m
en

te
d.

 □
C

om
pl

ia
nc

e 
w

ith
 

se
cu

rit
y 

m
on

ito
rin

g 
an

d 
re

po
rti

ng
 p

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 is

 
le

ft 
to

 th
e 

in
di

vi
du

al
’s

 
di

sc
re

tio
n.

 □
R

eq
ui

re
m

en
ts

 fo
r 

in
fo

rm
at

io
n 

sy
st

em
s 

in
cl

ud
e 

ba
si

c 
do

cu
m

en
ta

tio
n 

ab
ou

t 
se

cu
rit

y 
m

on
ito

rin
g 

an
d 

re
po

rti
ng

.

 □
Th

ird
-p

ar
ty

 
se

cu
rit

y 
m

on
ito

rin
g 

an
d 

re
po

rti
ng

 
re

qu
ire

m
en

ts
 a

re
 

m
an

ag
ed

 in
fo

rm
al

ly.

 □
Fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r k

ey
 

se
cu

rit
y 

m
on

ito
rin

g 
an

d 
re

po
rti

ng
 

pr
oc

es
se

s 
ha

ve
 b

ee
n 

de
fi n

ed
, d

oc
um

en
te

d 
an

d 
co

m
m

un
ic

at
ed

.

 □
P

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 a

re
 

ba
se

d 
up

on
 g

en
er

al
ly

 
ac

ce
pt

ed
 g

oo
d 

pr
ac

tic
es

.

 □
P

ro
ce

du
re

s 
ou

tli
ne

 m
on

ito
rin

g,
 

id
en

tif
yi

ng
, r

ep
or

tin
g 

an
d 

re
sp

on
di

ng
 to

 
in

fo
rm

at
io

n 
se

cu
rit

y 
ev

en
ts

 a
nd

 in
ci

de
nt

s.
  

 □
Fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r a

ll 
se

cu
rit

y 
m

on
ito

rin
g 

an
d 

re
po

rti
ng

 
pr

oc
es

se
s 

ar
e 

de
fi n

ed
, d

oc
um

en
te

d 
an

d 
re

gu
la

rly
 

re
vi

ew
ed

.

 □
S

en
io

r l
ea

de
rs

hi
p 

ap
pr

ov
es

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r 

se
cu

rit
y 

m
on

ito
rin

g 
an

d 
re

po
rti

ng
.

 □
G

en
er

al
ly

 a
cc

ep
te

d 
be

st
 p

ra
ct

ic
es

 fo
r 

se
cu

rit
y 

m
on

ito
rin

g 
an

d 
re

po
rti

ng
 a

re
 

us
ed

 to
 in

fo
rm

 p
ol

ic
y 

an
d 

pr
oc

ed
ur

e 
de

ve
lo

pm
en

t.

 □
E

xc
ep

tio
ns

 to
 

se
cu

rit
y 

m
on

ito
rin

g 
an

d 
re

po
rti

ng
 

ar
e 

no
tic

ed
 a

nd
 

co
rr

ec
tiv

e 
ac

tio
n 

is
 

ta
ke

n.

 □
S

ec
ur

ity
 m

on
ito

rin
g 

an
d 

re
po

rti
ng

 
pr

oc
ed

ur
es

 a
re

 
re

gu
la

rly
 re

vi
ew

ed
 

an
d 

im
pr

ov
ed

.
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PROCESS (continued)

Goal Setting and Measurement

 □
S

om
e 

go
al

s 
fo

r 
m

on
ito

rin
g,

 re
po

rti
ng

 
an

d 
re

sp
on

di
ng

 to
 

se
cu

rit
y 

is
su

es
 a

re
 

se
t a

nd
 m

on
ito

re
d 

in
co

ns
is

te
nt

ly.

 □
G

oa
ls

 fo
r m

on
ito

rin
g,

 
re

po
rti

ng
 a

nd
 

re
sp

on
di

ng
 to

 
se

cu
rit

y 
is

su
es

 a
re

 
un

cl
ea

r o
r v

ag
ue

ly
 

de
fi n

ed
.

 □
In

ve
st

ig
at

io
ns

 in
to

 
se

cu
rit

y 
in

ci
de

nt
s,

 
if 

pe
rfo

rm
ed

, a
re

 
in

co
nc

lu
si

ve
.

 □
P

er
fo

rm
an

ce
 o

f 
se

cu
rit

y 
m

on
ito

rin
g 

an
d 

re
po

rti
ng

 is
 

m
on

ito
re

d 
in

fo
rm

al
ly.

 □
IT

 le
ad

er
sh

ip
 

pr
ov

id
es

 b
as

ic
 

re
po

rts
 to

 s
en

io
r 

le
ad

er
sh

ip
 a

bo
ut

 
se

cu
rit

y 
m

on
ito

rin
g 

an
d 

re
po

rti
ng

.

 □
Lo

gg
in

g 
an

d 
ot

he
r 

sy
st

em
 m

on
ito

rin
g 

is
 

pe
rio

di
ca

lly
 re

vi
ew

ed
 

to
 e

ns
ur

e 
th

ey
 a

re
 

op
er

at
io

na
l. 

 □
In

iti
al

 g
oa

ls
 fo

r 
se

cu
rit

y 
m

on
ito

rin
g 

an
d 

re
po

rti
ng

 
ar

e 
de
fi n

ed
, b

ut
 

no
t c

le
ar

ly
 li

nk
ed

 
to

 e
du

ca
tio

na
l 

re
qu

ire
m

en
ts

 o
r 

ju
ris

di
ct

io
n 

go
al

s.

 □
S

ec
ur

ity
 m

on
ito

rin
g 

an
d 

re
po

rti
ng

 a
re

 
m

on
ito

re
d 

re
gu

la
rly

.

 □
Ta

rg
et

s 
an

d 
th

re
sh

ol
ds

 fo
r 

se
cu

rit
y 

m
on

ito
rin

g 
an

d 
re

po
rti

ng
 h

av
e 

be
en

 d
efi

 n
ed

 a
nd

 
do

cu
m

en
te

d.

 □
Th

e 
nu

m
be

r o
f 

se
cu

rit
y 

ev
en

ts
 a

nd
 

in
ci

de
nt

s 
is

 re
po

rte
d.

 □
Th

e 
nu

m
be

r a
nd

 
se

ve
rit

y 
of

 s
ec

ur
ity

 
in

ci
de

nt
s 

th
at

 re
su

lt 
in

 a
 re

sp
on

se
 a

re
 

re
po

rte
d.

 □
S

ec
ur

ity
 lo

gs
 a

re
 

an
al

yz
ed

 to
 id

en
tif

y 
tre

nd
s.

 □
IT

 s
ta

ff 
pr

ov
id

e 
IT

 
le

ad
er

sh
ip

 w
ith

 
re

gu
la

r r
ep

or
ts

 a
bo

ut
 

se
cu

rit
y 

m
on

ito
rin

g.

 □
IT

 le
ad

er
sh

ip
 p

ro
vi

de
s 

se
ni

or
 le

ad
er

sh
ip

 w
ith

 
re

gu
la

r r
ep

or
ts

 a
bo

ut
 

se
cu

rit
y 

m
on

ito
rin

g.

 □
S

ec
ur

ity
 m

on
ito

rin
g 

an
d 

re
po

rti
ng

 m
et

ric
s 

ar
e 

fo
rm

al
ly

 d
efi

 n
ed

 
an

d 
ap

pr
ov

ed
.

 □
M

ea
su

re
s 

of
 th

e 
ef

fe
ct

iv
en

es
s 

of
 

se
cu

rit
y 

m
on

ito
rin

g 
an

d 
re

po
rti

ng
 a

re
 

us
ed

 to
 in

fo
rm

 
de

ci
si

on
 m

ak
in

g 
an

d 
co

nt
in

uo
us

 
im

pr
ov

em
en

t.

 □
S

ec
ur

ity
 m

on
ito

rin
g 

an
d 

re
po

rti
ng

 
pr

oc
es

se
s 

ar
e 

as
se

ss
ed

, o
n 

a 
re

gu
la

r b
as

is
, t

o 
en

su
re

 c
om

pl
ia

nc
e 

w
ith

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

.

 □
P

er
fo

rm
an

ce
 

m
an

ag
em

en
t i

s 
in

te
gr

at
ed

 in
to

 
se

cu
rit

y 
m

on
ito

rin
g 

an
d 

re
po

rti
ng

.

 □
P

ee
r-

 a
nd

 
se

ct
or

-b
as

ed
 

be
nc

hm
ar

ki
ng

 fo
r 

se
cu

rit
y 

m
on

ito
rin

g 
an

d 
re

po
rti

ng
 is

 
pe

rfo
rm

ed
.

 □
S

ec
ur

ity
 m

on
ito

rin
g 

an
d 

re
po

rti
ng

 
pr

oc
es

se
s 

ar
e 

m
on

ito
re

d 
an

d 
m

ea
su

re
d.
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TOOLS

Tools and Automation

 □
To

ol
s 

m
ay

 e
xi

st
 to

 
su

pp
or

t m
on

ito
rin

g,
 

re
po

rti
ng

 a
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Ensure End User Security 
Description
School jurisdictions rely on end users to ensure the security of information and IT assets.  End users 
must be aware of their responsibilities for information and IT asset security and knowledgeable 
about applicable legislation and jurisdiction policies and procedures.

This process area includes establishing and managing expected behaviours of individuals who 
access and interact with the jurisdiction’s IT services.

Value
• Provides reasonable assurance to jurisdiction leadership and stakeholders that end user 

security is appropriately managed.

Goals
• Ensure that all jurisdiction staff members, including IT staff, understand their responsibilities 

and interact with, use, enable and support IT services in an ethical and appropriate manner.

Target Audience

Primary Secondary
Senior Leadership
IT Leadership

School Administrators
IT Staff

Key Activities
Identify and address security responsibilities in job descriptions, confi dentiality, non-
disclosure or acceptable use agreements prior to employment or provision of access to IT 
services.

• Identify and regularly review requirements for Confi dentiality Agreements, Non-disclosure 
Agreements or Acceptable Use Agreements.

• Implement a process to ensure that information security responsibilities are described 
appropriately and are regularly maintained in job descriptions.

Ensure that end users of jurisdiction IT services understand their responsibilities for 
protecting sensitive information.

• Require end user commitment to meet assigned information security roles and responsibilities 
while using the jurisdiction’s IT services.

• Raise awareness of security threats, responsibilities and liabilities among end users, including 
contractors and third party users of jurisdiction IT services.

• Provide end users, including contractors and other third parties, with appropriate, relevant 
and ongoing education and training for security procedures and the correct use of IT services.

• Establish and maintain a formal disciplinary process to handle information security breaches.

Defi ne and assign responsibilities to manage end user access during new hire, employment 
or contract termination, change of employment or student transfer out of the jurisdiction.

Adequately screen end users of jurisdiction IT services, including staff, contractors and other 
third-party users, prior to providing access to jurisdiction IT services.

• Implement a process to ensure that all changes, including termination, to end users’ ability to 
use IT services are performed in a timely and controlled manner.
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ty• Implement a process to ensure that all jurisdiction and school information and IT assets are 

returned upon termination or change of employment.

RACI Chart
The position titles used in this process are for illustration purposes only. The actual titles for the 
various roles will be unique to each school jurisdiction and should be specifi ed in the RACI chart.

Activities

Roles

Identify and 
address security 
responsibilities.
Adequately screen 
end users.
Ensure that all end 
users of jurisdiction 
IT services 
understand their 
responsibilities for 
protecting sensitive 
information.
Defi ne and assign 
responsibilities for 
end user access.

RACI Responsibilities
Responsible  – the person or group who is responsible for performing a task
Accountable – the person who is held accountable for the task being complete
   (Ideally, accountability is assigned to only one role for each process.) 
Consulted – the person or group communicated with prior to a task being performed 
Informed – the parties who are notifi ed about an activity before, during or after it is 
   performed.
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Awareness, Understanding and Communication
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PEOPLE (continued)

Skills and Expertise
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ire
d 

fo
r 

in
di

vi
du

al
s 

w
ho

 
pe

rfo
rm

 th
es

e 
pr

oc
es

se
s.

 □
C

er
tifi

 c
at

io
n 

in
 

en
d 

us
er

 s
ec

ur
ity

 
is

 e
nc

ou
ra

ge
d 

fo
r 

in
di

vi
du

al
s 

w
ho

 
pe

rfo
rm

 th
es

e 
pr

oc
es

se
s.

 □
P

ro
fi c

ie
nc

y 
in

 a
ll 

as
pe

ct
s 

of
 e

ns
ur

in
g 

en
d 

us
er

 s
ec

ur
ity

 
is

 e
ns

ur
ed

 fo
r 

in
di

vi
du

al
s 

w
ho

 
pe

rfo
rm

 th
es

e 
pr

oc
es

se
s.

 □
Th

e 
ju

ris
di

ct
io

n 
en

co
ur

ag
es

 fo
rm

al
 

tra
in

in
g 

in
 e

ns
ur

in
g 

en
d 

us
er

 s
ec

ur
ity

, 
ba

se
d 

on
 p

er
so

na
l 

an
d 

ju
ris

di
ct

io
n 

go
al

s.

 □
C

er
tifi

 c
at

io
n 

in
 

en
su

rin
g 

en
d 

us
er

 
se

cu
rit

y 
is

 re
qu

ire
d 

fo
r i

nd
iv

id
ua

ls
 w

ho
 

pe
rfo

rm
 th

es
e 

pr
oc

es
se

s.

 □
E

xt
er

na
l e

xp
er

ts
 a

nd
 

in
du

st
ry

 le
ad

er
s 

ar
e 

en
ga

ge
d 

to
 p

ro
vi

de
 

gu
id

an
ce

 a
nd

 in
pu

t 
in

to
 p

ro
ce

ss
es

 to
 

en
su

re
 e

nd
 u

se
r 

se
cu

rit
y.
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PEOPLE (continued)

Responsibility and Accountability
 □

A
llo

ca
tio

n 
of

 
re

sp
on

si
bi

lit
y 

fo
r 

en
d 

us
er

 s
ec

ur
ity

 is
 

as
su

m
ed

 o
r d

on
e 

in
 

an
 a

d 
ho

c 
w

ay
.

 □
A

llo
ca

tio
n 

of
 

re
sp

on
si

bi
lit

y 
an

d 
ac

co
un

ta
bi

lit
y 

fo
r e

ns
ur

in
g 

en
d 

us
er

 s
ec

ur
ity

 a
nd

 
en

fo
rc

in
g 

en
d 

us
er

 
se

cu
rit

y 
po

lic
ie

s 
is

 
do

ne
 in

fo
rm

al
ly.

 □
In

di
vi

du
al

s 
as

su
m

e 
re

sp
on

si
bi

lit
y 

fo
r 

en
su

rin
g 

en
d 

us
er

 
se

cu
rit

y.

 □
Th

er
e 

is
 c

on
fu

si
on

 
ab

ou
t w

ho
 is

 
re

sp
on

si
bl

e 
an

d 
ac

co
un

ta
bl

e 
fo

r 
en

su
rin

g 
en

d 
us

er
 

se
cu

rit
y 

w
he

n 
is

su
es

 
ar

is
e.

 □
A

cc
ou

nt
ab

ili
ty

 a
nd

 
re

sp
on

si
bi

lit
y 

fo
r 

en
d 

us
er

 s
ec

ur
ity

 
ha

ve
 b

ee
n 

fo
rm

al
ly

 
as

si
gn

ed
 a

nd
 

do
cu

m
en

te
d.

 □
E

nd
 u

se
r s

ec
ur

ity
 

pr
oc

es
s 

ow
ne

rs
 a

re
 

id
en

tifi
 e

d,
 b

ut
 m

ay
 

no
t h

av
e 

su
ffi 

ci
en

t 
au

th
or

ity
 to

 fu
lfi 

ll 
th

ei
r 

re
sp

on
si

bi
lit

ie
s.

 □
E

nd
 u

se
r s

ec
ur

ity
 

pr
oc

es
s 

ow
ne

rs
 h

av
e 

th
e 

le
ve

l o
f a

ut
ho

rit
y 

re
qu

ire
d 

to
 fu

lfi 
ll 

th
ei

r 
re

sp
on

si
bi

lit
ie

s.

 □
IT

 s
ta

ff 
ha

ve
 th

e 
le

ve
l o

f a
ut

ho
rit

y 
to

 
im

pl
em

en
t, 

op
er

at
e 

an
d 

en
fo

rc
e 

po
lic

ie
s 

an
d 

pr
oc

ed
ur

es
 

re
la

te
d 

to
 e

nd
 u

se
r 

se
cu

rit
y.

 □
E

nd
 u

se
r s

ec
ur

ity
 

pr
oc

es
s 

ow
ne

rs
 a

re
 

em
po

w
er

ed
 to

 m
ak

e 
de

ci
si

on
s 

an
d 

to
 

ta
ke

 a
ct

io
n.

 □
E

nd
 u

se
r s

ec
ur

ity
 

pr
oc

es
s 

ow
ne

rs
 

es
ca

la
te

 is
su

es
, 

ac
co

rd
in

g 
to

 a
 

de
fi n

ed
 e

sc
al

at
io

n 
pr

oc
es

s.
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S
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A
tt
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s

M
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 D
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 M
an
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ed

5:
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PROCESS

Policies, Plans and Procedures

 □
E

nd
 u

se
r s

ec
ur

ity
 

ac
tiv

iti
es

 o
cc

ur
 in

 
is

ol
at

io
n 

an
d 

ar
e 

ba
se

d 
up

on
 in

di
vi

du
al

 
IT

 s
ta

ff 
an

d 
en

d 
us

er
 

pr
ac

tic
es

.

 □
P

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 fo

r e
nd

 
us

er
 s

ec
ur

ity
 a

re
 

un
de
fi n

ed
.

 □
In

st
an

ce
s 

of
 e

nd
 

us
er

 s
ec

ur
ity

 is
su

es
 

ar
e 

id
en

tifi
 e

d 
on

ly
 

w
he

n 
br

ou
gh

t t
o 

th
e 

at
te

nt
io

n 
of

 IT
 s

ta
ff.

 □
C

om
m

on
 a

nd
 

in
fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r 

en
su

rin
g 

en
d 

us
er

 
se

cu
rit

y 
ar

e 
de
fi n

ed
, 

bu
t n

ot
 d

oc
um

en
te

d.

 □
C

om
pl

ia
nc

e 
w

ith
 

po
lic

ie
s 

an
d 

pr
oc

ed
ur

es
 fo

r 
en

su
rin

g 
en

d 
us

er
 

se
cu

rit
y 

is
 le

ft 
to

 
th

e 
in

di
vi

du
al

’s
 

di
sc

re
tio

n.

 □
A

gr
ee

m
en

ts
, s

uc
h 

as
 A

cc
ep

ta
bl

e 
U

se
 A

gr
ee

m
en

ts
, 

C
on
fi d

en
tia

lit
y 

A
gr

ee
m

en
ts

 a
nd

 
N

on
-d

is
cl

os
ur

e 
A

gr
ee

m
en

ts
, a

re
 

re
vi

ew
ed

 a
nd

 re
vi

se
d 

pe
rio

di
ca

lly
.

 □
IT

 s
ta

ff 
an

d 
H

R
 

st
af

f c
ol

la
bo

ra
te

 
in

fo
rm

al
ly

 to
 e

ns
ur

e 
th

at
 e

nd
 u

se
r s

ec
ur

ity
 

is
su

es
 a

re
 m

an
ag

ed
 

ap
pr

op
ria

te
ly.

 □
Fo

rm
al

 p
ol

ic
ie

s,
 

pr
oc

ed
ur

es
 a

nd
 

pr
oc

es
se

s 
th

at
 

de
fi n

e 
ac

ce
pt

ab
le

 
co

nt
ro

ls
 fo

r e
nd

 u
se

r 
se

cu
rit

y 
ha

ve
 b

ee
n 

do
cu

m
en

te
d.

  

 □
IT

 a
nd

 H
R

 p
ro

ce
du

re
s 

fo
r e

nd
 u

se
r s

ec
ur

ity
 

ar
e 

cr
os

s 
re

fe
re

nc
ed

 
to

 e
ns

ur
e 

co
ns

is
te

nc
y.

 □
P

ro
ce

du
re

s 
co

ve
r 

th
e 

cr
ea

tio
n 

of
 n

ew
 

en
d 

us
er

 a
cc

ou
nt

s,
 

m
ig

ra
tio

n 
of

 e
nd

 
us

er
s 

to
 n

ew
 ro

le
s 

an
d 

te
rm

in
at

io
n 

of
 

ac
co

un
ts

 a
s 

w
el

l 
as

 re
gu

la
r r

ev
ie

w
 

an
d 

re
vi

si
on

 o
f 

ag
re

em
en

ts
, s

uc
h 

as
 A

cc
ep

ta
bl

e 
U

se
 A

gr
ee

m
en

ts
, 

C
on
fi d

en
tia

lit
y 

A
gr

ee
m

en
ts

 a
nd

 
N

on
-d

is
cl

os
ur

e 
A

gr
ee

m
en

ts
.

 □
Fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r a

ll 
en

d 
us

er
 s

ec
ur

ity
 

pr
oc

es
se

s 
ar

e 
de
fi n

ed
, d

oc
um

en
te

d 
an

d 
re

gu
la

rly
 

re
vi

ew
ed

.

 □
S

en
io

r l
ea

de
rs

hi
p 

 
ap

pr
ov

es
 p

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 fo

r e
nd

 
us

er
 s

ec
ur

ity
.

 □
G

en
er

al
ly

 a
cc

ep
te

d 
be

st
 p

ra
ct

ic
es

 
an

d 
st

an
da

rd
s 

fo
r 

en
su

rin
g 

en
d 

us
er

 
se

cu
rit

y 
ar

e 
us

ed
 

to
 in

fo
rm

 p
ol

ic
y 

an
d 

pr
oc

ed
ur

e 
de

ve
lo

pm
en

t.

 □
E

xc
ep

tio
ns

 to
 

en
su

rin
g 

en
d 

us
er

 
se

cu
rit

y 
ar

e 
no

tic
ed

 
an

d 
co

rr
ec

tiv
e 

ac
tio

n 
is

 ta
ke

n.

 □
E

nd
 u

se
r s

ec
ur

ity
 

po
lic

ie
s 

an
d 

pr
oc

ed
ur

es
 a

re
 

re
gu

la
rly

 re
vi

ew
ed

 
an

d 
im

pr
ov

ed
.
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PROCESS (continued)

Goal Setting and Measurement
 □

S
om

e 
en

d 
us

er
 

se
cu

rit
y 

go
al

s 
ar

e 
se

t a
nd

 m
on

ito
re

d 
in

co
ns

is
te

nt
ly.

 □
E

nd
 u

se
r s

ec
ur

ity
 

go
al

s 
ar

e 
un

cl
ea

r o
r 

va
gu

el
y 

de
fi n

ed
.

 □
In

ve
st

ig
at

io
ns

 in
to

 
en

d 
us

er
 s

ec
ur

ity
 

in
ci

de
nt

s 
ar

e 
in

co
nc

lu
si

ve
, i

f 
pe

rfo
rm

ed
.

 □
P

ro
ce

ss
es

 to
 e

ns
ur

e 
en

d 
us

er
 s

ec
ur

ity
 a

re
 

m
on

ito
re

d 
in

fo
rm

al
ly.

 □
E

nd
 u

se
r a

cc
ou

nt
s 

ar
e 

pe
rio

di
ca

lly
 

ch
ec

ke
d 

to
 e

ns
ur

e 
th

ey
 a

re
 p

ro
pe

rly
 

m
an

ag
ed

 a
nd

 
co

nfi
 g

ur
ed

.

 □
Is

su
es

 re
la

te
d 

to
 

in
ap

pr
op

ria
te

 u
se

 
of

 s
ch

oo
l a

ut
ho

rit
y 

te
ch

no
lo

gy
 re

so
ur

ce
s 

ar
e 

do
cu

m
en

te
d 

an
d 

ar
ch

iv
ed

 
oc

ca
si

on
al

ly.

 □
E

nd
 u

se
r s

ec
ur

ity
 is

 
m

on
ito

re
d 

re
gu

la
rly

.

 □
Ta

rg
et

s 
an

d 
th

re
sh

ol
ds

 fo
r e

nd
 

us
er

 s
ec

ur
ity

 h
av

e 
be

en
 d

efi
 n

ed
 a

nd
 

do
cu

m
en

te
d.

 □
Th

e 
nu

m
be

r a
nd

 
se

ve
rit

y 
of

 e
nd

 u
se

r 
se

cu
rit

y 
in

ci
de

nt
s 

an
d 

re
la

te
d 

se
cu

rit
y 

ev
en

ts
 a

nd
 in

ci
de

nt
s 

ar
e 

re
po

rte
d 

to
 s

en
io

r 
le

ad
er

sh
ip

 a
nd

 IT
 

le
ad

er
sh

ip
.

 □
E

nd
 u

se
r s

ec
ur

ity
 

m
et

ric
s 

ar
e 

fo
rm

al
ly

 
de
fi n

ed
 a

nd
 

ap
pr

ov
ed

.

 □
M

ea
su

re
s 

of
 th

e 
ef

fe
ct

iv
en

es
s 

of
 e

nd
 

us
er

 s
ec

ur
ity

 p
ol

ic
ie

s 
ar

e 
us

ed
 to

 in
fo

rm
 

de
ci

si
on

 m
ak

in
g 

an
d 

co
nt

in
uo

us
 

im
pr

ov
em

en
t.

 □
E

nd
 u

se
r s

ec
ur

ity
 

co
nt

ro
ls

 a
re

 te
st

ed
 

to
 e

ns
ur

e 
th

at
 th

ey
 

co
m

pl
y 

w
ith

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

.

 □
In

ve
st

ig
at

io
ns

 
an

d 
ev

id
en

ce
 o

f 
en

d 
us

er
 s

ec
ur

ity
 

po
lic

y 
br

ea
ch

es
 a

re
 

co
ns

is
te

nt
ly

 tr
ac

ke
d 

an
d 

re
po

rte
d.

 □
P

er
fo

rm
an

ce
 

m
an

ag
em

en
t i

s 
in

te
gr

at
ed

 in
to

 
en

su
rin

g 
en

d 
us

er
 

se
cu

rit
y.

 □
P

ee
r-

 a
nd

 s
ec

to
r-

ba
se

d 
be

nc
hm

ar
ki

ng
 

fo
r e

ns
ur

in
g 

en
d 

us
er

 s
ec

ur
ity

 is
 

pe
rfo

rm
ed

.

 □
E

nd
 u

se
r s

ec
ur

ity
 

pr
oc

es
se

s 
ar

e 
m

on
ito

re
d 

an
d 

m
ea

su
re

d.
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TOOLS

Tools and Automation

 □
To

ol
s 

m
ay

 e
xi

st
 to

 
su

pp
or

t e
nd

 u
se

r 
se

cu
rit

y 
pr

oc
es

se
s;

 
th

ey
 a

re
 g

en
er

al
ly

 
ba

se
d 

up
on

 s
ta

nd
ar

d 
de

sk
to

p 
to

ol
s.

 □
Th

er
e 

is
 n

o 
fo

rm
al

 
ap

pr
oa

ch
 to

 u
si

ng
 

to
ol

s 
to

 s
up

po
rt 

en
d 

us
er

 s
ec

ur
ity

 
pr

oc
es

se
s.

 □
B

as
ic

 to
ol

s 
an

d 
te

m
pl

at
es

 to
 e

ns
ur

e 
en

d 
us

er
 s

ec
ur

ity
 

ha
ve

 b
ee

n 
de

ve
lo

pe
d 

an
d 

im
pl

em
en

te
d.

 □
C

om
m

on
 a

pp
ro

ac
he

s 
to

 th
e 

us
e 

of
 to

ol
s 

to
 e

ns
ur

e 
en

d 
us

er
 s

ec
ur

ity
 a

re
 

em
er

gi
ng

.

 □
E

nd
 u

se
r p

er
m

is
si

on
s 

an
d 

ac
ce

ss
 a

re
 

m
an

ag
ed

, u
si

ng
 

pr
ofi

 le
s 

de
fi n

ed
 

by
 e

nd
 u

se
r 

re
sp

on
si

bi
lit

y.

 □
E

nd
 u

se
r s

ec
ur

ity
 

in
ci

de
nt

s 
ar

e 
in

ve
st

ig
at

ed
 

m
an

ua
lly

.

 □
A 

fo
rm

al
 p

la
n 

is
 

de
ve

lo
pe

d 
to

 a
cq

ui
re

 
an

d 
im

pl
em

en
t t

oo
ls

 
to

 s
up

po
rt 

en
d 

us
er

 
se

cu
rit

y 
m

an
ag

em
en

t

 □
Th

e 
ba

si
c 

le
ve

l o
f 

fu
nc

tio
na

lit
y 

in
 to

ol
s 

an
d 

te
m

pl
at

es
 fo

r 
en

d 
us

er
 s

ec
ur

ity
 

m
an

ag
em

en
t i

s 
us

ed
.

 □
To

ol
s 

in
 u

se
 a

re
 n

ot
 

fu
lly

 in
te

gr
at

ed
.

 □
U

se
 o

f a
ut

om
at

ed
 

to
ol

s 
to

 s
up

po
rt 

en
d 

us
er

 m
on

ito
rin

g 
an

d 
in

ve
st

ig
at

io
ns

 is
 

em
er

gi
ng

.

 □
To

ol
s 

to
 s

up
po

rt 
en

d 
us

er
 s

ec
ur

ity
 h

av
e 

be
en

 im
pl

em
en

te
d.

 □
In

te
gr

at
io

n 
of

 to
ol

s 
to

 s
up

po
rt 

en
d 

us
er

 
se

cu
rit

y 
is

 e
m

er
gi

ng
.

 □
Th

er
e 

is
 a

 fo
rm

al
 a

nd
 

st
ru

ct
ur

ed
 a

pp
ro

ac
h 

to
 u

si
ng

 to
ol

s 
to

 
su

pp
or

t e
nd

 u
se

r 
se

cu
rit

y.

 □
To

ol
s 

ar
e 

us
ed

 in
 k

ey
 

ar
ea

s 
to

 a
ut

om
at

e 
an

d 
fo

rm
al

iz
e 

en
d 

us
er

 s
ec

ur
ity

.

 □
E

nd
 u

se
r s

ec
ur

ity
 

in
ci

de
nt

s 
ar

e 
co

ns
is

te
nt

ly
 tr

ac
ke

d 
an

d 
in

ve
st

ig
at

ed
, 

us
in

g 
au

to
m

at
ed

 
to

ol
s.

 □
A 

st
an

da
rd

iz
ed

 a
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Manage System Vulnerabilities 
Description
Threats to information security are constantly evolving and changing.  A proactive approach to 
monitoring the environment for threats and responding accordingly is necessary to limit system down-
time and to prevent loss of information confi dentiality, integrity or availability.  The implementation of 
system and vulnerability management controls supports this proactive approach.

This process area includes monitoring the environment for new and emerging threats to information 
security, and implementing and managing measures to address threats.

Value
• Provides reasonable assurance to jurisdiction leadership and stakeholders that risks 

associated with system vulnerabilities are appropriately managed.

Goals
• Ensure that jurisdiction information systems remain secure and free of vulnerabilities, at a 

cost that is proportionate to the identifi ed risks.  
• Reduce technical issues that could result in losses due to inadvertent or intentional exploitation 

of information system weaknesses.

Target Audience

Primary Secondary
IT Leadership Senior Leadership

IT Staff

Key Activities
Manage technical vulnerabilities by obtaining timely information about system vulnerabilities and 
responding in an effective, systematic and repeatable way.

• Implement a process to obtain timely information about technical vulnerabilities, evaluate the 
jurisdiction’s exposure to such vulnerabilities and take appropriate measures to address the 
associated risk.

• Monitor, measure and report on this objective to provide assurance that it is being effectively 
managed.

Manage cryptographic controls by implementing a policy for the use of cryptographic controls 
within the jurisdiction to maximize benefi ts and to prevent inappropriate or incorrect use of controls.

• Implement a process to manage cryptographic keys and mechanisms, and to protect against 
modifi cation, loss, destruction or unauthorized disclosure.

Ensure security of system fi les and source codes by implementing a process to control the 
installation of software on operational systems.

• Implement a process to monitor and supervise outsourced software development.

Protect sensitive data in test environments by selecting test data carefully and by using it in a 
controlled manner.
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The position titles used in this process are for illustration purposes only. The actual titles for the 
various roles will be unique to each school jurisdiction and should be specifi ed in the RACI chart.

Activities

Roles

Ensure security of 
system fi les.
Protect sensitive 
data.
Manage technical 
vulnerabilities.
Manage 
cryptographic 
controls.

RACI Responsibilities
Responsible  – the person or group who is responsible for performing a task
Accountable – the person who is held accountable for the task being complete
   (Ideally, accountability is assigned to only one role for each process.) 
Consulted – the person or group communicated with prior to a task being performed 
Informed – the parties who are notifi ed about an activity before, during or after it is 
   performed.
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PEOPLE (continued)

Skills and Expertise
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Responsibility and Accountability
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Manage End User Identity and Access 
Description
School jurisdictions implement policies to balance access to information with the need for security 
and privacy.  These policies are supported through effective end user identity and access processes.

This process area includes controlling access to the jurisdiction’s information and to the jurisdiction’s 
physical IT assets and facilities.

Value
• Ensures that authorized end users have timely and appropriate access to information 

systems.
• Reduces the risk of loss of confi dentiality, integrity or availability of jurisdiction information.

Goals
• Manage the allocation and use of access rights to the jurisdiction’s IT services and physical 

assets.

Target Audience

Primary Secondary
IT Leadership Senior Leadership

School Administrators
IT Staff

Key Activities
For a school jurisdiction to achieve these benefi ts, there are some key activities that should be 
considered and documented, with clear roles and responsibilities assigned.

Control access to jurisdiction information and information-processing facilities by 
implementing a policy, based upon administration and education requirements, security 
requirements and jurisdiction policies for information dissemination and authorization.

Manage end user access to jurisdictional information systems and services by implementing a 
process to control the allocation of access rights, from the initial registration of new end users to 
the fi nal de-registration of end users who no longer require access.

Manage end user passwords by controlling allocation of passwords through implementation of a 
formal process.
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The position titles used in this process are for illustration purposes only. The actual titles for the 
various roles will be unique to each school jurisdiction and should be specifi ed in the RACI chart.

Activities

Roles

Control access 
to jurisdiction 
information and 
information-
processing facilities.
Manage end user 
access.
Manage end user 
passwords

RACI Responsibilities
Responsible  – the person or group who is responsible for performing a task
Accountable – the person who is held accountable for the task being complete
   (Ideally, accountability is assigned to only one role for each process.) 
Consulted – the person or group communicated with prior to a task being performed 
Informed – the parties who are notifi ed about an activity before, during or after it is 
   performed.
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ep

ea
ta

bl
e

3:
 D

efi
 n

ed
4:

 M
an

ag
ed

5:
 O

pt
im

iz
ed

PEOPLE

Awareness, Understanding and Communication

 □
IT

 le
ad

er
sh

ip
 is

 
aw

ar
e 

of
 th

e 
ne

ed
 fo

r 
a 

fo
rm

al
 a

pp
ro

ac
h 

to
 

id
en

tit
y 

an
d 

ac
ce

ss
 

m
an

ag
em

en
t.

 □
Th

e 
ne

ed
 fo

r a
 

fo
rm

al
 a

pp
ro

ac
h 

to
 

id
en

tit
y 

an
d 

ac
ce

ss
 

m
an

ag
em

en
t i

s 
co

m
m

un
ic

at
ed

 
in

co
ns

is
te

nt
ly.

 □
Id

en
tit

y 
an

d 
ac

ce
ss

 
m

an
ag

em
en

t 
is

 d
is

cu
ss

ed
 in

 
re

sp
on

se
 to

 is
su

es
 

or
 re

qu
es

ts
 fo

r 
in

fo
rm

at
io

n 
fro

m
 

se
ni

or
 le

ad
er

sh
ip

.

 □
C

om
m

un
ic

at
io

n 
to

 
st

ak
eh

ol
de

rs
 a

bo
ut

 
id

en
tit

y 
an

d 
ac

ce
ss

 
m

an
ag

em
en

t i
s 

sp
or

ad
ic

 a
nd

 u
su

al
ly

 
in

 re
sp

on
se

 to
 is

su
es

.

 □
S

en
io

r l
ea

de
rs

hi
p 

is
 

aw
ar

e 
of

 th
e 

ne
ed

 
to

 m
an

ag
e 

en
d 

us
er

 
id

en
tit

y 
an

d 
ac

ce
ss

.

 □
IT

 le
ad

er
sh

ip
 

un
de

rs
ta

nd
s 

th
e 

re
qu

ire
m

en
ts

 fo
r 

m
an

ag
in

g 
en

d 
us

er
 

id
en

tit
y 

an
d 

ac
ce

ss
.

 □
Th

e 
ne

ed
 fo

r 
id

en
tit

y 
an

d 
ac

ce
ss

 
m

an
ag

em
en

t i
s 

co
m

m
un

ic
at

ed
 

co
ns

is
te

nt
ly.

 □
P

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 fo

r 
id

en
tit

y 
an

d 
ac

ce
ss

 
m

an
ag

em
en

t 
ar

e 
pe

rio
di

ca
lly

 
co

m
m

un
ic

at
ed

 to
 

st
ak

eh
ol

de
rs

.

 □
S

en
io

r l
ea

de
rs

hi
p 

is
 a

w
ar

e 
of

 a
cc

es
s 

co
nt

ro
l p

ol
ic

ie
s 

an
d 

th
e 

ra
tio

na
le

 b
eh

in
d 

th
em

.

 □
IT

 s
ta

ff 
un

de
rs

ta
nd

 
th

e 
re

qu
ire

m
en

ts
 fo

r 
id

en
tit

y 
an

d 
ac

ce
ss

 
m

an
ag

em
en

t.

 □
IT

 le
ad

er
sh

ip
 a

nd
 

IT
 s

ta
ff 

di
sc

us
s 

id
en

tit
y 

an
d 

ac
ce

ss
 

m
an

ag
em

en
t o

n 
a 

re
gu

la
r b

as
is

.

 □
C

om
m

un
ic

at
io

n 
to

 
st

ak
eh

ol
de

rs
 a

bo
ut

 
id

en
tit

y 
an

d 
ac

ce
ss

 
m

an
ag

em
en

t o
cc

ur
s 

on
 a

 re
gu

la
r b

as
is

 
an

d 
in

 a
 fo

rm
al

 w
ay

. 

 □
IT

 le
ad

er
sh

ip
 a

nd
 

IT
 s

ta
ff 

ha
ve

 a
 

co
m

pr
eh

en
si

ve
 

un
de

rs
ta

nd
in

g 
of

 
id

en
tit

y 
an

d 
ac

ce
ss

 
m

an
ag

em
en

t.

 □
C

om
m

un
ic

at
io

n 
to

 s
ta

ke
ho

ld
er

s 
ab

ou
t t

he
 v

al
ue

 o
f 

id
en

tit
y 

an
d 

ac
ce

ss
 

m
an

ag
em

en
t o

cc
ur

s 
on

 a
 re

gu
la

r b
as

is
 

an
d 

in
 a

 fo
rm

al
 w

ay
.

 □
IT

 le
ad

er
sh

ip
 h

as
 

an
 a

dv
an

ce
d 

an
d 

fo
rw

ar
d-

lo
ok

in
g 

un
de

rs
ta

nd
in

g 
of

 
id

en
tit

y 
an

d 
ac

ce
ss

 
m

an
ag

em
en

t 
re

qu
ire

m
en

ts
.

 □
C

om
m

un
ic

at
io

n 
to

 
st

ak
eh

ol
de

rs
 a

bo
ut

 
id

en
tit

y 
an

d 
ac

ce
ss

 
m

an
ag

em
en

t 
is

su
es

 is
 fo

rm
al

 a
nd

 
pr

oa
ct

iv
e,

 w
he

n 
po

ss
ib

le
.
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PEOPLE (continued)

Skills and Expertise

 □
S

om
e 

kn
ow

le
dg

e 
of

 b
es

t p
ra

ct
ic

es
 fo

r 
id

en
tit

y 
an

d 
ac

ce
ss

 
m

an
ag

em
en

t e
xi

st
s 

in
 is

ol
at

io
n.

 □
M

in
im

um
 s

ki
lls

 
re

qu
ire

d 
to

 p
er

fo
rm

 
id

en
tit

y 
an

d 
ac

ce
ss

 
m

an
ag

em
en

t h
av

e 
no

t b
ee

n 
id

en
tifi

 e
d.

 □
Tr

ai
ni

ng
 n

ee
ds

 fo
r 

en
d 

us
er

 id
en

tit
y 

an
d 

ac
ce

ss
 m

an
ag

em
en

t 
ha

ve
 n

ot
 b

ee
n 

id
en

tifi
 e

d.

 □
IT

 le
ad

er
sh

ip
 a

nd
 

IT
 s

ta
ff 

ha
ve

 th
e 

sk
ill

s 
an

d 
ex

pe
rti

se
 

to
 p

er
fo

rm
 b

as
ic

 
id

en
tit

y 
an

d 
ac

ce
ss

 
m

an
ag

em
en

t.

 □
IT

 s
ta

ff 
un

de
rs

ta
nd

 
th

e 
co

nfi
 g

ur
at

io
n 

re
qu

ire
m

en
ts

 fo
r 

op
er

at
in

g 
sy

st
em

 a
nd

 
ap

pl
ic

at
io

n 
ac

ce
ss

 
co

nt
ro

ls
 a

nd
 h

av
e 

th
e 

ex
pe

rti
se

 to
 c

on
fi g

ur
e 

th
es

e 
sy

st
em

s,
 a

s 
re

qu
ire

d.

 □
M

in
im

um
 s

ki
ll 

re
qu

ire
m

en
ts

 to
 

pe
rfo

rm
 id

en
tit

y 
an

d 
ac

ce
ss

 m
an

ag
em

en
t 

ha
ve

 b
ee

n 
id

en
tifi

 e
d.

 □
Tr

ai
ni

ng
 in

 id
en

tit
y 

an
d 

ac
ce

ss
 

m
an

ag
em

en
t i

s 
pr

ov
id

ed
 in

 re
sp

on
se

 
to

 e
m

er
gi

ng
 n

ee
ds

 
or

 re
qu

es
ts

 fr
om

 
in

di
vi

du
al

s.

 □
E

xt
er

na
l a

dv
is

e 
is

 
so

ug
ht

 w
he

n 
ga

ps
 in

 
ex

pe
rti

se
 a

re
 e

vi
de

nt
.

 □
IT

 le
ad

er
sh

ip
 a

nd
 

IT
 s

ta
ff 

ha
ve

 th
e 

sk
ill

s 
an

d 
ex

pe
rti

se
 

to
 p

er
fo

rm
 a

ll 
ke

y 
id

en
tit

y 
an

d 
ac

ce
ss

 
m

an
ag

em
en

t 
pr

oc
es

se
s.

 □
S

ki
ll 

re
qu

ire
m

en
ts

 
fo

r a
ll 

as
pe

ct
s 

of
 

id
en

tit
y 

an
d 

ac
ce

ss
 

m
an

ag
em

en
t h

av
e 

be
en

 d
efi

 n
ed

 a
nd

 
do

cu
m

en
te

d.

 □
A 

fo
rm

al
 tr

ai
ni

ng
 

pl
an

 fo
r i

de
nt

ity
 a

nd
 

ac
ce

ss
 m

an
ag

em
en

t 
ha

s 
be

en
 d

ev
el

op
ed

.

 □
Fo

rm
al

 tr
ai

ni
ng

 in
 

id
en

tit
y 

an
d 

ac
ce

ss
 

m
an

ag
em

en
t i

s 
av

ai
la

bl
e.

 □
IT

 le
ad

er
sh

ip
 a

nd
 

IT
 s

ta
ff 

ha
ve

 th
e 

sk
ill

s 
an

d 
ex

pe
rti

se
 

to
 p

er
fo

rm
 a

ll 
id

en
tit

y 
an

d 
ac

ce
ss

 
m

an
ag

em
en

t 
pr

oc
es

se
s.

 □
P

ro
fi c

ie
nc

y 
in

 
cr

iti
ca

l a
sp

ec
ts

 o
f 

id
en

tit
y 

an
d 

ac
ce

ss
 

m
an

ag
em

en
t 

is
 e

ns
ur

ed
 fo

r 
in

di
vi

du
al

s 
w

ho
 

pe
rfo

rm
 th

es
e 

pr
oc

es
se

s.

 □
S

ki
ll 

re
qu

ire
m

en
ts

 fo
r 

id
en

tit
y 

an
d 

ac
ce

ss
 

m
an

ag
em

en
t a

re
 

re
vi

ew
ed

 a
nd

 u
pd

at
ed

 
on

 a
 re

gu
la

r b
as

is
.

 □
Fo

rm
al

 tr
ai

ni
ng

 fo
r 

id
en

tit
y 

an
d 

ac
ce

ss
 

m
an

ag
em

en
t 

is
 re

qu
ire

d 
fo

r 
in

di
vi

du
al

s 
w

ho
 

pe
rfo

rm
 th

es
e 

pr
oc

es
se

s.

 □
C

er
tifi

 c
at

io
n 

in
 

id
en

tit
y 

an
d 

ac
ce

ss
 

m
an

ag
em

en
t i

s 
en

co
ur

ag
ed

 fo
r 

in
di

vi
du

al
s 

w
ho

 
pe

rfo
rm

 th
es

e 
pr

oc
es

se
s.

 □
P

ro
fi c

ie
nc

y 
in

 
al

l a
sp

ec
ts

 o
f 

id
en

tit
y 

an
d 

ac
ce

ss
 

m
an

ag
em

en
t 

is
 e

ns
ur

ed
 fo

r 
in

di
vi

du
al

s 
w

ho
 

pe
rfo

rm
 th

es
e 

pr
oc

es
se

s.

 □
Th

e 
ju

ris
di

ct
io

n 
en

co
ur

ag
es

 
fo

rm
al

 tr
ai

ni
ng

 in
 

id
en

tit
y 

an
d 

ac
ce

ss
 

m
an

ag
em

en
t, 

ba
se

d 
on

 p
er

so
na

l a
nd

 
ju

ris
di

ct
io

n 
go

al
s.

 □
C

er
tifi

 c
at

io
n 

in
 

id
en

tit
y 

an
d 

ac
ce

ss
 

m
an

ag
em

en
t 

is
 re

qu
ire

d 
fo

r 
in

di
vi

du
al

s 
w

ho
 

pe
rfo

rm
 th

es
e 

pr
oc

es
se

s.

 □
E

xt
er

na
l e

xp
er

ts
 a

nd
 

in
du

st
ry

 le
ad

er
s 

ar
e 

en
ga

ge
d 

to
 p

ro
vi

de
 

gu
id

an
ce

 a
nd

 in
pu

t 
in

to
 id

en
tit

y 
an

d 
ac

ce
ss

 m
an

ag
em

en
t 

pr
oc

es
se

s.
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PEOPLE (continued)

Responsibility and Accountability
 □

A
llo

ca
tio

n 
of

 
re

sp
on

si
bi

lit
y 

fo
r 

id
en

tit
y 

an
d 

ac
ce

ss
 

m
an

ag
em

en
t i

s 
as

su
m

ed
 o

r d
on

e 
in

 
an

 a
d 

ho
c 

w
ay

.

 □
A

llo
ca

tio
n 

of
 

re
sp

on
si

bi
lit

y 
an

d 
ac

co
un

ta
bi

lit
y 

fo
r 

id
en

tit
y 

an
d 

ac
ce

ss
 

m
an

ag
em

en
t i

s 
do

ne
 

in
fo

rm
al

ly.

 □
In

di
vi

du
al

s 
as

su
m

e 
re

sp
on

si
bi

lit
y 

fo
r 

id
en

tit
y 

an
d 

ac
ce

ss
 

m
an

ag
em

en
t.

 □
Th

er
e 

is
 c

on
fu

si
on

 
ab

ou
t w

ho
 is

 
re

sp
on

si
bl

e 
an

d 
ac

co
un

ta
bl

e 
fo

r 
id

en
tit

y 
an

d 
ac

ce
ss

 
m

an
ag

em
en

t w
he

n 
is

su
es

 a
ris

e.

 □
A

cc
ou

nt
ab

ili
ty

 a
nd

 
re

sp
on

si
bi

lit
y 

fo
r 

id
en

tit
y 

an
d 

ac
ce

ss
 

m
an

ag
em

en
t h

av
e 

be
en

 fo
rm

al
ly

 
as

si
gn

ed
 a

nd
 

do
cu

m
en

te
d.

 □
Id

en
tit

y 
an

d 
ac

ce
ss

 
m

an
ag

em
en

t 
pr

oc
es

s 
ow

ne
rs

 a
re

 
id

en
tifi

 e
d,

 b
ut

 m
ay

 
no

t h
av

e 
su

ffi 
ci

en
t 

au
th

or
ity

 to
 fu

lfi 
ll 

th
ei

r 
re

sp
on

si
bi

lit
ie

s.

 □
Id

en
tit

y 
an

d 
ac

ce
ss

 
m

an
ag

em
en

t p
ro

ce
ss

 
ow

ne
rs

 h
av

e 
th

e 
le

ve
l o

f a
ut

ho
rit

y 
re

qu
ire

d 
to

 fu
lfi 

ll 
th

ei
r 

re
sp

on
si

bi
lit

ie
s.

 □
IT

 s
ta

ff 
ha

ve
 th

e 
le

ve
l 

of
 a

ut
ho

rit
y 

re
qu

ire
d 

to
 im

pl
em

en
t, 

op
er

at
e 

an
d 

en
fo

rc
e 

po
lic

ie
s 

an
d 

pr
oc

ed
ur

es
 fo

r 
id

en
tit

y 
an

d 
ac

ce
ss

 
m

an
ag

em
en

t.

 □
Id

en
tit

y 
an

d 
ac

ce
ss

 
m

an
ag

em
en

t 
pr

oc
es

s 
ow

ne
rs

 a
re

 
em

po
w

er
ed

 to
 m

ak
e 

de
ci

si
on

s 
an

d 
to

 
ta

ke
 a

ct
io

n.

 □
Id

en
tit

y 
an

d 
ac

ce
ss

 
m

an
ag

em
en

t 
pr

oc
es

s 
ow

ne
rs

 
es

ca
la

te
 is

su
es

, 
ac

co
rd

in
g 

to
 a

 
de
fi n

ed
 e

sc
al

at
io

n 
pr

oc
es

s.
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PROCESS

Policies, Plans and Procedures

 □
Id

en
tit

y 
an

d 
ac

ce
ss

 
m

an
ag

em
en

t 
ac

tiv
iti

es
 o

cc
ur

 in
 

is
ol

at
io

n 
an

d 
ar

e 
ba

se
d 

up
on

 in
di

vi
du

al
 

IT
 s

ta
ff 

pr
ac

tic
es

.

 □
P

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 to

 
m

an
ag

e 
en

d 
us

er
 

id
en

tit
y 

an
d 

ac
ce

ss
 

m
an

ag
em

en
t a

re
 n

ot
 

de
fi n

ed
.

 □
In

st
an

ce
s 

of
 

in
ap

pr
op

ria
te

 a
cc

es
s 

co
nt

ro
l a

re
 id

en
tifi

 e
d 

on
ly

 w
he

n 
br

ou
gh

t 
to

 th
e 

at
te

nt
io

n 
of

 IT
 

st
af

f. 
 

 □
C

om
m

on
 a

nd
 

in
fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r 

id
en

tit
y 

an
d 

ac
ce

ss
 

m
an

ag
em

en
t a

re
 

de
fi n

ed
, b

ut
 n

ot
 

do
cu

m
en

te
d.

 □
C

om
pl

ia
nc

e 
w

ith
 

id
en

tit
y 

an
d 

ac
ce

ss
 

m
an

ag
em

en
t p

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 is

 
le

ft 
to

 th
e 

in
di

vi
du

al
’s

 
di

sc
re

tio
n.

 □
R

eq
ui

re
m

en
ts

 fo
r 

ac
ce

ss
 c

on
tro

l f
or

 
in

fo
rm

at
io

n 
sy

st
em

s 
an

d 
ap

pl
ic

at
io

ns
 

du
rin

g 
th

e 
de

ve
lo

pm
en

t p
ro

ce
ss

 
ar

e 
do

cu
m

en
te

d 
to

 a
 

ba
si

c 
le

ve
l.

 □
Fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 
fo

r k
ey

 id
en

tit
y 

an
d 

ac
ce

ss
 m

an
ag

em
en

t 
pr

oc
es

se
s 

ha
ve

 b
ee

n 
de
fi n

ed
, d

oc
um

en
te

d 
an

d 
co

m
m

un
ic

at
ed

.

 □
P

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 a

re
 

ba
se

d 
up

on
 g

en
er

al
ly

 
ac

ce
pt

ed
 g

oo
d 

pr
ac

tic
es

.

 □
P

ro
ce

du
re

s 
in

cl
ud

e 
m

an
ag

in
g 

en
d 

us
er

 
ac

co
un

ts
.

 □
Fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 
fo

r a
ll 

id
en

tit
y 

an
d 

ac
ce

ss
 m

an
ag

em
en

t 
pr

oc
es

se
s 

ar
e 

de
fi n

ed
, d

oc
um

en
te
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Protect Networks
Description
End users connect to computer networks to access information and applications, and to communicate 
with others.  Network connections are vulnerable to weaknesses in their design and deployment, 
particularly when they are available for remote and mobile users.

This process area includes identifi cation and management of network vulnerabilities.

Value
• Provides reasonable assurance to jurisdiction leadership and stakeholders that network-

related risks are appropriately managed.

Goals
• Ensure that authorized end users have timely and appropriate network access to information 

systems while reducing the potential for loss of information confi dentiality, integrity or 
availability.

Target Audience

Primary Secondary
IT Leadership Senior Leadership

IT Staff

Key Activities

Manage and control network security by implementing a policy that balances security risks and 
jurisdiction requirements with appropriate end user access to jurisdiction networks and network 
services.

Control network access by implementing controls to prevent unauthorized access to the 
jurisdiction’s networked services.

RACI Chart
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sThe position titles used in this process are for illustration purposes only. The actual titles for the 
various roles will be unique to each school jurisdiction and should be specifi ed in the RACI chart.

Activities

Roles

Manage and control 
network security.
Control network 
access.
Implement a process 
to authenticate 
remote and mobile 
end users.
Implement a process 
to identify and 
remove equipment 
not permitted to 
connect to the 
network.
Implement a process 
to ensure that 
ports, services and 
similar facilities are 
accessible only as 
required.
Implement a process 
to segregate 
information services, 
end users and 
information systems 
on networks.

RACI Responsibilities
Responsible  – the person or group who is responsible for performing a task
Accountable – the person who is held accountable for the task being complete
   (Ideally, accountability is assigned to only one role for each process.) 
Consulted – the person or group communicated with prior to a task being performed 
Informed – the parties who are notifi ed about an activity before, during or after it is 
   performed.
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Awareness, Understanding and Communication
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ec
tio

n 
is

 w
id

es
pr

ea
d 

th
ro

ug
ho

ut
 th

e 
ju

ris
di

ct
io

n.

 □
C

om
m

un
ic

at
io

n 
to

 
st

ak
eh

ol
de

rs
 a

bo
ut

 
ne

tw
or

k 
pr

ot
ec

tio
n 

is
 fo

rm
al

 a
nd

 
pr

oa
ct

iv
e,

 w
he

n 
po

ss
ib

le
.
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PEOPLE (continued)

Skills and Expertise

 □
S

om
e 

kn
ow

le
dg

e 
of

 fo
rm

al
 n

et
w

or
k 

pr
ot

ec
tio

n 
ap

pr
oa

ch
es

 e
xi

st
s 

in
 

is
ol

at
io

n.

 □
M

in
im

um
 s

ki
lls

 
re

qu
ire

d 
to

 p
er

fo
rm

 
ne

tw
or

k 
pr

ot
ec

tio
n 

ha
ve

 n
ot

 b
ee

n 
id

en
tifi

 e
d.

 □
Tr

ai
ni

ng
 n

ee
ds

 fo
r 

ne
tw

or
k 

pr
ot

ec
tio

n 
ha

ve
 n

ot
 b

ee
n 

id
en

tifi
 e

d.

 □
IT

 le
ad

er
sh

ip
 a

nd
 

IT
 s

ta
ff 

ha
ve

 th
e 

sk
ill

s 
an

d 
ex

pe
rti

se
 

to
 p

er
fo

rm
 b

as
ic

 
ne

tw
or

k 
pr

ot
ec

tio
n.

 □
M

in
im

um
 s

ki
ll 

re
qu

ire
m

en
ts

 to
 

pe
rfo

rm
 n

et
w

or
k 

pr
ot

ec
tio

n 
ha

ve
 b

ee
n 

id
en

tifi
 e

d.

 □
Tr

ai
ni

ng
 in

 n
et

w
or

k 
pr

ot
ec

tio
n 

is
 p

ro
vi

de
d 

in
 re

sp
on

se
 to

 
em

er
gi

ng
 n

ee
ds

 
or

 re
qu

es
ts

 fr
om

 
in

di
vi

du
al

s.

 □
IT

 le
ad

er
sh

ip
 a

nd
 

IT
 s

ta
ff 

ha
ve

 th
e 

sk
ill

s 
an

d 
ex

pe
rti

se
 

to
 p

er
fo

rm
 a

ll 
ke

y 
ne

tw
or

k 
pr

ot
ec

tio
n 

pr
oc

es
se

s.

 □
S

ki
ll 

re
qu

ire
m

en
ts

 fo
r 

al
l a

sp
ec

ts
 o

f n
et

w
or

k 
pr

ot
ec

tio
n 

ha
ve

 
be

en
 d

efi
 n

ed
 a

nd
 

do
cu

m
en

te
d.

 □
A 

fo
rm

al
 tr

ai
ni

ng
 p

la
n 

fo
r n

et
w

or
k 

pr
ot

ec
tio

n 
ha

s 
be

en
 d

ev
el

op
ed

.

 □
Fo

rm
al

 tr
ai

ni
ng

 in
 

ne
tw

or
k 

pr
ot

ec
tio

n 
is

 
av

ai
la

bl
e.

 □
IT

 le
ad

er
sh

ip
 a

nd
 IT

 
st

af
f h

av
e 

th
e 

sk
ill

s 
an

d 
ex

pe
rti

se
 to

 
pe

rfo
rm

 a
ll 

ne
tw

or
k 

pr
ot

ec
tio

n 
pr

oc
es

se
s.

 □
P

ro
fi c

ie
nc

y 
in

 c
rit

ic
al

 
as

pe
ct

s 
of

 n
et

w
or

k 
pr

ot
ec

tio
n 

is
 e

ns
ur

ed
 

fo
r i

nd
iv

id
ua

ls
 w

ho
 

pe
rfo

rm
 th

es
e 

ta
sk

s.

 □
S

ki
ll 

re
qu

ire
m

en
ts

 fo
r 

ne
tw

or
k 

pr
ot

ec
tio

n 
ar

e 
re

vi
ew

ed
 a

nd
 

up
da

te
d 

on
 a

 re
gu

la
r 

ba
si

s.

 □
Fo

rm
al

 tr
ai

ni
ng

 fo
r 

ne
tw

or
k 

pr
ot

ec
tio

n 
is

 re
qu

ire
d 

fo
r 

in
di

vi
du

al
s 

w
ho

 
pe

rfo
rm

 th
es

e 
ta

sk
s.

 □
C

er
tifi

 c
at

io
n 

in
 

ne
tw

or
k 

pr
ot

ec
tio

n 
is

 e
nc

ou
ra

ge
d 

fo
r 

in
di

vi
du

al
s 

w
ho

 
pe

rfo
rm

 th
es

e 
ta

sk
s.

 □
P

ro
fi c

ie
nc

y 
in

 a
ll 

as
pe

ct
s 

of
 n

et
w

or
k 

pr
ot

ec
tio

n 
is

 e
ns

ur
ed

 
fo

r i
nd

iv
id

ua
ls

 w
ho

 
pe

rfo
rm

 th
es

e 
pr

oc
es

se
s.

 □
Th

e 
ju

ris
di

ct
io

n 
en

co
ur

ag
es

 fo
rm

al
 

tra
in

in
g 

in
 n

et
w

or
k 

pr
ot

ec
tio

n,
 b

as
ed

 
on

 p
er

so
na

l a
nd

 
ju

ris
di

ct
io

n 
go

al
s.

 □
C

er
tifi

 c
at

io
n 

in
 

ne
tw

or
k 

pr
ot

ec
tio

n 
is

 re
qu

ire
d 

fo
r 

in
di

vi
du

al
s 

w
ho

 
pe

rfo
rm

 th
es

e 
ta

sk
s.

 □
E

xt
er

na
l e

xp
er

ts
 

an
d 

in
du

st
ry

 le
ad

er
s 

ar
e 

en
ga

ge
d 

to
 

pr
ov

id
e 

gu
id

an
ce

 
an

d 
in

pu
t i

nt
o 

ne
tw

or
k 

pr
ot

ec
tio

n 
pr

oc
es

se
s.



230 School Technology Services Self-Evaluation Guide: Information Security Management

A
tt

ri
bu

te
s

M
at

ur
ity

 L
ev

el
1:

 In
iti

al
2:

 R
ep

ea
ta

bl
e

3:
 D

efi
 n

ed
4:

 M
an

ag
ed

5:
 O

pt
im

iz
ed

PEOPLE (continued)

Responsibility and Accountability
 □

A
llo

ca
tio

n 
of

 
re

sp
on

si
bi

lit
y 

fo
r 

ne
tw

or
k 

pr
ot

ec
tio

n 
is

 
as

su
m

ed
 o

r d
on

e 
in

 
an

 a
d 

ho
c 

w
ay

.

 □
A

llo
ca

tio
n 

of
 

re
sp

on
si

bi
lit

y 
an

d 
ac

co
un

ta
bi

lit
y 

fo
r 

ne
tw

or
k 

pr
ot

ec
tio

n 
is

 
do

ne
 in

fo
rm

al
ly.

 □
In

di
vi

du
al

s 
as

su
m

e 
re

sp
on

si
bi

lit
y 

fo
r 

ne
tw

or
k 

pr
ot

ec
tio

n.

 □
Th

er
e 

is
 c

on
fu

si
on

 
ab

ou
t w

ho
 is

 
re

sp
on

si
bl

e 
an

d 
ac

co
un

ta
bl

e 
fo

r 
ne

tw
or

k 
pr

ot
ec

tio
n 

w
he

n 
is

su
es

 a
ris

e.

 □
A

cc
ou

nt
ab

ili
ty

 a
nd

 
re

sp
on

si
bi

lit
y 

fo
r 

ne
tw

or
k 

pr
ot

ec
tio

n 
ha

ve
 b

ee
n 

fo
rm

al
ly

 
as

si
gn

ed
 a

nd
 

do
cu

m
en

te
d.

 □
N

et
w

or
k 

pr
ot

ec
tio

n 
pr

oc
es

s 
ow

ne
rs

 a
re

 
id

en
tifi

 e
d,

 b
ut

 m
ay

 
no

t h
av

e 
su

ffi 
ci

en
t 

au
th

or
ity

 to
 fu

lfi 
ll 

th
ei

r 
re

sp
on

si
bi

lit
ie

s.

 □
N

et
w

or
k 

pr
ot

ec
tio

n 
pr

oc
es

s 
ow

ne
rs

 h
av

e 
th

e 
le

ve
l o

f a
ut

ho
rit

y 
re

qu
ire

d 
to

 fu
lfi 

ll 
th

ei
r 

re
sp

on
si

bi
lit

ie
s.

 □
IT

 s
ta

ff 
ha

ve
 th

e 
le

ve
l 

of
 a

ut
ho

rit
y 

re
qu

ire
d 

to
 im

pl
em

en
t, 

op
er

at
e 

an
d 

en
fo

rc
e 

po
lic

ie
s 

an
d 

pr
oc

ed
ur

es
 

re
la

te
d 

to
 n

et
w

or
k 

pr
ot

ec
tio

n.

 □
N

et
w

or
k 

pr
ot

ec
tio

n 
pr

oc
es

s 
ow

ne
rs

 a
re

 
em

po
w

er
ed

 to
 m

ak
e 

de
ci

si
on

s 
an

d 
to

 
ta

ke
 a

ct
io

n.

 □
N

et
w

or
k 

pr
ot

ec
tio

n 
pr

oc
es

s 
ow

ne
rs

 
es

ca
la

te
 is

su
es

, 
ac

co
rd

in
g 

to
 a

 
de
fi n

ed
 e

sc
al

at
io

n 
pr

oc
es

s.
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PROCESS

Policies, Plans and Procedures

 □
N

et
w

or
k 

pr
ot

ec
tio

n 
ac

tiv
iti

es
 o

cc
ur

 in
 

is
ol

at
io

n 
an

d 
ar

e 
ba

se
d 

up
on

 in
di

vi
du

al
 

IT
 s

ta
ff 

pr
ac

tic
es

.

 □
P

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 fo

r 
ne

tw
or

k 
pr

ot
ec

tio
n 

ar
e 

un
de
fi n

ed
.

 □
C

om
m

on
 a

nd
 

in
fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r 

ne
tw

or
k 

pr
ot

ec
tio

n 
ar

e 
de
fi n

ed
, b

ut
 n

ot
 

do
cu

m
en

te
d.

 □
C

om
pl

ia
nc

e 
w

ith
 

ne
tw

or
k 

pr
ot

ec
tio

n 
po

lic
ie

s 
an

d 
pr

oc
ed

ur
es

 is
 le

ft 
to

 th
e 

in
di

vi
du

al
’s

 
di

sc
re

tio
n.

 □
Fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r k

ey
 

ne
tw

or
k 

pr
ot

ec
tio

n 
pr

oc
es

se
s 

ha
ve

 b
ee

n 
de
fi n

ed
, d

oc
um

en
te

d 
an

d 
co

m
m

un
ic

at
ed

.

 □
P

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
 a

re
 

ba
se

d 
up

on
 g

en
er

al
ly

 
ac

ce
pt

ed
 b

es
t 

pr
ac

tic
es

.

 □
P

ro
ce

du
re

s 
co

ve
r 

ne
tw

or
k 

se
cu

rit
y 

m
an

ag
em

en
t, 

ne
tw

or
k 

ac
ce

ss
 c

on
tro

l a
nd

 
re

m
ot

e 
ac

ce
ss

.

 □
Fo

rm
al

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r a

ll 
ne

tw
or

k 
pr

ot
ec

tio
n 

pr
oc

es
se

s 
ar

e 
de
fi n

ed
, d

oc
um

en
te

d 
an

d 
re

gu
la

rly
 

re
vi

ew
ed

.

 □
IT

 le
ad

er
sh

ip
 

ap
pr

ov
es

 p
ol

ic
ie

s 
an

d 
pr

oc
ed

ur
es

 fo
r 

ne
tw

or
k 

pr
ot

ec
tio

n.

 □
C

om
pl

ia
nc

e 
w

ith
 

ne
tw

or
k 

pr
ot

ec
tio

n 
po

lic
y 

re
qu

ire
m

en
ts

 
an

d 
pr

oc
ed

ur
es

 is
 

in
te

gr
at

ed
 in

to
 th

e 
se

rv
ic

e 
m

an
ag

em
en

t 
lif

e 
cy

cl
e.

 □
G

en
er

al
ly

 a
cc

ep
te

d 
be

st
 p

ra
ct

ic
es

 
an

d 
st

an
da

rd
s 

fo
r 

ne
tw

or
k 

pr
ot

ec
tio

n 
ar

e 
us

ed
 to

 in
fo

rm
 

po
lic

y 
an

d 
pr

oc
ed

ur
e 

de
ve

lo
pm

en
t.

 □
E

xc
ep

tio
ns

 to
 

ne
tw

or
k 

pr
ot

ec
tio

n 
po

lic
ie

s 
an

d 
pr

oc
ed

ur
es

 a
re

 
no

tic
ed

 a
nd

 
co

rr
ec

tiv
e 

ac
tio

n 
is

 
ta

ke
n.

 □
N

et
w

or
k 

pr
ot

ec
tio

n 
po

lic
ie

s 
an

d 
pr

oc
ed

ur
es

 a
re

 
re

gu
la

rly
 re

vi
ew

ed
 

an
d 

im
pr

ov
ed

.
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PROCESS (continued)

Goal Setting and Measurement
 □

S
om

e 
ne

tw
or

k 
pr

ot
ec

tio
n 

go
al

s 
ar

e 
se

t a
nd

 m
on

ito
re

d 
in

co
ns

is
te

nt
ly.

 □
N

et
w

or
k 

pr
ot

ec
tio

n 
go

al
s 

ar
e 

un
cl

ea
r o

r 
va

gu
el

y 
de
fi n

ed
.

 □
N

et
w

or
k 

pr
ot

ec
tio

n 
is

 
m

on
ito

re
d 

in
fo

rm
al

ly.

 □
D

or
m

an
t e

nd
 u

se
r 

ac
co

un
ts

 a
nd

 
ac

ce
ss

es
 e

xi
st

; t
he

y 
ar

e 
de

ac
tiv

at
ed

 a
s 

th
ey

 a
re

 d
is

co
ve

re
d.

  

 □
In

fo
rm

at
io

n 
sy

st
em

s 
ac

ce
ss

 c
on

tro
l 

co
nfi

 g
ur

at
io

n 
an

d 
po

lic
ie

s 
ar

e 
ch

ec
ke

d 
in

fo
rm

al
ly

 b
ef

or
e 

th
ey

 
ar

e 
us

ed
. 

 □
N

et
w

or
k 

pr
ot

ec
tio

n 
is

 
m

on
ito

re
d 

re
gu

la
rly

.

 □
Ta

rg
et

s 
an

d 
th

re
sh

ol
ds

 fo
r n

et
w

or
k 

pr
ot

ec
tio

n 
ha

ve
 

be
en

 d
efi

 n
ed

 a
nd

 
do

cu
m

en
te

d.

 □
N

et
w

or
k 

pr
ot

ec
tio

n 
m

et
ric

s 
ar

e 
fo

rm
al

ly
 

de
fi n

ed
 a

nd
 

ap
pr

ov
ed

.

 □
M

ea
su

re
s 

of
 th

e 
ef

fe
ct

iv
en

es
s 

of
 

ne
tw

or
k 

pr
ot

ec
tio

n 
po

lic
ie

s 
an

d 
pr

oc
ed

ur
es

 a
re

 
us

ed
 to

 in
fo

rm
 

de
ci

si
on

 m
ak

in
g 

an
d 

co
nt

in
uo

us
 

im
pr

ov
em

en
t.

 □
N

et
w

or
k 

pr
ot

ec
tio

n 
co

nt
ro

ls
 a

re
 te

st
ed

 to
 

en
su

re
 th

ey
 c

om
pl

y 
w

ith
 p

ol
ic

ie
s 

an
d 

pr
oc

ed
ur

es
.

 □
P

er
fo

rm
an

ce
 

m
an

ag
em

en
t i

s 
in

te
gr

at
ed

 in
to

 
ne

tw
or

k 
pr

ot
ec

tio
n.

 □
P

ee
r-

 a
nd

 s
ec

to
r-

ba
se

d 
be

nc
hm

ar
ki

ng
 

fo
r n

et
w

or
k 

pr
ot

ec
tio

n 
is

 
pe

rfo
rm

ed
.

 □
N

et
w

or
k 

pr
ot

ec
tio

n 
pr

oc
es

se
s 

ar
e 

m
on

ito
re

d 
an

d 
m

ea
su

re
d.
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TOOLS

Tools and Automation

 □
To

ol
s 

m
ay

 e
xi

st
 to

 
su

pp
or

t n
et

w
or

k 
pr

ot
ec

tio
n;

 th
ey

 a
re

 
ge

ne
ra

lly
 b

as
ed

 o
n 

st
an

da
rd

 d
es

kt
op

 
to

ol
s.

 □
Th

er
e 

is
 n

o 
fo

rm
al

 
ap

pr
oa

ch
 to

 u
si

ng
 

to
ol

s 
to

 s
up

po
rt 

ne
tw

or
k 

pr
ot

ec
tio

n.

 □
To

ol
s 

sp
ec

ifi 
ca

lly
 

de
si

gn
ed

 fo
r n

et
w

or
k 

pr
ot

ec
tio

n 
ar

e 
no

t 
us

ed
.

 □
B

as
ic

 to
ol

s 
an

d 
te

m
pl

at
es

 to
 s

up
po

rt 
ne

tw
or

k 
pr

ot
ec

tio
n 

ha
ve

 b
ee

n 
de

ve
lo

pe
d 

an
d 

im
pl

em
en

te
d.

 □
C

om
m

on
 a

pp
ro

ac
he

s 
to

 th
e 

us
e 

of
 to

ol
s 

to
 s

up
po

rt 
ne

tw
or

k 
pr

ot
ec

tio
n 

ar
e 

em
er

gi
ng

.

 □
M

os
t o

pe
ra

tin
g 

sy
st

em
s 

an
d 

ap
pl

ic
at

io
ns

 in
 u

se
 

ha
ve

 a
cc

es
s 

co
nt

ro
l 

co
nfi

 g
ur

ed
 to

 a
 b

as
ic

 
le

ve
l.

 □
C

om
m

on
 b

ut
 

un
do

cu
m

en
te

d 
ac

ce
ss

 c
on

tro
l 

co
nfi

 g
ur

at
io

n 
se

tti
ng

s 
ar

e 
us

ed
 o

n 
m

os
t 

pl
at

fo
rm

s.

 □
U

se
 o

f a
ut

om
at

ed
 

to
ol

s 
to

 s
up

po
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