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Introduction
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Background

Technology is playing an increasingly important role in the K-12 education system in Alberta.
Together, Alberta Education and school jurisdictions have made significant investments in
Information Technology (IT) to support learning and teaching. Additionally, IT is increasingly used
to support collaboration, sharing, and the effective and efficient administration of education.

As schools incorporate more technology into learning and teaching, and as technology continues
to advance, decisions about technology become increasingly important and more complex. School
jurisdiction leaders not only have to consider the technology itself, but also how they will support it,
what value it provides, and what risks are associated with it. These decisions can have long-term
effects on a school jurisdiction. Jurisdiction IT departments are expected to ensure that:

» |IT decisions support the educational goals of the jurisdiction;

» Financial investments in IT provide the value that users expect;

* The IT department is able to support the chosen directions;

« IT assets, information, and people operate in a safe and secure educational environment;
»  Critical information is communicated within the jurisdiction;

» |T risks are understood and managed; and

* The IT department is continuously improving to support education.

School jurisdiction leaders can benefit from a set of processes that support and guide the
implementation of policies, plans, procedures and organizational structures that are suited to the
individual IT needs of the jurisdiction. The School Technology Self-Evaluation Guide was developed
to help provide guidance to jurisdiction leaders.

Description

The School Technology Services Self-Evaluation Guide is a tool for jurisdictions to self-assess and
develop their own improvement initiatives in three domains of IT management:

» IT Governance - A set of processes centred on ensuring that the expectations of IT are met
and that the risks associated with IT directions are understood and accepted or mitigated.

» IT Service Management - A set of processes centred on the effective and efficient provision
of IT services that focus on the objectives of the organization.

* Information Security - A set of processes used to ensure information and systems are safe
from unauthorized access, use, disclosure, disruption, modification or destruction.

The guide presents a number of high-level processes that will assist jurisdictions in determining
the current state of maturity in each of these three domains, as it has been developed in a maturity
model format. The maturity model can be thought of in much the same way as an educational
rubric, as it provides jurisdiction leadership with a clear set of criteria with which to measure their
current IT practices and provides the opportunity for reflection and improvement.

When using the maturity model, it is not always required or desirable to achieve the highest level of

maturity. Each jurisdiction must decide what level of maturity is most appropriate in any particular
process based on local circumstances and resources.

School Technology Services Self-Evaluation Guide




During the development of this guide, several internationally-recognized frameworks of best
practice were referenced, including Control Objectives for Information and related Technologies
(COBIT) 4.1 and IT Infrastructure Library (ITIL) v3.

Permission to reproduce content from ISO/IEC 27001:2005 and ISO/IEC 27002:2005 is provided
by Standards Council of Canada. No further reproduction is permitted without prior written approval
from Standards Council of Canada.

Target Audiences

The School Technology Services Self-Evaluation Guide is intended for senior leadership and IT
leaders. Other school jurisdiction personnel may need to be consulted to understand the current
level of maturity depending on the process being discussed.

The guide refers to the following roles:

1. Senior leadership (e.g., Superintendent, Deputy/Associate/Assistant Superintendent,
Secretary-Treasurer)

IT leadership (e.g., Associate Superintendent of IT, IT Director, IT Manager)

IT staff (e.g., Technician, Help Desk Analyst, Programmer, Network Analyst)

School administrators (e.g., Principal, Assistant/Vice Principal)

Trustees (e.g., elected member of the school board)

End users (e.g., school jurisdiction personnel, teachers, students and school staff)

Ok wWN

Understanding the Format of the School Technology Services Self-
Evaluation Guide

The School Technology Services Self-Evaluation Guide is divided into three distinct but
interconnected sections:

1. IT Governance (Green);
2. IT Service Management (Blue)
3. Information Security (Pink)

Each of the three sections follows the same format and includes:

« Name of the process - (e.g. Create and Maintain an IT Strategic Plan)

e Description - A general description of what the process is.

e Value - Describes what the value of the process is to the jurisdiction.

e Goals - Describes the intended outcome of the process.

e Audience - Describes who should be involved in defining the maturity level of the process.

e Key Activities - Describes activities that are performed to achieve the goals and to realize
the value of the process.

e RACI chart - Outlines the key activities to be performed as part of the process and
indicates who is Responsible, Accountable, Consulted and Informed during each activity.

Responsible — the person or group who is responsible for performing a task

Accountable — the person who is held accountable for the task being complete (ldeally,
accountability is assigned to only one role for each process.)

Consulted — the person or group communicated with prior to a task being performed
Informed —the parties who are notified about an activity before, during or afteritis performed.

Each school jurisdiction will have unique job roles to represent the individuals who are responsible,
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accountable, consulted or informed about the activities outlined in each RACI chart. For this
reason, the roles section of the RACI chart in each of the processes has been left blank.

The Process Maturity Model

The left side of the maturity model describes the objectives of the process grouped by areas of
focus. The three areas of focus are:

People
People are critical to the implementation, support, maintenance and effective management of IT in
school jurisdictions. The objectives of this area are:

* awareness, understanding and communication
» skills and expertise
» responsibility and accountability.

Process
Process is a particular course of action formalized in documentation and may include measures
used to inform decision making and continuous improvement. The objectives of this area are:

* process, plans and procedures
» goal setting and measurement.

Tools describe what techniques are being used to automate and standardize a process within a
jurisdiction. The objective of this area is:

* Tools and automation.

The top row of each maturity model describes the levels of maturity. Each maturity level is

the foundation for the next level. The desired or required level of maturity will vary between
jurisdictions, based on their size, needs, resources, capability and the alignment of the process
with the jurisdiction’s strategic plan. It is not necessary to assume that a jurisdiction should be at
a Level 5 in all or any processes.

Level 1 — Initial

At this level, processes and specific activities are typically informal or ad hoc. They are generally
reactive in nature and undocumented. Success largely depends upon the capabilities and efforts
of individuals. Processes are not sufficiently defined or understood to allow them to be performed
in a repeatable way. Senior leadership or IT leadership recognizes that issues exist and should be
addressed, but may not communicate this requirement consistently.

Level 2 — Repeatable

At this level, there is awareness among senior leadership and IT leadership that formalized
processes are required and this requirement is communicated consistently. Some processes and
activities are repeatable, but may not be consistently performed. Exceptions to the “way of doing
things” generally are not noticed and, when they are, corrective action is generally not taken.

Level 3 — Defined

At this level, all critical processes have been defined and documented. Stakeholders understand
and accept the need for formal approaches to IT governance, service management and
information security management. IT leadership and IT staff have a solid understanding of

the processes, activities and documentation required. Continuous improvement methods are
emerging.
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Level 4 — Managed

At this level, all activities are defined, documented and communicated for a given process and
are supported by training. Variations in performance of processes are noticed, but corrective
action is not consistently taken.

Level 5 — Optimized

At this level, processes and activities are often automated. There is a focus on improving process
performance through incremental and innovative technological or process changes. Exceptions to
how a process is performed are noticed and analyzed. Corrective action is consistently taken.

Maturity Level

Attributes 1: Initial 2: Repeatable  3: Defined 4: Managed 5: Optimized
o IT leadership o Senior o IT strategic o Senior o Senior
is aware of leadership planning is leadership and leadership
discusses performed IT leadership and IT
IT strategic on a regular understand leadership
planning basis, is the full have a
at senior formalized requirements detailed and
Awareness, leadership and involves for IT strategic forward-
Understanding . . .
and meetings a range of planning. looking
Communication when issues stakeholders. understanding
emerge. of IT strategic

planning,
tactical
planning and
IT portfolio
management.
Skills and
" Expertise
I
esponsibility
% R ibili
and
H_J Accountability
% Policies, Plans
Ll and Procedures
O
@) Goal
ae | Setting and
o Measurement

Note: Sample model is deliberately incomplete.
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Using the School Technology Services Self-Evaluation Guide

The School Technology Services Self-Evaluation Guide describes the attributes of mature IT
Governance, IT Services Management and Information Security Management processes. It does
not describe how these are implemented, or provide specific guidance for the development of policies
and procedures. Instead it is intended to serve as a shared reference to support collaborative work
to improve these processes.

School authority senior leadership and IT leaders can use this guide as the basis for dialogue about
how technology is governed, managed and secured in their school jurisdiction. It can be used to
support target setting, self-assessment, and ongoing monitoring and reporting of improvements.

School authority IT leadership and IT staff can use the guide to engage in process improvement
activities. It can be used to identify capability gaps, and support improvement planning and
monitoring.

The guide can also be used to support collaboration across school authorities. Using the guide as
a common point of reference, school authority personnel can collaboratively develop policies and
processes for use across school authority boundaries.

The guide can be used alongside more detailed standards, such as:

e IT Infrastructure Library (ITIL) v3

* Control Objectives for Information and related Technologies (COBIT) 4.1

e ValIT Framework 2.0

e RiskIT

+ ISO/IEC 27001:2005 Information technology - Security techniques - Information security
systems requirements

+ ISO/IEC 27002:2005 Information technology - Security techniques - Code of practice for
information security management

Questions or Comments?

IF you have any questions or comments, please contact the School Technology Sector, Alberta
Education at (780)427-9001, toll-free within Alberta by calling 310-0000 first.

School Technology Services Self-Evaluation Guide
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IT Governance
Create and Maintain an IT Strategic Plan

Description

An IT Strategic Plan helps jurisdictions ensure that IT resources and investments as well as
jurisdiction strategic goals are coherent and cohesive. This document helps answer the question,
“is IT doing the right things?” IT tactical plans are derived from the IT Strategic Plan and describe
how the strategy will be carried out in greater detail. Tactical planning partially addresses the
question, “is IT doing the things right?”

This process area includes the development and maintenance of the IT Strategic Plan and the
tactical plans that support it.

Value

*  Builds common understanding among stakeholders about how investments in technology
will be used to support the work of the school jurisdiction.

» Ensures that IT operations and initiatives are correctly aligned to jurisdiction strategy.

»  Supports informed decision making, with respect to IT resource allocation and investment.

Goals

« Align IT investments, resources and activities with jurisdiction strategic goals and priorities.
» Ensure that sufficient resources are available to achieve the outcomes stated in the IT
Strategic Plan.

Audience
Primary Secondary
Senior Leadership School Administrators
IT Leadership IT Staff

School Technology Services Self-Evaluation Guide: IT Governance



Key Activities

Ensure there is a clear and direct link between IT goals and jurisdiction objectives.
* Implement a process to enable regular communication and stakeholder involvement in IT
strategic planning.

Assess current capabilities and performance of IT solutions and service delivery to
establish a baseline against which future requirements can be compared.
* Implement a process to measure current performance of IT services in terms of their
contribution to jurisdiction goals.
* Implement a process to measure IT service functionality, stability, complexity, costs, strengths
and weaknesses.
*  Communicate results to inform development and maintenance of the IT Strategic Plan.

Create a long-term IT Strategic Plan, in cooperation with stakeholders, that defines how IT will
contribute to the jurisdiction’s objectives and that outlines related costs and risks.
* Implement a process to regularly review and update the IT Strategic Plan.

Create IT tactical plans to achieve objectives outlined in the IT Strategic Plan.
* Implement a process to ensure that each IT tactical plan identifies an owner and includes
resource requirements, costs, timelines, activities, project plans and performance
measurements.

RACI Chart

Roles

Activities

Ensure there is a
clear and direct link
between IT goals
and jurisdiction
objectives.

Assess current
capabilities and
performance of IT
solutions and service
delivery.

Create a long-term
IT Strategic Plan.

Create IT tactical
plans.

RACI Responsibilities

Responsible
Accountable

the person or group who is responsible for performing a task

the person who is held accountable for the task being complete
(Ideally, accountability is assigned to only one role for each process.)
Consulted the person or group communicated with prior to a task being performed
Informed - the parties who are notified about an activity before, during or after it is
performed.

School Technology Services Self-Evaluation Guide: IT Governance
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Determine Technology Direction

Description

The jurisdiction’s technology direction, combined with technical standards and guidelines, strike a
balance between provision of efficient support for IT services and ensuring that the jurisdiction’s
strategic and operational goals are met.

Technology standards and guidelines minimize the complexity of the technology environment.
Effective processes for handling exceptions ensure that jurisdiction operational and strategic
objectives are not a consideration secondary to standards.

This process area includes setting a technological direction, creating an IT Infrastructure Plan, and
creating and maintaining technology standards and guidelines.

Value

» Sets and manages clear and realistic expectations of what IT can offer, in terms of services,
given the degree of variation in the technology environment.

» Creates transparency around the process used to make decisions about IT standards and
guidelines.

» Supports purposeful decision making about what technology standards should be
implemented and how exceptions will be handled.

Goals
» Balance efficiency of IT operations and effectiveness of IT services to support the jurisdiction’s

strategic and operational goals and objectives.

Target Audience

Primary Secondary
Senior Leadership School Administrators
IT Leadership IT Staff

Key Activities

Plan the technological direction.

* Implement a process to create and maintain a plan for the technological
direction of the jurisdiction that addresses systems architecture, migration
strategies, technology acquisition and contingency arrangements.

Create and maintain an IT Infrastructure Plan that supports the IT Strategic Plan.

» Ensure that changes in the educational environment, staffing, technology
investments and the interoperability of technology platforms and applications
are considered when developing or maintaining the IT Infrastructure Plan.

Analyze and monitor trends, including existing and emerging technologies, best practices in
other school jurisdictions, and legal and regulatory requirements.
* Implement a process to monitor technology trends, emerging educational practices and
regulations that may contribute to or impact the jurisdiction’s technological direction.

School Technology Services Self-Evaluation Guide: IT Governance



Create and maintain technology standards and guidelines.
* Implement a process to seek input from relevant stakeholders into technology standards and
guidelines for the jurisdiction.
* Implement a process to evaluate, formally decide upon and monitor exceptions to standards
and guidelines.
*  Document, communicate and gain commitment to standards and guidelines.
* Review and revise standards and guidelines on a regular basis.

RACI Chart

Roles
Activities

Plan the
technological
direction.

Create and maintain
an IT Infrastructure
Plan.

Analyze and monitor
trends.

Create and
maintain technology
standards and
guidelines.

RACI Responsibilities

Responsible
Accountable

the person or group who is responsible for performing a task

the person who is held accountable for the task being complete
(Ideally, accountability is assigned to only one role for each process.)
Consulted the person or group communicated with prior to a task being performed
Informed - the parties who are notified about an activity before, during or after it is
performed.
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Define IT Relationship, Organization and Processes

Description

There is no one “right” way to position IT within an organization. Nor is there a one-size-fits-all
design for the organization of the IT department itself. Both are driven by how the IT department
is seen as contributing to the strategic objectives of the jurisdiction. The relationship required for
an IT department that is seen as strictly functional (i.e., providing efficient support for technology
needs) is vastly different than that required when IT is viewed as supporting transformation in the

jurisdiction.
Functional Differentiating | Contributing Differentiating Transformational
IT manages IT builds and IT uses IT helps the IT operates at
and operates operates technology jurisdiction the cutting edge
technology systems proactively leverage of transformation
systems and defined by the to enhance technology and technology
resources jurisdiction. operations and to | resources to to support
efficiently. raise jurisdiction | provide new transformation
performance. services for of educational
stakeholders. practice.

Adapted from “Organizing for Success”, Gartner, Inc. March 2010.

The capability level of the IT organization is a critical factor in determining its position within the
organization. An IT department with functional capabilities is not ready to fill a transformational
role.

This process area includes evaluation of the current and the desired state of operations for the IT
department, in the context of jurisdiction IT strategy, and evaluation of the capabilities, organizational
structures and processes required to reach the desired state.

During this process, specific attention must be paid to risk management, delegation of information
and systems ownership, and quality assurance.

Value

»  Provides clear and appropriate direction to the IT department.
»  Supports oversight by senior leadership.

Goals

» Establish a clear reporting relationship and delegation of authority between senior leadership
and the IT department.
*  Provide a means to clearly communicate IT leadership expectations.

Target Audience

Primary Secondary
Senior Leadership School Administrators
IT Leadership IT Staff

28 School Technology Services Self-Evaluation Guide: IT Governance




Key Activities

Position the IT department in the jurisdiction’s organizational structure in consideration of
how IT is viewed as contributing to strategic objectives and the overall capability level of the IT
department.

Establish an IT department organizational structure that best supports the jurisdiction’s
objectives.
* Implement a process to periodically review the IT organizational structure to adjust resource
requirements to meet the jurisdiction’s objectives and changing circumstances.

Establish IT governance committees, engaging stakeholders, where appropriate, to provide
oversight and direction to the IT department.
* Provide a forum to receive advice and feedback relating to strategic direction, IT priorities
and initiatives, technological direction, information security and service levels and to ensure
that IT governance is addressed

Implement an IT process framework that supports execution of IT strategic and tactical plans.
» Articulate an IT process structure and the relationships between processes to address gaps
and overlaps.

Define and implement IT roles and responsibilities, including supervision and segregation of
duties.

+  Communicate the roles of IT staff and end users, in relation to authority, responsibilities and
accountability for meeting the jurisdiction’s needs.

* Implement adequate supervisory practices in the IT function to ensure that roles and
responsibilities are properly exercised, to assess whether staff have sufficient authority and
resources to execute their roles and responsibilities, and to provide oversight.

» Implement a division of roles and responsibilities to reduce the possibility of a single individual
compromising a critical process.

* Ensure that IT staff perform only the duties authorized and relevant to their position.

Identify system and data owners and empower them to address their responsibilities.

Assign responsibility for risk, security and compliance.
*  Ensure that responsibility for IT-related risks is delegated explicitly and appropriately.

School Technology Services Self-Evaluation Guide: IT Governance
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RACI Chart

Roles

Activities

Position the IT
department in
the jurisdiction’s
organizational
structure.

Establish an
organizational
structure for the IT
department.

Establish IT
governance
committees.

Implement an IT
process framework.

Define and
implement IT roles
and responsibilities.

Identify system and
data owners.

Assign responsibility
for risk, security and
compliance.

RACI Responsibilities

Responsible
Accountable

the person or group who is responsible for performing a task

the person who is held accountable for the task being complete
(Ideally, accountability is assigned to only one role for each process.)
Consulted the person or group communicated with prior to a task being performed
Informed - the parties who are notified about an activity before, during or after it is
performed.
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Manage IT Investments

Description

There is no single right answer for how much investment in technology is enough in the K-12
education sector. School jurisdictions determine the appropriate levels of investment in technology
by evaluating the costs, risks and expected benefits of initiatives.

IT investments are defined in this context as capital investment in technology. They include required
(operational) and discretionary (initiatives) spending. IT spending can be further categorized into
three areas: run (keep the lights on), grow (devise new services for stakeholders) and transform
(support transformation of teaching and learning practices).

Manage IT Investments

Mature IT investment management processes ensure that individual investments are considered
in the context of a larger portfolio. For example, investment in maintaining a school jurisdiction’s
student information system should be balanced against investments in classroom technologies that
support student learning, rather than evaluated in isolation.

This process area includes identifying and analyzing opportunities, based upon cost, benefit and
risk, prioritization and ongoing monitoring.

Value

» Ensures that IT investments are managed to maximize value realized and minimize risks and
costs and that investments are aligned to jurisdiction strategic and operational goals.

» Enables senior leadership to sustain a comprehensive understanding of the jurisdiction’s IT
investments.

*  Provides insight for senior leadership into the expected and actual value to be realized by
implementing technology.

Goals

» Ensure effective and efficient use of jurisdiction resources.
* Promote transparency and accountability for IT investment, from selection to reporting
benefits realization.

Target Audience

Primary Secondary
Senior Leadership School Administrators
IT Leadership IT Staff

Key Activities
Establish and maintain a financial management framework for IT to manage the overall
investment and cost of IT resources and services.

Evaluate, prioritize and select services to receive IT funding.

Establish and maintain IT budgeting processes to support preparation of a budget that reflects
established IT priorities, upcoming projects, ongoing costs of operation and maintenance of existing
services.

Monitor and manage IT expenditures, comparing actual costs to budgets.

* Implement a process to monitor and report IT expenditures.
* Identify, assess, address and report budget variances in a timely manner.
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Monitor and report on IT benefits and value realization delivered by the current IT portfolio of
services.
* Implement a process to regularly identify and communicate the value realization of IT
investments that further jurisdiction objectives.
* Ensure that the performance of the portfolio of IT investments is regularly reviewed and
optimized.

Manage the portfolio of IT enabled investments required to achieve jurisdiction goals.
» Implement a process to define, evaluate, prioritize, select and initiate the required IT services.
* Implement a process to regularly review and adjust the IT portfolio.

RACI Chart

Roles

Activities
Establish and
maintain a financial

management
framework for IT.

Evaluate prioritize
and select services.

Establish and
maintain IT
budgeting
processes.

Monitor and manage
IT expenditures.

Monitor IT
benefits and value
realization.

Manage the portfolio
of IT-enabled
investments.

RACI Responsibilities

Responsible
Accountable

the person or group who is responsible for performing a task

the person who is held accountable for the task being complete
(Ideally, accountability is assigned to only one role for each process.)
Consulted the person or group communicated with prior to a task being performed
Informed - the parties who are notified about an activity before, during or after it is
performed.
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Communicate Management Aims and Direction

Description

The overall vision and strategic direction for the use of technology in school jurisdictions must be
communicated clearly and effectively to all staff. Through ongoing communication and clearly
defined policies and procedures, staff have a clearer understanding of what is expected of them
and senior leadership has a greater degree of assurance that staff understand what is expected.

This process area includes directional communications that describe how technology should be
used in the classroom and operational communications that set standards for behaviour, such as
security policies and procedures, and guidelines for acceptable use.

This process area supports the development of the policies, procedures, standards and guidelines
for every other process area described in the School Technology Services Framework. It addresses:

» authorization to create a new policy, procedure, guideline, standard or strategy

* identification of and consultation with stakeholders

» development, review and revision of documents to communicate the new policy, procedure,
guideline, standard or strategy

« approval and communication of the new policy, procedure, guideline, standard or strategy.

Value

* Provides assurance to senior leadership that policies, strategic direction and expectations
are communicated clearly and consistently.

» Ensures thatleadership and stakeholders understand and are aware of the aims and direction
for IT and the expectations for its use in the school jurisdiction.

* Reduces the time required to develop policies, procedures, guidelines, standards and so
forth by outlining a consistent process to be followed.

Goals

* Ensure awareness and understanding of policies, procedures and regulations related to the
support and use of technology.
* Mitigate IT risks.

Target Audience

Primary Secondary
Senior Leadership School Administrators
IT Leadership IT Staff
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Key Activities

Establish and maintain IT policies that are consistent with jurisdiction philosophy, objectives and
operating style.
* Implement a framework of policies that addresses expectations and requirements regarding
delivery of value from IT investments, approach to risk, integrity, ethical use and IT staff and
end user accountability and responsibility.

Implement and maintain an IT process framework that supports the jurisdiction in meeting its
objectives while managing risk, cost and value.
* Implement a process to regularly review and update IT procedures.

Communicate the IT policy and process framework, IT strategy, objectives and direction to
appropriate stakeholders in a timely way.

RACI Chart

Roles

Activities
Establish and
maintain IT policies.

Implement and
maintain an IT
process framework.

Communicate the IT
policy and process
framework.

RACI Responsibilities

Responsible
Accountable

the person or group who is responsible for performing a task

the person who is held accountable for the task being complete
(Ideally, accountability is assigned to only one role for each process.)
Consulted the person or group communicated with prior to a task being performed
Informed - the parties who are notified about an activity before, during or after it is
performed.
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Manage IT Human Resources

Description

Effective, efficient and well-managed IT services are delivered by skilled IT staff. Ensuring that the
jurisdiction has an appropriate complement of IT staff available to meet operational and strategic
objectives is critical.

In the K-12 education sector, the ideal is to have IT staff that possess skills in the technical,
management and education sectors. The depth of expertise required in each of these domains
varies by job role.

This process area includes identifying the skills required to meet strategic and operational needs
and then ensuring that those skills are available, when needed, through training, hiring and/or
contracting. The process of managing IT human resources supports increasing maturity in skills
and expertise in all other process areas.

Value

» Ensures that high quality, responsive IT services that meet current and future jurisdiction
objectives are available, when required.

Goals

» Ensure that appropriately skilled staff are available, when required, to meet the strategic and
operational requirements of the jurisdiction.

Target Audience

Primary Secondary

IT Leadership Senior Leadership
School Administrators
IT Staff

Key Activities

Identify IT skills, expertise and core competencies needed to realize jurisdiction objectives.
» Develop and maintain position descriptions for IT staff.
* Regularly verify that IT staff have the required competencies to fulfill their responsibilities,
considering their education, training, certifications and experience.
* Develop and maintain an IT human resource recruitment plan.

Implement aprocess for IT staff recruitment and retention that aligns with the overall jurisdiction
personnel policies and procedures.

* Implement a process to review IT staff responsibilities.

*  Develop and implement a compensation framework for IT staff.

Provide training for IT staff.
* Implement an IT staff orientation process for new hires.
» Ensure that IT staff receive ongoing training to maintain and enhance their knowledge, skills
and abilities to levels required to meet current and future jurisdiction requirements.

Minimize key IT staff dependencies through documentation, knowledge sharing, cross training,

succession planning and IT staff backup.
» |dentify key IT staff roles and implement procedures to minimize risk exposure.
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Monitor, supervise and evaluate IT staff, based on their position description and responsibilities.
»  Perform regular and timely IT staff evaluations, based upon individual objectives, established
standards, specific job responsibilities and professional expectations.

Implement an IT job change and termination process to ensure that service continuity,
knowledge transfer, reassigned responsibilities and removal of access rights are addressed.

RACI Chart

Roles

Activities

Implement a
process for IT staff
recruitment and
retention.

Identify IT skills,
expertise and core
competencies.

Provide training for
IT staff.

Minimize key IT staff
dependencies.

Monitor, supervise
and evaluate IT staff.

Implement an IT
job change and
termination process.

RACI Responsibilities

Responsible
Accountable

the person or group who is responsible for performing a task

the person who is held accountable for the task being complete
(Ideally, accountability is assigned to only one role for each process.)
the person or group communicated with prior to a task being performed
the parties who are notified about an activity before, during or after it is
performed.

Consulted
Informed
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Assess and Manage IT Risk

Description

Protection of the jurisdiction’s reputation and financial, technological and information assets is a
critical activity. Every investment in technology, regardless of size, should be assessed, based
upon cost, benefit and risk.

Even minor changes to the technological environment that cost little can pose significant risks. For
example, a software update to a server operating system may create a security hole or result in a
loss of service if it fails. Even routine activities, such as taking a laptop home from work, expose
the jurisdiction to risk. Therefore, IT risk management is a process area that should be embedded
throughout the jurisdiction and incorporated into the normal way of doing things.

This is achieved by developing a consistent understanding of the jurisdiction’s appetite for risk,
evaluating IT services, operations and assets to determine their associated risk exposure, and
then mitigating those risks. It is supported through consistent and well-defined programs of
communication intended to help all jurisdiction stakeholders understand and manage IT risks.

Value

»  Protects the jurisdiction’s reputation and financial, technological and information assets.
Goals
» Ensure stakeholder awareness of IT-related risks.

* Manage risks to an acceptable level, balancing cost, benefits and jurisdiction objectives.

Target Audience

Primary Secondary
Senior Leadership School Administrators
IT Leadership IT Staff

Key Activities

Develop an IT risk management framework that is aligned with the jurisdiction’s risk management
framework.
» Provide guidance related to the context in which the risk management framework is applied
in realize appropriate outcomes.
* Implement a process to determine the internal and external context for each risk assessment,
the goal of the assessment and the criteria used to evaluate and prioritize risks.

Identify IT risks.
» Implement processes to identify IT-related threats or events that may have a negative impact
on jurisdiction objectives, legal or regulatory compliance, reputation or operations.
* Implement a process to determine, document and communicate the nature of the threat.

Assess the impact of identified risks on a regular basis.

* Implement a process to assess the probability and impact of identified risks, using qualitative
and quantitative methods.
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Respond to risks.
* Implement a process to formulate a cost-effective approach to mitigate exposure by
accepting, avoiding, mitigating or transferring risks.

Maintain and monitor a risk action plan.
» Prioritize and plan control activities to ensure that risk responses are implemented
appropriately.
» Ensure that costs, benefits and responsibilities for each risk response are identified.
*  Monitor and report on the execution of the risk action plan to senior leadership.

RACI Chart

Roles

Activities

Develop an IT
risk management
framework.

Identify IT risks.

Assess the impact of
identified risks.

Respond to risks.

Maintain and monitor
a risk action plan.

RACI Responsibilities

Responsible
Accountable

the person or group who is responsible for performing a task

the person who is held accountable for the task being complete
(Ideally, accountability is assigned to only one role for each process.)
Consulted the person or group communicated with prior to a task being performed
Informed - the parties who are notified about an activity before, during or after it is
performed.
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Monitor and Evaluate IT Performance

Description

One challenge faced by senior leadership in school jurisdictions is that they are responsible for
providing oversight to IT—an area in which they are not likely to have deep expertise. From the
perspective of senior leadership, funding goes in and work is done, but the value of that work is
ambiguous.

Monitoring and evaluating IT performance provides stakeholders—particularly senior leadership—
with assurance that the right things are being done and that they are being done in line with
jurisdiction goals, policies and expectations.

This process area includes defining appropriate performance indicators, systematic and timely
reporting of performance, and taking prompt action to address deviations.

Value

» Provides assurance to stakeholders that the activities of the IT department are in line with
jurisdiction goals, policies and procedures, and that appropriate work is undertaken.

Goals
* Provide transparency and insight into IT costs, benefits, strategy, policies, and service levels.

»  Support continuous improvement of IT services.

Target Audience

Primary Secondary
Senior Leadership School Administrators
IT Leadership IT Staff

Key Activities

Establish a framework to monitor IT.
» Define the scope and process for monitoring IT services and measuring the contribution of IT
to achieving jurisdiction objectives.

Define and collect measurement data.
* Implement a process to define a balanced set of performance targets and have them
approved by senior leadership.
» Define benchmarks against which performance can be assessed.
» |dentify data to be collected to measure IT performance.
» Implement processes to collect timely and accurate data that supports the measurement and
monitoring of IT performance.

Implement an IT performance monitoring method.
* Implement a process to monitor IT performance that records targets, captures measurements
and provides a succinct view into IT performance.
* Ensure that the IT performance monitoring method fits within the jurisdiction’s performance
monitoring system.

Assess and improve performance, review performance against targets, analyze the cause of
deviations and take action to address the underlying causes.
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+ Identify and initiate remedial actions or improvement efforts, based upon performance
monitoring, assessment and reporting.

* Review, negotiate and implement management responses.

»  Assign responsibility for implementing remedial actions.

*  Monitor implementation of remedial actions to ensure timely resolution.

Report IT performance about IT’s contribution to the achievement of the jurisdiction’s goals to
senior leadership and stakeholders.
* Implement a process to report on the performance of the portfolio of IT investments and
services.
* Include updates about achievement of planned objectives, budgeted resources used,
performance targets met and risks mitigated.
* Implement a process to gather feedback from senior leadership.

RACI Chart

Roles

Activities

Establish a
framework to
monitor IT.

Define and collect
measurement data.

Implement a
performance
monitoring method.

Assess and improve
performance.

Report IT
performance.

RACI Responsibilities

Responsible
Accountable

the person or group who is responsible for performing a task

the person who is held accountable for the task being complete
(Ideally, accountability is assigned to only one role for each process.)
Consulted the person or group communicated with prior to a task being performed
Informed - the parties who are notified about an activity before, during or after it is
performed.
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Monitor and Evaluate Internal Processes

Description

Process improvements that are measured and monitored are more likely to be incorporated into
the normal way of doing things. When there is no incentive or accountability to carry out defined
processes, it is less likely that they will be effective or lasting.

Processes

At the same time, monitoring and measurement can be used to drive continuous improvement of
processes. Measurement and monitoring can help IT leadership and IT staff identify frequently
occurring issues or events, and enable preventative action.

An effective program of monitoring and evaluating internal processes includes monitoring, evaluating
and reporting on IT processes and process exceptions, self-assessments and third-party reviews.

Value

»  Supports continuous improvement.
* Provides assurance that IT operations are effective, efficient and compliant with applicable
laws and regulations.

Goals

Monitor and Evaluate Internal

» Establish a culture of continuous improvement.
» Ensure that internal policies, procedures and processes comply with laws, regulations and
contracts.

Target Audience

Primary Secondary

IT Leadership Senior Leadership
School Administrators
IT Staff

Key Activities

Monitor, benchmark and improve the IT process environment, on a continuous basis, to meet
jurisdiction objectives and to obtain assurance of the completeness and effectiveness of established
processes.
* Implement a process to evaluate internal IT services and processes as well as those
performed by third parties.
* Perform self-assessment to ensure appropriate levels of control are exercised over IT
processes, policies and contracts.
» Perform third-party assessments to provide further assurance of the completeness and
effectiveness of IT process control.

Identify and assess IT process exceptions to identify their underlying root causes.
* Implement a process to escalate process exceptions to senior leadership or IT leadership,
as required.

Implement corrective action to address process exceptions.
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RACI Chart

Roles

Activities

Monitor, benchmark
and improve

the IT process
environment.

Identify and
assess IT process
exceptions.

Implement corrective
action.

RACI Responsibilities

Responsible
Accountable

the person or group who is responsible for performing a task

the person who is held accountable for the task being complete
(Ideally, accountability is assigned to only one role for each process.)
Consulted the person or group communicated with prior to a task being performed
Informed - the parties who are notified about an activity before, during or after it is
performed.

78 School Technology Services Self-Evaluation Guide: IT Governance




S9SS9J001d

‘Burioyuow ssao0.d
1| [euaiul o) paiejal
SMaIAB] aouelInsse
[BUIB)X® JO S} nsal
8y} JO pawlioul

ale slap|oyayels

'$98$9204d | |
|eulajul Bunenjeas
pue Buuojuow
10} sjuswalinbal
Jo Buipuejsispun
Buryool-piemio}
pue pasueApe ue
sey diysiepes) | |

paziwndo

"SallIAIOB 8Say] Jo Aue JO ||Be ul G [9AST B e 8q p|noys uonaipsiinl Aue jey) awnsse 0] Alessadau jou si | “ueld a1bajel;s s,uonaipsun(
ay] yum juswubie pue Ajjigedes ‘s)soo ‘spaau ‘azis 8y} uo paseq ‘suonalpsunl usamiaq AJea |[Im Alunjew Jo [9A8] paldisap Jo paldinbal ay] 810N

jleulalu]

'sassa%0ud
1] [euJaul 8ANROSYS
Bunuswajdwi Jo
Bunuoddns ui ajou
J1ay] Jo aleme ale

O sJash pus pue yejs || O

® pabeue)

2len|eA pue JOlIUOWN

‘Aem
[ew.Joy e ul pue siseq
paposu-se ue uo
$JN200 UsYEe] uonoe
9AI1081100 8y} pue
suondaoxa ssao0.d
1] [eusaiul Jnoge
diysiepes| Jojuas

0] UoljedIuNWWo) O

‘siseq Je|nbal

B UO uonen|eAs pue

Burioyiuow ssao0.d | |

[euJB)UI SSNOSIP LB)S
1| pue diysiepes| || O

'sossao04d

11 leusayul Bunenjeas

pue Bulojiuow 1o}

sjuswaJinbal ay)

puejsiapun yes ||
pue diysiepes| || O

pauysqd €

‘Ajleaipouad sinoo0
s9ss920.d || |eussul
J0 @ouewIopad ay)
noge siap|oysyels
0] uonedIuNWwWoD)

‘Ajleoipouad
diyssepes |
0] pauodal ale
suoldeoxg

‘AJua)sisuod
pa1eoIuNWLWOoD
sI sassaoold ||

|eulaiul @1en|eAs pue
JojluowW 0] peau 8y |

‘sessaooud

1] [eussyul Bunenjeas
pue Bulojuow

Jo} sjuswialinbal

ay) spuejslepun
diysiepes) ||

's9s8s9204d | | [eUJIB)UI

8)Jen|eAs pue Jojuowl
0} paau 8y} Jo aleme
s| diysiapes| Joluag

a|qeieaday :

S9SSod01d |eulalu] alenjeA3 pue J0lIUOIN — [2PON \C_;:d‘@_\/_

'$9s8s9204d | | [BUIB}UI

D
N~

31d03d

'SaNnss| 0}
asuodsal ul Ajjensn
pue olpelods s|
sassao0.d || [eulaul
10 SSBUBAIJOBYS B}
noge siap|oyayels
0] UoledIUNWWOY O

‘diysiapes) Joluss

wioJ) uoiewIoul

Jo} sisenbal Jo

sanss| 0} asuodsal

ul passnosIp

sI Buuoyuow
ssa204d || [eusju] O

uoneounWwo) pue Buipueisiepun ‘sssusiemy

‘Aus)sisuooul

paje2IuNWIWOD SI

$8ss920.d || [BUIBIUI

O SSBUBAND8YIS

ay] ajen|eAs pue
Jojuow 0} pesu ay| O

a]en|eAa pue Jojiuow
0] poau 8y} Jo aieme
si diysiepes| || O

fenu] T
[9A87 AlLin1eN

salngquny

School Technology Services Self-Evaluation Guide: IT Governance



's9sso00.4d

1] |eulaul Bunenjeas
pue Buliojuow ojul
1ndul pue aouepinb
apinoid 0] pabebua
ale siapea| Asnpul
pue suadxe |eulalxg

‘sjeob uonoipsun(
pue |euosltad uodn
paseq ‘sassaooud ||
|eusajul Bunenjeas
pue Bulojiuow

ul Buiuiesy jewloy
sobeinooud
uonolpstnf 8y |

's9ss9004d

asay} wuopuad
OyMm sjenplAIpul
Jo} painsus s|
sassaoold ||
|eusajul Bunenjeas
pue Buuojiuow

Jo syoadse |e

ul Aouaioloud

paziwndQ :

"syse} asay) wopad
oym sjenpliAlpul

Jo} pabeinooua

S| uonenjeAs pue

Bunojuow ssao0ud ||
[eulsiul ul uoneoyiue)

‘syse)} asay} wiopad
OUM S|ENPIAIPUI IO}
paJlinbal sI uoien|eAa
pue Bulojuow
ssa204d | | [euJBlUl
Jo} Buiuiesy jewlo

‘pajepdn pue
pamainal Alieinbal
aJe sassaoold | |
|eusajul Bunenjeaa
pue Bulojuow 1o}
syuswalinbal NS

‘pajuswaldwl

s| sessaoo.d | |
|eulaul Bunenjeas
pue Bulojiuow 1oy
ue|d Buiuiel; |lewloy

"sysey} asay} wiopad
OyM s|enpIAIpUI 1O}
paJnsus s| uolen|eAs
pue Bulojuow
sse204d || [eussiul
JO sjoadse |eanuo

ul Aouaioloud

'sossao04d
uonen|eAs pue
Burioyuow ssao0.ud
11 |eusayut |je waopad
0} osilJadxe pue
SIS 8y} aAey jels
11 pue diysiepes) ||

pabeuel :

‘a|qejieAe
sI sessaoo0.d | |
|eusaul Bunenjeas
pue Buuojuow ul
Buiures; jewio

‘padojansp

usaq sey sessaoo.d
1] [eussyul Bunenjeas
pue BuLiojluow oy
ue|d Buluiely jlewso}

‘pajuswnoop
pue paulep usaq
aAeY sassao0ud ||
|eusayul Bunenjeas
pue Buuojiuow

JO sjoadse ||e 1o}
sjuswadinbal |INS

"S3I}IAI}OB UOl}eNn|eAd
pue Buuojiuow
s$sa204d | | |eulayul
A8y ||e wiopuad 0}
asiadxa pue s||s
8yj aAey Jels ]|
pue diysiepes) ||

paulyeq :

O

"S|ENPIAIPUI WO
sjsanbal o spasu
Buibiewa 0] esuodsal
ul papiroad S|
sassaooud | | [eusaiul
Bunenjeas pue
Burioyuow u Buiurel

‘pPaliiuspl uss(q
aAeY sassaooud | |
[Bulajul Jo uonen|eAd
pue BuLojuow
oIseq wiopad

0] sjuawalinbau

[II¥S wnwiuliy

‘|JoAs| oIseq e je
sossa%0.d || |eussiul
ajen|eAs pue Jojluow
0} asliadxa pue
S|IMS 8y} 8AeY Jjels
1| pue diysiepes] 1|

a|qereaday :

O

[m]

‘payiiuspl useq

10U 8ABY s8ssa204d
1| |leuayul Bunenjeas
pue Buuojuow

10} spaau Bululel |

‘payiiuspl useq jou
aAey sassao0ud | |
|eulaul Jo uoneneas
pue Buuojuow
wopad 0} palinbal
SIS WnNWIUIN

‘uone|os|

ul S)sIXa uonen|eaa
pue Bulojuow
ssa204d | | |eussjul
Jo abpajmouy swog

[enuj

asiJadx3 pue s||INS

.|
m
o
i)
—
m

—~
(@]
o
>
=
>
=
9
o

—

‘T s8nqunv

[9A87 Alin1en

School Technology Services Self-Evaluation Guide: IT Governance

80




S©9SS000.Jd |eulalu]

‘'ssao0ud

uolje|eoss pauyep e
0] Buiploooe ‘sanssi
9)e|e2sa SIaUMO
ssa004d uoienjeAs
pue Buuojiuow
ssao04d ] | [eulalu|

‘uoloe aye}
0] pue suoIsIoap
ayew 0} paieamodwo
ale SIauMO

ssao0.4d uoienjeas
pue Bulojiuow
ssoo0.d | | [eulau)

paziwndQ :

2len|eA pue JOlIUOWN

"saljiqisuodsal

J1au} |iny 03 pasinbau
Ajlloyine Jo |aA9)

8y} aAeY SIauMo
ssa004d uoienjeas
pue Buuojiuow
ssao04d | | [eulalu|

pabeuel :

O

‘sanjiqisuodsal

Jisyy |iyny o}
Ajuoyine jualoins
aAeY Jou Aew 1nq
‘paliIUSBPI BIB SIBUMO
ssa004d uoienjeAs
pue Buuojiuow
ssao04d ] | [eulalu|

‘pajuswnoop
pue paubisse Ajjew.o}
uaaq aAeY $8ssa004d
11 lewssjul Buizenjeas

pue Buuoliuow
Jo} Aupgisuodsal
pue AjljIqeIunoooy

paulyaq :

"9slie sanssi
uaym sassaooud | |
[eulajul Bunenjeas
pue Bulojuow

Joj} 8|gejunoooe
pue a|qisuodsal

S| Oym jnoge
uoISNJU0D S| alay |

's9s59904d

11 leusayul Buizenjeas
pue Bulojuow

Jo} Ajjigisuodsal
awNsse s[enplAIpu|

‘Ajlewuoyul

auop sI sassaoold | |
[eulaiul Bunenjeas
pue Buloyuow

Jo} Ajijigejunoooe
pue Ajljiqisuodsau

4O UOREOO| Y

a|qeleaday :

‘Aem ooy pe ue
Ul BUOp IO pawnsse
S| sossao0.d | |
|eusajul Bunenjeas
pue Bulojiuow
J0} Aupiqisuodsal

10 Uonedo|lyY O

[eniu| ;T senguNy

[9A87 Allin1en

AljIgelunoooy pue Ajljigisuodsay

(penunuod) 37d03d

81

School Technology Services Self-Evaluation Guide: IT Governance



‘panoidwi pue
pamainal Aleinbal
aJe sassooold ||
|eusajul Bunenjeaa
pue Buuojiuow
Joy salo1j0d pue

"'s9ssa00.4d

1| [eulajul Joj palinbail
uoljenjeAs pue
Buliojuow Jo |9A9)

ay) sulw.la)ep 0}

pasn ale sainpaoso.d
JUBLUSSOSSE YSiYy

"elI8}O uodn-paalbe
Ajleninw uo paseq

'sesse00.d | | [eusaUl

10} UOIOEB BAI}081I00
ajeliul 0} pasn si
Bunuodal jewloju]

‘pajenjens

‘lipne
[0J4]U09 JUBWabeuEBW

salnpeosold O ‘sesseooud || [eussiul pue paJojiuowl pue |eloueUl} |[eNUUR

JO SSBUBAIJOBYS By} ale sassao0ud || Jobue| e jo pyed e

‘uaye) ajenjeas diysiapes) || [eusajul [BO1D se Ajjeoipeisods

S| UOIJOB BAI}084100 pue diysiepes) Joluag pawJopad sl
pue paojou ale "uonalIosIp uonen|eas

SS3004d

SaInpao0.id pue sue|d ‘saidljod

School Technology Services Self-Evaluation Guide: IT Governance

sossao0ud || ‘uonen|eas S.|enpiAlpul ayj 01 ssao0.d || |leuidiu] O
[BuJB1UI JO UONEBN|EAS pue Bulojiuow 'saoljoeud 19| SI sainpadsoud
pue Buloyuow ssao0.d || [eutaiul poob paydaocoe pue saioljod || ‘sjuspIoul
0} suoideoxg O 10} sainpasoud pue Ajjesauab uodn paseq [eusajul Bunenjeas 10 senss| 0} asuodsal
sa01j0d sanoidde ale sainpaosoud pue Bulojuow ul pajuswa|dwil
‘pawsopad diysiepes| Jolueg pue saloljod yym aoueldwo) s| Buuoyuow
sI sassao0ud || Jo sso004d || |euloju] O
Juswssasse Jejnbay O ‘pamainal Auenbal "pajedIUNWWOD ‘pajuswNoop
pue pajuswnoop pue pajuswnoop J0U 1ng ‘paulyep "soofjoeld
‘pajeibajul ‘paunep ale ‘paundp usaq aney ale sassao0ud ] | JEels 1| [enplAlpul
pue pajuswajdwil sassaoold uonenjeas sassaoold uonenjeas [eulayul Bunenjeas uodn paseq ale pue
S| sossao0ud | | pue Buriojuow pue Buriojuow pue Buliojuow 1oy uolje|os| Ul Jnd20
|eusajul Bunenjeaa ssa204d | | [euJBlUI ssa204d | | [euJBlUI salnpaooud pue SOIIAI}OB UONBN[BAD
pue Buuojiuow ||e Jo} sainpasoid A&y 1o} sainpaoold sal01j0d [ewIO}UI pue Bulojuow
10} Jomawel y O pue sailjod [ewio4 O pue saljod [ewio4 O pue uowwo) O sseo04d ]| |eusdu| O
paziwndo :g pabeue pauuaq € a|geleaday g [eniu| T sanquuy

[2A87 Allin1en

N
(ee]




S9SS9J00lJd |eUulalUu|

's9ss9204d ||
|eulajul 8jenjeAs pue
Jojyuow Apenbal
salped payL

"Juswanosdwi
snonuiuod poddns
0} pasn ale
suonen|eas ssasoud
1] [eusajul jo synsay

"JuswaAosdwi

o} seale Ajjuspi 0}
pasn si aouewJlopuad
ssao0ud | | |eulayul
Joj Bupewyouaq
paseq-10}09s

pue -19ad

paziwndQ :

2len|eA pue JOlIUOWN

‘Buibisws si
sass9004d | | [eulaiul
Jo Buppewyosuaq
pue SMaIlAsl

[eulaIxe Jo asn

"Juswaodwil
SNONUUOd pue
Bujew uoisioap
wJojul 0} pasn aJle
s9ss920.d || |euiaiul
10 SSBUBAIJOBYD

ay} Jo sainses|\

‘panosdde

pue pauysp
Allewlo} aie soLew
ssao04d | | [eulalu|

pabeuel :

‘pPapesIXd

aJe sp|oysaiy)
uaym diysiapes|
1] wiojur yels ||

‘pajediunwwoD

pue pajuawnoop
‘paulsp usaq aAey
sossao0.d || |eulajul
1o} sp|oysaiyy

pue syabie|

‘Aejnbal pajenjens
pue palojuow aJe
s9ss9004d ] | [eUIBlU|

pauleq :

‘Alewuoyul

paulap ale
s9ss9004d | | [eUIB)UI
J0 @ouewlopad

8y} Jo} SO\

's9ss9204d | | [eUIBIUI

Jo @ouewuopad
ay} 1noge suodal
oIseq sapinoid
diysispes) 1|

‘Alewuoyul

paJojiuow S|
sassaoo0.d || |eulaul
10 @ouewIOopad

a|qeieaday :

O

(panunuod) SS300Ud

Juswiainsesy\ pue bupes |eoo

‘Apus)sisuooul
palojiuow pue
18s aJe sassao0.d
11 [eussiul Jo
SSOUBAIJ0BYD By}
J0} sjeob swog O

[eniu ;g seInguny
[oAa7 Allin1en

83

School Technology Services Self-Evaluation Guide: IT Governance



‘s|o00} Buuojuow
ssao0.d uonaipsun(
1810 yum pajelbajul
aJe sjo00} buuoyuow
$s8204d ]| |eulaly|

‘Buiojluow sseo0.d
1] [eulaul poddns 0}
pasn si sanbluyos}
pazijew.loy pue s|oo}
0 19s pajeibajul

‘suondaoxa 109)19p

0} pue sassaooud | |
[BuJaul JO uonen|eAs
pue Bulojuow ay}
ajewojne o} seale
Aoy uI pasn ale sjoo|

's9ss9004d | |
[BUJB)UI JO UOIIBN[BAD
pue Buloyuow ay}
uoddns 0} |00}
Buisn 0} yoeoidde
paJinjonJis pue
[ewlo} e S| aJay |

‘Buibiowa

s| sessao0.d | |
[euJSlUI JO UOIIBN|BAD
pue Buuoliuow

a2y} uoddns 0y

$|00} JO uonelbaju|

‘pauswaldwil
usaq aAey sassaodo0.d
1] leulsjul Buizenjeas

pue Buuojiuow

‘paulejuiew pue
pa109||02 S| sassao0.d
1| |eusaiul 0] paje|al
uoljeuwliojul |eoloIsIH

‘pajesbayul Ajny
10U ale asn Ul S|00]

‘pasn s| uoienjeAs
pue Buuoliuow
$s8204d | | |eulajul
J0} soyejdway pue
s|00} Ul Ayljeuonouny
JO |9A8)] OIseq 8y |

‘uolen|eAs pue

Burioyuow ssao0ud
1] [eutaiul yoddns 0}
s|00} Juswa|dw pue
alinboe 0] padojanap

‘pajuswa|dwil

aq 0} Buluuibaq

ale sassao0ud | |
|euJajul Jo uonen|eas
pue Buroyuow

ay} 0} 9|geoldde
Ajjeoyoads sjoo|

‘Buibiowa

ale sessao0.d | |
|eulajul Jo uonen|eas
pue BuLiojuow

ay} Joddns 0y

S|00} JO 8sn ayj 0}
soyoeosdde uowwo)

‘pauswa|dwil

pue padojansp usaq
aAeY ‘sassaoold ||
[eusayul Bunenjens
pue Buliojiuow 0y
oly10ads ‘sajejdwa)

"'s9ssa204d | |
[euJajul JO uonen|eAs
pue Buuojiuow ay)
uoddns 0} s|00]
Buisn 0} yoeoidde
[ew.Joy) ou sI alay |

"sj00} dopjsep
pJepuels uodn
paseq A|jeiauab ale
Aoy ‘sassoo0ud ||
[euJaiul Jo uonen|eAs
pue Bulojuow

ay} poddns 0}

uolnewolny pue sjoo|

ST1001L

School Technology Services Self-Evaluation Guide: IT Governance

1sIxe Aew sjoo| O
[enu g SeNAHY

pue paziplepuelsy O
paziwndo :g

uoddns 0} sj00] O s|ue|d jewloy O

pauleq €

pue sjo0) olseg O
pabeue a|qeieaday g

[oA87 Allin1en

<
o)




Manage Compliance with External Requirements

Description

IT is subject to legal, regulatory and contractual requirements that are highly complex and constantly
changing. The school jurisdiction’s senior leadership is ultimately accountable for compliance with
these requirements, but must delegate responsibility to IT leadership and IT staff.

In order to minimize the risks associated with being non-compliant with legal, regulatory or contractual
requirements, it is necessary to identify and analyze requirements, implement a response and
obtain assurance that requirements have been met.

Value

* Provides assurance to senior leadership that IT operations are in compliance with legal,
regulatory and contractual requirements.

Goals

»  Ensure compliance with laws, regulations and contractual requirements.

Target Audience

Primary Secondary

IT Leadership Senior Leadership
School Administrators
IT Staff

Manage Compliance with External Requirements

Key Activities

Identify compliance requirements.
* Implement a process to continuously review local and international laws, regulations and
other external compliance requirements.
» Identify and maintain documentation related to the regulatory requirements applicable to
each information system planned or in use.

Evaluate IT policies, plans and procedures to confirm compliance.
» Evaluate methods of deterring users from performing acts of non-compliance.
+ Adjust policies, plans and procedures to ensure that legal, regulatory and contractual
requirements are addressed and communicated.

Report positive assurance of compliance.
* Implement a process to obtain and report on compliance of IT policies, plans and procedures
with legal, regulatory or contractual agreements.
+ Ensure that any corrective actions taken to address compliance gaps have been taken in a
timely manner by the responsible process owner.
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RACI Chart

Roles

Activities

Identify compliance
requirements.

Evaluate IT
policies, plans

and procedures to
confirm compliance.

Report positive
assurance of
compliance.

RACI Responsibilities

Responsible
Accountable

the person or group who is responsible for performing a task

the person who is held accountable for the task being complete
(Ideally, accountability is assigned to only one role for each process.)
the person or group communicated with prior to a task being performed
the parties who are notified about an activity before, during or after it is
performed.

Consulted
Informed
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IT Service Management
Manage Service Levels

Description

Managing service levels is about understanding the importance of a service and ensuring that
resources are available to meet agreed-upon performance expectations.

This process area includes communicating what a service is, negotiating with senior leadership to
determine appropriate levels of service, keeping records of those services in a service catalogue,
and monitoring and reporting to senior leadership on actual service levels.

Value

» Ensures that services are provided to the jurisdiction at an appropriate level and cost.
» Enables effective communication about IT services between senior leadership, IT leadership
and end users.

Goals

* Facilitate agreement between senior leadership and end users about IT service target levels.
» Maintain a single, consistent source of information about available IT services.

Target Audience

Primary Secondary

Senior Leadership IT Staff
School Administrators
IT Leadership

Key Activities

Implement service level agreement structures.
» Develop and implement a policy for creating and maintaining Service Level Agreements.
* Implement a policy to create, review and monitor underpinning agreements, such as
Operating Level Agreements, with internal departments and contracts with external parties.

Develop and document Service Level Agreements.
* Implement a process to define, in consultation with stakeholders, service level requirements
for new services.
» Agree upon and document service definitions in a Service Catalogue.
* Ensure that the Service Catalogue is accessible to end users.
»  Document underpinning agreements related to the service.

Monitor and revise Service Level Agreements.
»  Monitor service performance against metrics, based upon the Service Level Agreement, and
provide regular service reports.
* Implement a process to assess end user satisfaction with service levels.
* Implement a process to regularly review and identify possible improvements and to revise
Service Level Agreements, as necessary.

School Technology Services Self-Evaluation Guide: IT Service Management



RACI Chart

Roles

Activities

Implement Service
Level Agreement
structures.

Develop and
document Service
Level Agreements.

Maintain a Service
Catalogue.

Monitor and revise
Service Level
Agreements.

RACI Responsibilities

Responsible
Accountable

the person or group who is responsible for performing a task

the person who is held accountable for the task being complete
(Ideally, accountability is assigned to only one role for each process.)
Consulted the person or group communicated with prior to a task being performed
Informed - the parties who are notified about an activity before, during or after it is
performed.

School Technology Services Self-Evaluation Guide: IT Service Management
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Manage Incidents

Description
Incidents will occur—despite all best efforts. Having a defined process to manage incidents, from
reporting to closure, minimizes service disruptions.

The incident management process includes setting up a single point of contact (often called the
service desk or help desk) for end users. It is here that calls are recorded, escalated to the correct
group, resolved and closed. By managing incidents, all end user queries, issues and requests are
managed through their life cycle.

Value

* Increases productivity and improved end user satisfaction through quick resolution to queries
and efficient handling of service requests.

Goals
» Ensure timely and effective response to end user queries, issues and requests.

* Restore normal service operation efficiently and effectively.

Target Audience

Primary Secondary
IT Leadership School Administrators
IT Staff

Key Activities

Identify, record and classify incidents.
* Record and track incidents and service requests (referred to as incidents).
» Classify incidents by service categories and priorities.
* Inform end users of the status of incidents they report.

Perform initial diagnosis of incidents and escalate.

« Define and implement an incident escalation process that includes agreed-upon levels of
escalation and response times and that takes Service Level Agreement (SLA) targets into
account.

» Identify solutions or workarounds for reported incidents and escalate the incident, as
appropriate.

* Inform end users of escalation and update the incident record.

Investigate and address incidents.
* Implement a process to investigate and diagnose incidents to determine the root cause and
resolution.
* Implement a process to document investigations undertaken and the steps taken to resolve
the incident.

Resolve incidents and recover data.
+ Define and establish a process to implement resolutions to incidents. Follow change
management processes, as applicable.
* Ensure data is recovered.
* Close the incident record.
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Close incidents.
» Define and implement a process to verify that the incident is resolved and that end users are
satisfied.

Monitor and report on incidents.
» Define incident metrics, and report and review them regularly.

Manage Incidents

RACI Chart

Roles

Activities

Identify, classify and
record incidents.

Diagnose and
escalate incidents.

Perform initial
diagnosis and
escalation.

Investigate and
address incidents.

Resolve incidents
and recover data.

Close incidents.

Monitor and report
on incidents.

RACI Responsibilities

Responsible
Accountable

the person or group who is responsible for performing a task

the person who is held accountable for the task being complete
(Ideally, accountability is assigned to only one role for each process.)
the person or group communicated with prior to a task being performed
the parties who are notified about an activity before, during or after it is
performed.

Consulted
Informed
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Manage Problems

Description

Incidents that reoccur not only cause disruptions for end users, but they also erode stakeholder
confidence in the quality of IT service provided. Identifying the underlying cause of incidents and
treating that cause can prevent incident reoccurrence.

Problem management comprises the activities needed to diagnose the underlying root cause of
reoccurring incidents and to find a solution for the resulting problem. The process must ensure that
the solution is implemented by applying the correct change and release management procedures.

Value

* Improves reliability of IT services and minimizes service disruptions.
» Sustains stakeholder confidence in IT services.

Goals

*  Prevent problems and resulting incidents from occurring or recurring.
*  Minimize the impact of non-preventable incidents.

Target Audience

Primary Secondary

IT Leadership
IT Staff

Key Activities

Identify and classify problems.
* Implement a process to detect, record and classify problems.

Investigate and address problems.
* Implement a process to diagnose the root cause of problems.
»  Develop workarounds or solutions for problems.
» Create a record of the problem.

Resolve problems.

* Implement resolutions to problems, using the processes outlined in Manage Change.
* Review and close problems.

110 School Technology Services Self-Evaluation Guide: IT Service Management




RACI Chart
Roles

Activities

Identify and classify

problems.

Investigate and

address problems.

Resolve problems.
RACI Responsibilities
Responsible - the person or group who is responsible for performing a task
Accountable - the person who is held accountable for the task being complete

(Ideally, accountability is assigned to only one role for each process.)

Consulted - the person or group communicated with prior to a task being performed
Informed - the parties who are notified about an activity before, during or after it is

performed.

School Technology Services Self-Evaluation Guide: IT Service Management
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Manage Changes

Description

The jurisdiction is dependent on the reliability and continuity of IT services. Service and infrastructure
changes have an impact on jurisdiction IT services and must be controlled so that exposure to risks
and service disruptions is minimized and changes are implemented successfully.

This process area includes initiating, planning, implementing and validating changes to the IT
environment.

Value

* Reduces the number of service disruptions and the amount of re-work caused by failed
changes.

Goals

* Respond to evolving requirements and maximize value while reducing incidents, disruption
and re-work.
» Ensure that changes are managed in a controlled manner.

Target Audience

Primary Secondary

IT Leadership Senior Leadership
School Administrators
IT Staff

Key Activities

Initiate requests for change in a controlled manner.
+ Implement a process to record, assess and authorize all changes prior to implementation,
including changes to procedures, processes, systems and service parameters.
+ Evaluate the overall risk, complexity, priority and remediation plans prior to implementing the
change.

Have changes of significant complexity, risk or cost evaluated by a Change Advisory Board.
» Determine thresholds for escalation of changes to the Change Advisory Board.

Implement changes in a controlled manner.
+ Implement a process to schedule, test and implement changes.
» Develop risk mitigation strategies for changes.

Implement a process to review and close requests for change.
* Implement a process to collect and file all appropriate change documentation.
* Review all changes against planned outcomes after implementation.

Manage emergency changes.
* Implement a process to evaluate the impact, risk and benefit of performing emergency
changes.
* Implement a process to test emergency changes, when feasible.
» Authorize, perform and close emergency changes, ensuring that the change is adequately
documented.
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[%2]
Monitor and report on change metrics. g
» Measure and report on the efficiency, effectiveness and frequency of planned and emergency -
changes. -
O
()
(@]
RACI Chart o
@©
Roles s
Activities

Initiate requests
for change in a
controlled manner.

Have changes

of significant
complexity, risk or
cost evaluated by
a Change Advisory
Board.

Implement changes
in a controlled
manner.

Manage emergency
changes.

Monitor and report
change metrics.

RACI Responsibilities

Responsible
Accountable

the person or group who is responsible for performing a task

the person who is held accountable for the task being complete
(Ideally, accountability is assigned to only one role for each process.)
Consulted the person or group communicated with prior to a task being performed
Informed - the parties who are notified about an activity before, during or after it is
performed.
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Manage IT Service Continuity and Availability

Description

School jurisdictions are increasingly dependent upon IT services to support day-to-day activities.
The process of managing IT service continuity and availability ensures that IT services are available
and that IT services are restored in a timely and appropriate way when major events, such as a fire
or flood, occur.

Provision of continuous IT services requires a reliable infrastructure and the development,
maintenance and testing of IT continuity plans.

This process area includes handling continuity issues, where normal service operation is no longer
possible, and ensuring that services are available, when required, during normal operations.

Value

*  Minimizes the likelihood and impact of a major IT service interruption to key jurisdiction
functions and processes.

» Ensures the IT department delivers the required level of service by making services available
at agreed-upon levels.

Goals

» Ensure the required IT technical and service facilities can be restored within agreed-upon
timelines.

» Ensure the level of service availability delivered is cost effective and meets or exceeds the
jurisdiction’s current and future agreed-upon needs.

Target Audience

Primary Secondary

IT Leadership Senior Leadership
School Administrators  IT Staff

Key Activities

Define and implement a policy for service continuity.
» Define senior leadership’s intention and objectives for service continuity.
»  Specify the scope of the service continuity policy.

Implement an IT service continuity management process.
* Implement a process to determine service continuity requirements, including business impact
analysis and risk analysis.
* Implement a process to regularly review, test and update the IT Continuity Plan.
» Ensure end users and IT staff receive training in service continuity management and recovery
procedures.

Implement an availability management process to ensure that services are available, when
needed, and as defined in Service Level Agreements.

* Implement a process to identify vital services in the jurisdiction.

»  Perform component failure impact analysis, in addition to risk analysis and management.

» Design services to meet availability requirements.

»  Test for availability.

School Technology Services Self-Evaluation Guide IT Service Management



* Plan preventative maintenance to comply with availability requirements.

* Implement a process to monitor, measure, analyze and report on the availability of services.

» Evaluate service failures and periods of unavailability to determine root causes and to
address issues.

RACI Chart

Roles

Activities

Define and
implement a policy
for service continuity.
Implement an IT
service continuity

management
process.

Implement

an availability
management
process.

RACI Responsibilities

Responsible
Accountable

the person or group who is responsible for performing a task

the person who is held accountable for the task being complete
(Ideally, accountability is assigned to only one role for each process.)
Consulted the person or group communicated with prior to a task being performed
Informed - the parties who are notified about an activity before, during or after it is
performed.
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Manage Capacity

Description

Availability of adequate IT capacity prevents incidents and service disruptions. Capacity
management provides assurance that information resources that support business requirements
are continually available.

This process area includes reviewing the current performance and capacity of IT resources
periodically and forecasting future needs, based on workload, storage and contingency requirements.

Value

» Ensures that the IT services that support the jurisdiction’s business objectives have adequate
capacity, when needed, but limit costs related to excess capacity.

Goals
* Ensure that IT capacity is matched to the current and future agreed-upon needs of the

jurisdiction, in a timely manner and at an appropriate cost.

Target Audience

Primary Secondary
IT Leadership School Administrators
IT Staff

Key Activities

To achieve the goal of capacity management for IT resources, the jurisdiction should document key
activities, with clear roles and responsibilities assigned.

Manage business capacity to ensure thatthe demand for IT services is considered and understood.
» Translate educational requirements and plans into requirements for services and IT
infrastructure.
» Estimate future requirements for IT service capacity by using data on current resource usage
and by developing trends, forecasts or models to predict changes, based on anticipated
business events and growth.

Manage service capacity to ensure that each service meets the agreed-upon capacity service
targets.

* Manage, control and predict the end-to-end performance and capacity of operational IT
services use and workloads.

» Ensure that the performance of all services, as detailed in service targets within Service Level
Agreements (SLAs) and Service Level Requirements (SLRs), is monitored and measured,
and that the collected data is recorded, analyzed and reported.

* Respond to changing demands to ensure that the performance of all services meets agreed-
upon educational requirements.

Manage resource capacity to ensure that discrete service components, including infrastructure
hardware and software, meet existing and future needs.
»  Ensure thatall components within the IT infrastructure that have finite resources are monitored
and measured, and that the collected data is recorded, analyzed and reported.
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RACI Chart

Activities

Manage business
capacity.

Manage service
capacity.

Manage resource
capacity.

RACI Responsibilities

Responsible -
Accountable -

Consulted -
Informed -

Roles

the person or group who is responsible for performing a task

the person who is held accountable for the task being complete
(Ideally, accountability is assigned to only one role for each process.)
the person or group communicated with prior to a task being performed
the parties who are notified about an activity before, during or after it is
performed.
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Manage Release and Deployment

Description

Once developmentis complete, new and enhanced services need to be made operational. Effective
deployment requires planning, scheduling and controlling the implementation of releases, first into
a test environment, and then into the production environment.

This includes:
» testing in an environment designed to minimize the impact of incidents that may occur during
testing
» testing with relevant test data
»  preparing rollout and migration instructions, including a back-out plan
» deploying the release
* reviewing the implementation to ensure that changes meet agreed-upon expectations.

Value

* Reduces the frequency of end user and service disruptions.
*  Minimizes risks associated with implementing new services.

Goals

» Ensure that the integrity of the operational environment is protected, that the correct
components are released and that end users are properly informed of changes before they
are made.

Target Audience

Primary Secondary

IT Leadership
IT Staff

Key Activities

Plan IT service deployment before a new or changed service is put into production—the rigour
of such planning will depend upon the size and complexity of the environment and the new or
changed services.
* Implement a process to evaluate the complexity of a new or changed service to determine
how much planning is required.
» Develop pass/fail criteria, build and test plans, release package compilation and build plans,
deployment plans or financial plans, as appropriate.

Verify the new or changed IT service against specifications before starting the build, test and
deployment process.
* Manage common services and infrastructure components to minimize any impact on the
build and test of the new or changed service.
* Locate and review available release documentation.
* Acquire, implement and test all release components.
*  Compile the release information.

Coordinate IT service testing and pilot efforts.

*  Ensure that the test environment is stable.
* Ensure that sensitive data in the test environment is protected.
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* Release the service to the test environment.
* Run tests and pilot efforts.

Prepare for IT service deployment.
* Prepare the release package for implementation.
* Review implementation risks and plan appropriate mitigating steps.
* Train end users and IT staff on the new IT service.
* Make any approved last minute changes.

Transfer and deploy the IT service release.
* Review service performance by testing.
* Complete performance tests.
» Verify the configuration of service assets.
* Update the Service Catalogue.
+ Inform end users of any activities underway that relate to the service and the status of
deployment.
» Deliver or distribute service components, according to the Service Deployment Plan.
» Transfer financial assets.
*  Publish documentation.
»  Transfer management capability.
» Transfer the service to operations.

Manage Release and Deployment

Verify the IT service deployment to ensure that end users are able to use the new service.
Provide early IT service support for incidents and problems that arise from the new service or
change.

* Update documentation, known errors and FAQs.

Review and close the IT service release.
«  Verify the quality of knowledge transfer activities, training and documentation.
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RACI Chart

Roles

Activities

Plan IT service
deployment.

Verify the new or
changed IT service.

Coordinate IT
service testing and
pilot efforts.

Prepare for IT
service deployment.

Transfer and deploy
the IT service
release.

Verify the IT service
deployment.

Provide early IT
service support.

Review and close
the IT service
release.

RACI Responsibilities

Responsible
Accountable

the person or group who is responsible for performing a task

the person who is held accountable for the task being complete
(Ideally, accountability is assigned to only one role for each process.)
Consulted the person or group communicated with prior to a task being performed
Informed - the parties who are notified about an activity before, during or after it is
performed.
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Manage Operations

Description

IT operations management enables the ongoing management and maintenance of the jurisdiction’s
IT infrastructure to ensure delivery of the agreed-upon level of services to the jurisdiction. IT
processing requires effective management of processing procedures and diligent maintenance of
hardware.

This process area includes defining operating policies and procedures for effective management
of scheduled processing, protecting sensitive output, monitoring infrastructure performance and
ensuring preventive maintenance of hardware.

Value

* Reduces the risk of downtime caused by infrastructure failure.

Goals

» Achieve consistency in the jurisdiction’s day-to-day IT processes and activities.

* Maintain stability through regular examination of, and improvements to, operational IT
components.

*  Apply operational skills to diagnose and resolve any IT operations failures.

Target Audience

Primary Secondary

IT Leadership
IT Staff

Key Activities

Define, implement and maintain operating procedures and instructions for IT operations,
ensuring that IT staff are familiar with all operations tasks relevant to them.
* Operational procedures cover shift hand-over (i.e., formal hand-over of activity, status
updates, operational problems, escalation procedures and reports on current responsibilities)
to support agreed-upon service levels and to ensure continuous operations.

Define and implement IT infrastructure monitoring procedures to monitor the IT infrastructure
and related events.
» Ensure that sufficient chronological information is stored in operations logs to enable the
reconstruction, review and examination of the time sequences of operations and other
activities that surround or support operations.

Define and implement preventive maintenance for hardware procedures to ensure timely
maintenance of infrastructure and to reduce the frequency and impact of failures or performance
degradation.

Develop central observation and monitoring capability through console management. Use the
consoles to monitor and control operations.

Segregate duties and facilities to ensure key operational roles are appropriately separated from

each other.
» Develop and implement policies for segregation of duties and facilities.
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» Implement compensating controls to review the operational activities of these roles when
segregation is not possible.

» Separate test and production processing facilities to reduce the risks of unauthorized or
unintentional changes or access to the jurisdiction’s production data and systems.

Maintain a media library management system of stored and archived media to ensure their
accessibility, usability and integrity.

Define and implement policies and procedures for disposal of IT assets to ensure that business
requirements for the protection of sensitive data and software are met when data or hardware are
disposed of or transferred.

Define and implement policies and procedures for backup and restoration of systems,

applications, data and documentation that is in line with jurisdictional requirements as well as
the Continuity Plan.
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RACI Chart

Roles

Activities

Define, implement
and maintain
operating
procedures and
instructions.

Define and
implement IT
infrastructure
monitoring
procedures.

Define and
implement
preventive
maintenance
for hardware
procedures.

Develop central
observation and
monitoring capability.

Segregate duties
and facilities.

Maintain a media
library management
system.

Define and
implement policies
and procedures for
the disposal of IT
assets.

Define and
implement policies
and procedures

for the backup

and restoration

of systems,
applications, data
and documentation.

Manage Operations

RACI Responsibilities

Responsible - the person or group who is responsible for performing a task

Accountable - the person who is held accountable for the task being complete
(Ideally, accountability is assigned to only one role for each process.)

Consulted - the person or group communicated with prior to a task being performed

Informed - the parties who are notified about an activity before, during or after it is
performed.
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Manage Facilities

Description
Protection for computer equipment requires well-designed and well-managed physical facilities'.
The process of managing the physical environment includes defining the physical site requirements,

selecting appropriate facilities and designing effective processes to monitor environmental factors
and manage physical access.

Value

» Protects the confidentiality, reliability and availability of the jurisdiction’s IT systems and
information.

Goals
» Maintain IT-related facilities to achieve stability in day-to-day IT processes and activities in

the jurisdiction.

Target Audience

Primary Secondary
IT Leadership School Administrators
IT Staff

Key Activities

Evaluate candidate sites and layouts.
* Implement a process to evaluate risks, such as natural and man-made disasters, and to
assess relevant laws and regulations, such as occupational health and safety regulations,
when selecting and laying out sites for IT facilities.

Implement physical security measures that are in line with the jurisdiction’s requirements to
secure the physical location and assets. Evaluate physical security measures to effectively prevent,
detect and mitigate risks, such as:

o theft

* temperature
o fire

* smoke

* water

* vibration

* acts of terror or vandalism
e power outages

* chemicals

* explosives.

Design and implement measures to protect against environmental factors.
* Install specialized equipment and devices to monitor and control the environment, as
appropriate.

1 The term “facilities” is being used, in this document, in its widest sense. This process area includes any place
where shared equipment is located in the jurisdiction.
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Secure IT facilities.

* Implement policies and processes to grant, limit or revoke access to the premises, buildings
and areas, according to the jurisdiction’s needs.

» Ensure that the policies and processes apply to all persons entering the premises, including
staff, temporary staff, clients, vendors, visitors or other third parties.

* Implement policies related to equipment security to ensure equipment is not removed from
the jurisdiction’s premises, unless authorized, and to ensure that equipment is secure after
removal.

+ Define and implement processes to ensure that sensitive data is removed from equipment
prior to disposal.

Manage Facilities

Manage physical facilities, including power and communications equipment, in compliance with
laws and regulations, technical and jurisdiction requirements, vendor specifications, and health
and safety guidelines.

» Define and implement equipment maintenance policies.

RACI Chart

The position titles used in this process are for illustration purposes only. The actual titles for the
various roles will be unique to each school jurisdiction and should be specified in the RACI chart.

Roles

Activities

Select site and
layout.

Implement physical
security measures.

Design physical
access.

Protect against
environmental
factors.

Manage physical
facilities.

RACI Responsibilities

Responsible
Accountable

the person or group who is responsible for performing a task

the person who is held accountable for the task being complete
(Ideally, accountability is assigned to only one role for each process.)
Consulted the person or group communicated with prior to a task being performed
Informed - the parties who are notified about an activity before, during or after it is
performed.
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Train End Users

Description

This section focuses on planning for and providing training about how to operate, support and use
technology, within the context of jurisdiction IT policies and procedures.

This section is_not about planning for or providing professional development related to the
integration of technology into the instructional process.

Value

* Increases effective, efficient use of technology within the context of jurisdiction IT policies
and procedures.

* Reduces end user errors, incidents of non-compliance with security controls and frequency
of support requests.

Goals

» Design and implement a jurisdiction IT training strategy for end users that addresses existing
IT services and the release of new IT services.

Target Audience

Primary Secondary

IT Leadership IT Staff
School Administrators

Key Activities

Develop a comprehensive end user training program.

* Implement a process to identify training needs for each group of jurisdiction employees,
considering proposed, new and existing IT services, changes to technology policies and
procedures, and commonly recurring, preventable incidents.

+ Develop a set of course offerings that meets identified training needs.

Deliver training to end users.

Monitor, evaluate and improve end user training.
« Evaluate each course offering for relevance, quality, cost and value.
» Evaluate training outcomes to determine the effectiveness of the training program.
* Report effectiveness of the training program.
» Regularly review and adjust the end user training program to ensure that it continues to meet
jurisdiction goals.
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RACI Chart

The position titles used in this process are for illustration purposes only. The actual titles for the
various roles will be unique to each school jurisdiction and should be specified in the RACI chart.

Roles

Train End Users

Activities

Develop a
comprehensive
end user training
program.

Deliver training to
end users.

Monitor, evaluate
and improve end
user training.

RACI Responsibilities

Responsible
Accountable

the person or group who is responsible for performing a task

the person who is held accountable for the task being complete
(Ideally, accountability is assigned to only one role for each process.)
the person or group communicated with prior to a task being performed
the parties who are notified about an activity before, during or after it is
performed.

Consulted
Informed

School Technology Services Self-Evaluation Guide: IT Service Management 169
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Information Security Management



Information Security Management

Govern Information Security

Description

Information security governance helps jurisdictions strike an effective balance between educational
goals, risk management and security implementation costs. Outcomes of an effective information
security management process include:

« alignment of information security with jurisdiction strategic and educational goals

» effective risk management, monitoring and mitigation

» effective and efficient use of security knowledge and infrastructure

* regular measurement, monitoring and reporting of security governance metrics to provide
assurance that jurisdiction objectives are met.

Information security governance includes establishing a framework that defines structures,
processes, leadership, roles and responsibilities for governing information security in the jurisdiction.

Value

* Provides reasonable assurance to jurisdiction leadership and stakeholders that information
risks are appropriately managed.

Goals

» Enable the jurisdiction to balance the potential benefits of accepting information security
risks against the costs of managing those risks.

» Establish an effective management process that can be used to identify and address
information risks.

Target Audience

Primary Secondary

IT Leadership Trustees
Senior Leadership

Key Activities

Establish organizational structures for information security by defining structures,
processes and mechanisms to control the implementation of information security within
the jurisdiction.

» Assign security roles and responsibilities to coordinate and review the implementation of
security across the jurisdiction.

* Assign accountability and responsibility to monitor information security trends, issues and
risks on an ongoing basis.

Establish responsibility for information assets by identifying information assets, assigning

owners to those assets and empowering them to make decisions about controls to be
implemented.
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Develop information security policy, in accordance with jurisdiction requirements and
applicable legal and regulatory requirements.
* Issue, communicate and maintain an information security policy to demonstrate support for,
and commitment to, information security.

Assess information risk by identifying, quantifying and prioritizing information risks against a set
of criteria for risk acceptance, including an estimation of probability and impact.

Treat information risk by making and documenting treatment decisions, using the jurisdiction’s
risk acceptance criteria.
» Select and implement appropriate controls to ensure that risks are reduced to an acceptable
level, where appropriate.

Govern information security with third parties by performing a risk assessment to determine
security implications and any control requirements.
» Describe the controls to be used in an agreement between the jurisdiction and the external
party.
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RACI Chart

The position titles used in this process are for illustration purposes only. The actual titles for the
various roles will be unique to each school jurisdiction and should be specified in the RACI chart.

Roles

Activities
Establish
organizational

structures for
information security.

Establish
responsibility for
information assets.

Govern Information Security

Develop information
security policy.

Assess information
security risk.

Treat information
security risk.

Govern information
security with third
parties.

RACI Responsibilities

Responsible
Accountable

the person or group who is responsible for performing a task

the person who is held accountable for the task being complete
(Ideally, accountability is assigned to only one role for each process.)
Consulted the person or group communicated with prior to a task being performed
Informed - the parties who are notified about an activity before, during or after it is
performed.
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Protect Information

Description
Information protection provides assurance to jurisdiction stakeholders that sensitive information is
adequately protected as it is collected, stored, used and shared by jurisdiction staff and partners.

This process area includes the mechanisms and infrastructure used to support the collection,
storage and processing of information as well as the information required to understand the
threats and common conditions that lead to incidents and losses.

Value

* Provides reasonable assurance to jurisdiction leadership and stakeholders that sensitive
information is appropriately protected.

Goals

» Address potential threats to jurisdiction information and reduce the risk of loss, unauthorized
disclosure or unauthorized alteration of information.

Target Audience

Primary Secondary

Senior Leadership IT Staff
IT Leadership

Key Activities

Classify information by defining and applying a policy and model to classify data, in terms
of its sensitivity, seriousness and value to the jurisdiction, and assign ownership of that data
appropriately.

Protect against malicious code by implementing procedures and tools to detect, prevent and
remove malicious code within the appropriate layers of IT infrastructure.

Manage media used to store sensitive information to prevent unauthorized disclosures and
losses; implement controls to protect all storage and archived media that contain sensitive
information, including physical media, such as paper-based print-outs.

Protect information during exchange by implementing controls to minimize the risk that
sensitive information may be lost or misused.
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RACI Chart

The position titles used in this process are for illustration purposes only. The actual titles for the
various roles will be unique to each school jurisdiction and should be specified in the RACI chart.

Roles

Activities
Classify information.

Protect against
malicious code.

Manage media.

Protect Information

Protect information
during exchange.

RACI Responsibilities

Responsible
Accountable

the person or group who is responsible for performing a task

the person who is held accountable for the task being complete
(Ideally, accountability is assigned to only one role for each process.)
Consulted the person or group communicated with prior to a task being performed
Informed - the parties who are notified about an activity before, during or after it is
performed.
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Monitor and Report on Information Security

Description

Security monitoring and reporting enable jurisdictions to identify and respond to information security
issues. They encompass:

» security monitoring across the jurisdiction’s IT platforms
* aprocess to ensure all staff and third parties can identify and report issues
» the procedures used to investigate and follow up on reported security incidents.

Value

* Provides reasonable assurance to jurisdiction leadership and stakeholders that the
jurisdiction’s information and technology assets are adequately protected.

Goals

» Ensure information regarding potential security issues is collected, analyzed and reported in
a timely manner.

* Proactively identify potential and actual security incidents in order to prevent or detect and
address the cause of these incidents.

Target Audience

Primary Secondary
IT Leadership Senior Leadership
IT Staff

Key Activities

Monitor security by recording and archiving information security events to detect unauthorized
information processing activities and to verify the effectiveness of security controls.
» Identify and comply with legal requirements applicable to IT’s information security monitoring
and logging activities.

Report information security events and weaknesses in a timely and effective way to ensure
they are dealt with promptly.
» Inform all staff and stakeholders of the procedures to report security events that impact the
security of jurisdiction information systems.

Manage and improve procedures related to information security incidents in order to
respond to reports of security events and weaknesses in a timely and effective manner.
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RACI Chart >
The position titles used in this process are for illustration purposes only. The actual titles for the g
various roles will be unique to each school jurisdiction and should be specified in the RACI chart. o
()

n

Roles c

(@]

©

Activities c
Monitor security. o
Report information c
security events and -
weaknesses. g
Manage and -
improve procedures. 5
o

()

RACI Responsibilities @
Responsible - the person or group who is responsible for performing a task 'g
Accountable - the person who is held accountable for the task being complete ©
(Ideally, accountability is assigned to only one role for each process.) =

Consulted - the person or group communicated with prior to a task being performed °
Informed - the parties who are notified about an activity before, during or after it is c
performed. ;
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Ensure End User Security

Description

School jurisdictions rely on end users to ensure the security of information and IT assets. End users
must be aware of their responsibilities for information and IT asset security and knowledgeable
about applicable legislation and jurisdiction policies and procedures.

This process area includes establishing and managing expected behaviours of individuals who
access and interact with the jurisdiction’s IT services.

Value

* Provides reasonable assurance to jurisdiction leadership and stakeholders that end user
security is appropriately managed.

Goals
» Ensure that all jurisdiction staff members, including IT staff, understand their responsibilities

and interact with, use, enable and support IT services in an ethical and appropriate manner.

Target Audience

Primary Secondary
Senior Leadership School Administrators
IT Leadership IT Staff

Key Activities

Identify and address security responsibilities in job descriptions, confidentiality, non-
disclosure or acceptable use agreements prior to employment or provision of access to IT
services.
» lIdentify and regularly review requirements for Confidentiality Agreements, Non-disclosure
Agreements or Acceptable Use Agreements.
* Implement a process to ensure that information security responsibilities are described
appropriately and are regularly maintained in job descriptions.

Ensure that end users of jurisdiction IT services understand their responsibilities for
protecting sensitive information.
* Require end user commitment to meet assigned information security roles and responsibilities
while using the jurisdiction’s IT services.
» Raise awareness of security threats, responsibilities and liabilities among end users, including
contractors and third party users of jurisdiction IT services.
» Provide end users, including contractors and other third parties, with appropriate, relevant
and ongoing education and training for security procedures and the correct use of IT services.
« Establish and maintain a formal disciplinary process to handle information security breaches.

Define and assign responsibilities to manage end user access during new hire, employment
or contract termination, change of employment or student transfer out of the jurisdiction.

Adequately screen end users of jurisdiction IT services, including staff, contractors and other
third-party users, prior to providing access to jurisdiction IT services.
* Implement a process to ensure that all changes, including termination, to end users’ ability to
use IT services are performed in a timely and controlled manner.
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» Implement a process to ensure that all jurisdiction and school information and IT assets are
returned upon termination or change of employment.

RACI Chart

The position titles used in this process are for illustration purposes only. The actual titles for the
various roles will be unique to each school jurisdiction and should be specified in the RACI chart.

Roles

Activities

Ensure End User Security

Identify and
address security
responsibilities.

Adequately screen
end users.

Ensure that all end
users of jurisdiction
IT services
understand their
responsibilities for
protecting sensitive
information.

Define and assign
responsibilities for
end user access.

RACI Responsibilities

Responsible - the person or group who is responsible for performing a task

Accountable - the person who is held accountable for the task being complete
(Ideally, accountability is assigned to only one role for each process.)

Consulted - the person or group communicated with prior to a task being performed

Informed - the parties who are notified about an activity before, during or after it is
performed.
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Manage System Vulnerabilities

Description

Threats to information security are constantly evolving and changing. A proactive approach to
monitoring the environment for threats and responding accordingly is necessary to limit system down-
time and to prevent loss of information confidentiality, integrity or availability. The implementation of
system and vulnerability management controls supports this proactive approach.

This process area includes monitoring the environment for new and emerging threats to information
security, and implementing and managing measures to address threats.

Value

* Provides reasonable assurance to jurisdiction leadership and stakeholders that risks
associated with system vulnerabilities are appropriately managed.

Goals

»  Ensure that jurisdiction information systems remain secure and free of vulnerabilities, at a
cost that is proportionate to the identified risks.

* Reduce technical issues that could resultin losses due to inadvertent or intentional exploitation
of information system weaknesses.

Target Audience

Primary Secondary
IT Leadership Senior Leadership
IT Staff

Key Activities

Manage technical vulnerabilities by obtaining timely information about system vulnerabilities and
responding in an effective, systematic and repeatable way.

* Implement a process to obtain timely information about technical vulnerabilities, evaluate the
jurisdiction’s exposure to such vulnerabilities and take appropriate measures to address the
associated risk.

*  Monitor, measure and report on this objective to provide assurance that it is being effectively
managed.

Manage cryptographic controls by implementing a policy for the use of cryptographic controls

within the jurisdiction to maximize benefits and to prevent inappropriate or incorrect use of controls.

* Implement a process to manage cryptographic keys and mechanisms, and to protect against
modification, loss, destruction or unauthorized disclosure.

Ensure security of system files and source codes by implementing a process to control the
installation of software on operational systems.
* Implement a process to monitor and supervise outsourced software development.

Protect sensitive data in test environments by selecting test data carefully and by using it in a
controlled manner.
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RACI Chart

The position titles used in this process are for illustration purposes only. The actual titles for the
various roles will be unique to each school jurisdiction and should be specified in the RACI chart.

Roles

Activities

Ensure security of
system files.

Protect sensitive
data.

Manage technical
vulnerabilities.

Manage
cryptographic
controls.

RACI Responsibilities

Responsible
Accountable

the person or group who is responsible for performing a task

the person who is held accountable for the task being complete
(Ideally, accountability is assigned to only one role for each process.)
the person or group communicated with prior to a task being performed
the parties who are notified about an activity before, during or after it is
performed.

Consulted
Informed

School Technology Services Self-Evaluation Guide: Information Security Management

211

Manage System Vulnerabilities




> U
2 m =
= @) o
N - I
o £
(o =
> >
Q. =
@ 5
@ 3
) n
2 5
> —
'sonss| 0} asuodsal ul @ g
‘Ajleaipouad Ajlensn pue oipeiods 8 S
"a|qissod 'SI9SN pus pue yels slap|oysyels 0} S| Juswabeuew o S
uaym ‘aAnoeold 11 Joy pajuswajdwi pa1eoIuUNWLIOD AylgessuinA waysAs N [
pue |ew.oy s| S| juswaebeuew ‘Aem aJe sal)|Igesau|nA Jnoge siap|oysels 3 °
Juswebeuew Ayjigessuina pue |ew.oj e ul pue siseq wa)sAs buibeuew 0] uoneouNWWo) o 3 15
Ajpgesauina waysAs wa)sAs jnoge Jenbas e uo sIN220 10} sainpasoud S c
1noge siapjoyayels welboid ssauaieme way) 108ye 1ey} pue sapljod O "'sanss| 0} asuodsal g is
0] UOIBOIUNWWOYD palnonisy O SolljIqeIdu|nA WalsAs ul passnasIp si S S
1noge siapjoyayess ‘Aus}sisuod swabeuew 5 T
‘uonaipsun( ‘Aem [ew.loy e ul pue 0] UoeoIUNWWOo) pa}edIuNWWOI S| AljigesauinA waisAg O it
sy} Jnoybnoiy siseq JejnBal e uo sa|IqelaunA weysAs =
peaidsapim si $In200 Juswabeuew ‘Juswebeuew abeuew o) pesu ay| O ‘Apuajsisuooul 3
Juswabeuew AlljigelauinA walsAs AlljigelaunA walsAs pajeaiunwiwon si 2
AljigelaunA wa)sAs JO an|jeA ayj 1noge Sshosip Jels || "saljljIgeJaunA saljljigelau|nA pue O
Jo Buipueisiepun sJap|oyayels 0} pue diysiepes) | | wa)sAs buibeuew swa)sAs Buibeuew z
uoneoiuNwwo) o Jo} sjuswalinbal 0} yoeoudde |ew.oy &
"sjuswialinbal 'ssaoo.d By} spuejsiapun e Joj posu ay] O >
Juswabeuew "Juswebeuew Juswebeuew diysiepes| || C o
Ajjigesauina welsAs Ajjigesauina welsAs Aljigessuina "salj|igelau|nA pue o
Jo Buipuejsispun o Buipuejsispun wolsAs punos e "saljljiqelauna swa)sAs Buibeuew <
Bupjool-piemuoy} aAIsusyaldwod Jo uonejuawa|dwi woayshAs abeuew 0y 0} yoeoudde |ewuoy} e @
pue pasueApe ue B oABY Uels || 8y} 0} S82IN0Sal pasau ay) Jo aieme Joj paau 8y} Jo aleme S
sey diysiepes) || pue diysiepes| || O spwwod diysiepes) || s| diyslepes| Jolueg O sidiysiepes| ]| O S
paziwndo : pabeuep paunaq : a|qereaday g [eniu] ;T saINguURyY &

[9A87 Allinlen

"sal)IAl}oe 9S8y JO Aue Jo ||B Ul G [9AST B 1B 8q pinoys uonoipsiinf Aue jey) swnsse 0] Alesseoau jou si )| "ue(d oibejels s,uonoipsLn|
8yl yum juswubije pue Ajjigeded ‘s)soo ‘speau ‘ezis 8y} Uo paseq ‘suonoipsunl usamiaq Alea |im Alinjew Jo [9A8| padisep Jo palinbal ay] 810N

saljljigelau|nA WalsAg abeueN — [9POIN AllinIe

N
—
N




sallljlgeiau|np walsAks abeuepn

‘'s9ssa004d
Juswabeuew
AjljigesauinA wajsAs
ojul }ndul pue
aouepinb apinoid

0] pabebus ale
sJapea| Aljsnpul pue
spadxe |eulaixg

'sossao04d

asay} wiopad

OyM S|enpIAIpU

J0} padinbau s|
Juswebeuew
Ajjigesauina wajsAs
ul uoneouyue)

‘sjeob uonoipsun(
pue |euosiad uo
paseq ‘Juswabeuew
Ajjigesauina

wasAs ul Buluieny
|ew.Joy sabeinoous
uonalpsunf 8y

'$98s9004d

asay} wiopad
OyMm sjenplAIpul
10} painsus si
Juswabeuew
Alljigesauna
woysAs Jo syoadse
|le ur Aouaioyold

paziwndQ :

'sossao04d

asay} wiopad

OyM S|enpIAIpUI

Jo} pabeinooua

s| Juswabeuew
AjjigesauinA wajsAs
ul uoneouyue)

‘'sossa004d

asay} wiopuad

oym sjenplAlpul

10} padinbau s|
Juswabeuew
AlljigesaunA wajsAs
Jo} Buiuiesy jewlo

‘siseq Jejnbal e uo
pajepdn pue pamalral
ale Juswabeuew
Ajjigesauina wajsAs
Jo} sjuswalinbau NS

‘sassao0.ud

asay} wiopuad

oym s|enplAlpul

1o} painsus s|
Juswabeuew
AjljigesauinA wajsAs
JO sjoadse |eanuo
ul Aouaioloud

‘'sassao0.ud
Juswebeuew
Ajjigesauna wajsAs
[le wiopuad 0}
asiuadxe pue s||ivs
8yj eAey Jels ||
pue diysiepes| ||

pabeuel :

O

‘a|qe|ieAe
s| Juswabeuew
AljigesauinA welsAs
ul Bujuiely jewo

‘padojonsp usaq
sey juswabeuew
Ajjigesauna
wajsAs Joy ueld
Buluiel; [ewuoy

‘pajuswWNo0p
pue paulap uaaq
aney Juswabeuew
AjljigesaunA wajsAs
JO sjoadse ||e 1o}
sjuswadinbal |INS

‘'sassao0.ud
Juswebeuew
Ajjigesauna wajsAs
A8y ||e wuopuad 0}
asiuadxe pue s||iys
8yj eAey Jels |
pue diysiepes| ||

paulyaeq :

O

"JUSpIAS ale asiadxe
ul sdeb uaym 1ybnos
S| 82IApE |eula}x]

"S[eNpPIAIPUI WO}
sijsenbal o spasu
Buibiewas 0} esuodsal
ul papinoid si
sallljigelau|nA WalsAs
0 Juswebeuew

ay} ul Buluied |

‘payiuspl useq
aABY SsallljigeIau|nA
wo)sAs abeuew

0} sjuswalinbau
[IIMS wWnwiulp

"saljljigelau|nA
waysAs Jo
juswabeuew
oIseq wiopad 0}
asiadxe pue s||Iys
8y} 8Aey Jeis 1|
pue diysiepes| ||

a|qeleaday :

O

‘pPaliUSpl USSQ Jou
aAeY Juswabeuew
Alljigesau|nA waisAs
10} spaau Buluies |

‘payuspl ussq jou

aAeY Juswabeuew

AjljigesauinA weisAs
wopad 03 padinbal
SIS WNWIUIN

‘uone|os|

uI sisixa saoloeud
Juswebeuew
AjljigesauinA wiaisAs
Jo abpajmouy swos

[enuj

osipadx3 pue s|INS
(penunuod) 37d03d

‘T Ss8inqunyv

[9A37 Allin1en

213

School Technology Services Self-Evaluation Guide: Information Security Management



‘ssao0ud
uole|essa paulyap
e 0] Buipioooe
sonss| 9]e|eosa
sJauMo ssadoud
Juswabeuew
AjjigesaunA walsAsg

‘uonoe aye)]
0] pue suoIs|oap
ayew o) paiamodwa
aJe slaumo ssaooud
Juswebeuew
AjjigessuinA wasAg

paziwndo :

uswabeuew
Alljigesasujna

wajsAs 0} pajejal
sainpadso.d pue
salol1jod s2J0jus pue
ajelado ‘quawajdwi
0] Ajloyine Jo |aA9)
8y eAey Jels ]|

‘sanljiqisuodsal

J1ayy |1yin} 0} paiinbal
Ajioyine Jo |aA9)

ay] 8ABY SIBUMO
ssa920ud Juswabeuew
AjjigessuinA wasAs

pabeuel :

‘saljjigisuodsal

J1ayy 1yiny 0} Ayuoyine
JUBIoINS BARY JOU
Aew inq ‘payuapl
aJe s1sumo ssaoold
Juswabeuew
AjjigessuinA walsAs

‘pajuswnoop
pue paubisse
Allewloy) usaq

aAeY Juswabeuew

AlljigesauinA wa)sAs

Jo} Aupgisuodsal
pue Aj1jigejunoooy

paulyeq :

‘oslie sanss|
uaym aoueusanob
AlInoas uolew.olul
10} 9|gejunoooe
pue a|qisuodsal

Sl oym 1noge
uoISNjuo9 si aJay |

"Juswabeuew
Ajjigelauina walsAs
Jo} Ajjgisuodsal
awInsse s|enplAIpu|

‘Ajlew.oyul

auop sI Juswabeuew
Ajljigesauina welsAs
Jo} Ajljigeiunoooe
pue Ajjiqisuodsal

40 UOREOO| Y

a|qeieaday :

‘Aem o0y pe ue
Ul 8Uop 10 pawnsse
sl Juswabeuew
Alljigesau|nA weisAs
Jo} Aujiqisuodsal

Jo uoneoo|y O

[eniu :T saInguny

[oA87 Allin1en

AljIgelunoooy pue Alljigisuodsay

d
m
©)
)
—
m

~
o
o
S
=3
S
c
®
Q

N—r

School Technology Services Self-Evaluation Guide: Information Security Management

214




sallljlgeiau|np walsAks abeuepn

‘panoidwi pue
pamainal Aleinbal
ale sainpaosoud

pue saloljod
Juswabeuew
AjjigelauinA waysAg

‘uayey

S| UOIJOB SAI}08.110D
pue paonou ale
Juswabeuew
AlljigesauinA wajsAs
0] suondeoxg

"Juswdojansp
alnpaocoud pue
Aa1jod wuoyur 0y pasn
aJe Juswabeuew
AljigesaunA wesAs
10} SpJepuejs pue
saonoeud 1saq
pajdasoe Ajjelsuss

paziwndQ :

'S|0JJU02
olydesb0ydAio jo
uonesado pue
Juswabeuew pue
‘saljljigelau|nA

Jo Juswaebeuew

pue uoneoinuspl
quswebeuew
walsAs ajendoidde
alnsua 0) suoisinoid
apnjoul SaINpadold

‘Juswabeuew
Ajngesauina waysAs
10} sainpaooud pue

saloljod sanoidde
diysiepes| 1|

‘pamaInal
Ajejnbau pue
pajuawnoop ‘paulyap
ale sassaoo.d
Juswabeuew
AlljigesaunA wa)sAs
||e 1o} sainpaoo.d
pue salo1jod |ew.o

pabeuel :

O

'S|0J}U0D
olydeiboydAio
a|qeoldde

Buibeuew pue
saljjIqelau|NA walsAs
Buissaippe pue
BuiAuspl ‘swaisAs
Bureisiulwpe

pue Buibeuew

JaA0D saunpadold

‘saonoeud

poob pajdadoe
Ajjesauab uodn paseq
ale sainpaosoud

pue sal21j0d

‘pajesIuNWWoD
pue pajusawnoop
‘paulep usaq

aAeY Juswabeuew
AlljigesaunA wa)sAs
1o} sainpasold pue
solo1j0d |ew.o

paulyaeq :

O

‘Aj|eaipoLiad pamainal

ale swayshs asay)

ul SapljigeJauinA Jo

uoneounuspl sy pue

‘sjuauodw oo pue

swalsAs || ueoyiubis
Jo Aljundes ay] O

‘|lons) oIseq
e 1B pajusawnoop ale
S|0J1u02 Juswabeuew
Alljigesaulna
pue wajsAs 1o}
sjuswalinbay O

"uonaIoSIp
S.|enplAipul 8y} 0}
1o sl Juswabeuew
Ajigesauina
pue walsAs 1o}
sainpadold pue
sajo1j0d ypm

aoueldwo) O

"pPajUBWINO0P J0U Ing
‘paulep aJe S|0Ju0d
olydesboydAio
a|geoldde
Buibeuew pue
saljljIgeJaunA wojsAs
Buissalppe pue
BuiAuapl ‘sweisAs
Burieisiuiwpe
pue Buibeuew Joj
sainpado.d pue
so101j0d |ewoul

pue uowwo) O

a|qeieaday g

SS300dd

Sainpaoold pue sue|d ‘seidljod

‘HE}S 1] JO uonusye

ay} 01 Jybnoluq uaym

Ajuo paynuapi ale

AydeiboydAio jo

asnh ajenbapeul

J0 9)endoiddeul

pue salljigelau|nA

|ealuyos) ‘sanssi

Juswabeuew
Wwa)sAs Jo seoue)su| O

‘paulep usaq jou
aAey Juswabeuew
Ajigesauina waysAs
Jo} sainpasoud

pue sapljod O

‘soonoeld yess |

[enpiAlpul uodn paseq

aJe pue uolje|os|

Ul IN220 SaIljIAIIOE

Juswebeuew
AjljigesauinA weisAg o

feniu ;T seInguNy
[9A37 Allin1en

Lo
—
N

School Technology Services Self-Evaluation Guide: Information Security Management



‘painseaw
pue palojiuow
ale sassao0.d

Juswabeuew

AjjigesauinA waisAg

‘pawlopad

s| jJuswabeuew
Angesauina waysAs
Joj Bupprewyouaq
paseq-10}09s

pue -19ad

‘Juswabeuew
AljigesaunA welsAs
ojul pajelbajul

s| Juswabeuew
aouewIopad

paziwndQ :

‘salnpaooud

pue saloljod yym
Aldwoo Aay} ainsus
0} Pa)sa} aJe S|0JJuU0d
Juswebeuew
AjjigesaunA wolsAg

"JuswaAodwil
SnoNUIUOd pue
Bupfew uoisioap
wlojul 0} pasn aje
sainpasold pue
salo1jod Juswabeuew
AlljigesaunA wajsAs
10 SSBUBAIJOBYS

8y} Jo sainses|\

‘panoidde pue
paulep Ajjew.oy ae
soljoW Juswabeuew
AjjigessuinA walsAs

pabeuel

O

8%

‘a|ge|ieAe

s| sessaoo.d pue
s|0J3u092 o1ydeiboydAio
10 AJojuaAul Juaund

‘pajuswNo0op
pue paulap usaq
aAey Juswabeuew
Ajngesauina waysAs
Jo} spjoysaiyy

pue sjabie|

‘Aenbal
paJojiuow ale
saljljigesau|nA waisAg

paulyaq :

"Aj981109 uonouny
Aay} ainsus 0]
pamainal Ajjeaipoliad
ale s|0Jjuod
olydeiboydAip

‘Alewuoyul palojuow
s| Juswabeuew
Ajljigesauna wajsAs

JO @ouewWIONdd O
a|qeieaday g

U
pY)
®)
@)
m
)]
()]
9
o}
=
=
c
)
£

JuswaInses|\ pue Bumes [eos

"9AISN|OUODU
ale ‘pawlopad JI
‘saln|ie} |0JU0D

ojul suonebnsaaul O

‘paulep

Ajenbea Jo Jesjoun

aJe Juswabeuew

Aljigesaujna
woa)sAs o) s|eos) O

‘Apualsisuooul
palojiuow pue 18s
aJe Juswabeuew
Ajjigesaujna
wa)sAs o) s|eos) O

feniu ;T seInguNy
[oA87 Allin1en

School Technology Services Self-Evaluation Guide: Information Security Management

216




sallljlgeiau|np walsAks abeuepn

‘spJepuels
Ansnpui paziubooal
yum aoueldwod
[e2luyoa) J0) palrsal
pue pajelbajul aie
s|o0} o1ydeiboydAi)

"'Swio)sAs

[eon1I0 Uo pasn ale
‘Bunsi-eyym se
yons ‘sanbiuyos)
uonuana.d
Ajjigesauina buons

‘sjealy) 0}
sasuodsal oijewolne
pue aAoeoud a|geus
0} pajelbajul aJe
s|00} Juswabeuew
Aljigesauina weisAg

Juswabeuew
AlljigesaunA wa)sAs
uoddns 0} pasn

sI sanbiuyoe)
pazi[ewJo} pue sjoo}
0 19s pajelbajul
pue pazipiepuels y

paziwndQ :

O

O

‘Juswaebeuew
AjjigessuinA walsAs
uoddns 03 sj00)] Buisn
‘paulejuliew aie
uoneJisiuiwpe walsAs
JO spJodal a|geypny

Juswabeuew
AjljigesaunA wajsAs
azIjewJoy pue
ajewojne o} seale
Aoy Ul pasn ale sjoo|

‘Juswabeuew
Ajjigesauna wajsAs
uoddns 01 s|00]
Buisn 0] yoeolidde
paJlnjonJis pue
[ew.loy e sI a1ay |

‘Buibiows

sl Juswabeuew
AjljigesaunA wajsAs
uoddns 0} sj00}

10 uoneibayu|

‘pojuswaldwi usaq
aAey Juswabeuew

Ajjigesauna wajsAs
uoddns 01 sjoo|

pabeuel :

]

O

O

‘pazipJepue}s

pue pasn Ajusisisuoo
ale s|oJjuod
olydesboydAin

‘Buibiowa s|
saljljigeJau|nA Wa)sAs
Ajuapi o} sjo00}
pajewolne Jo as

'$]00] Juswabeuew
Ajljigesauina

wa)sAs ul paplodal
Ajjusisisuod ale syse)
uonessiuiwpe WalsAg

‘pajesbayul A ny
JOU 8.le asn Ul S|00]

‘pasn s| Juswabeuew
AjljigesaunA wajsAs
J0} sajejdway pue
$|00] Ul Ajljeuonouny
JO |9A8] OIseq 8y |

‘Juswabeuew
Ajjigesasuna wejsAs
uoddns 01 s|00]
Juswe|dwi pue
alinboe 0] padojanap
sl ueld jew.lo}

paulyaq :

O

‘swio)sAs

1] ueoyiubis ui
pajuswa|dwi usaq
aABY S|0J3U0D
olydeiboydAin

‘Buibiowas

aJe Juswabeuew
Ajljigesaulna

wa)sAs uoddns 01
S|00} JO 8sh 8y} 0}
sayoeoldde uowwo)

‘pajuswa|dwil

pue padojaaap uaaq
aAeY juswabeuew
AlljigesaunA wa)sAs
Jo} sejejdway

pue s|o0} oIseq

a|qeleaday :

‘pauswaldwi aq Aew
(yineyop AQ) siopuan
alemyos pue 1onpoud
AQ papnjoul S|0J3U0D
olydesboydAin

"Juswabeuew
AjljigesauinA weisAs
uoddns 0} s|00}
Buisn 0} yoeoidde
[ewJoy) ou SI 81ay |

‘sj00) dopjsep
pJepuels uodn
paseq A|eiauab aie
Aay) quaswebeuew
Aljigesaujna
walsAs poddns 0y
1s1xe Aew s|oo|

[enuj

uonewolny pue sjooj

O

‘T Ss8inqunv

[9A87 Allin1en

N~
—
N

School Technology Services Self-Evaluation Guide: Information Security Management



Manage End User Identity and Access

Description
School jurisdictions implement policies to balance access to information with the need for security
and privacy. These policies are supported through effective end user identity and access processes.

This process area includes controlling access to the jurisdiction’s information and to the jurisdiction’s
physical IT assets and facilities.

Value

» Ensures that authorized end users have timely and appropriate access to information
systems.
* Reduces the risk of loss of confidentiality, integrity or availability of jurisdiction information.

Goals
» Manage the allocation and use of access rights to the jurisdiction’s IT services and physical

assets.

Target Audience

Primary Secondary

IT Leadership Senior Leadership
School Administrators
IT Staff

Key Activities

For a school jurisdiction to achieve these benefits, there are some key activities that should be
considered and documented, with clear roles and responsibilities assigned.

Control access to jurisdiction information and information-processing facilities by
implementing a policy, based upon administration and education requirements, security
requirements and jurisdiction policies for information dissemination and authorization.

Manage end user access to jurisdictional information systems and services by implementing a
process to control the allocation of access rights, from the initial registration of new end users to
the final de-registration of end users who no longer require access.

Manage end user passwords by controlling allocation of passwords through implementation of a
formal process.
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RACI Chart

The position titles used in this process are for illustration purposes only. The actual titles for the
various roles will be unique to each school jurisdiction and should be specified in the RACI chart.

Roles

Activities

Control access

to jurisdiction
information and
information-
processing facilities.

Manage end user
access.

Manage end user
passwords

RACI Responsibilities

Responsible
Accountable

the person or group who is responsible for performing a task

the person who is held accountable for the task being complete
(Ideally, accountability is assigned to only one role for each process.)
Consulted the person or group communicated with prior to a task being performed
Informed - the parties who are notified about an activity before, during or after it is
performed.
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Protect Networks

Description

End users connectto computer networks to access information and applications, and to communicate
with others. Network connections are vulnerable to weaknesses in their design and deployment,
particularly when they are available for remote and mobile users.

This process area includes identification and management of network vulnerabilities.

Value

* Provides reasonable assurance to jurisdiction leadership and stakeholders that network-
related risks are appropriately managed.

Goals

» Ensure that authorized end users have timely and appropriate network access to information
systems while reducing the potential for loss of information confidentiality, integrity or
availability.

Target Audience

Primary Secondary
IT Leadership Senior Leadership
IT Staff

Key Activities

Manage and control network security by implementing a policy that balances security risks and
jurisdiction requirements with appropriate end user access to jurisdiction networks and network
services.

Control network access by implementing controls to prevent unauthorized access to the
jurisdiction’s networked services.

RACI Chart
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The position titles used in this process are for illustration purposes only. The actual titles for the
various roles will be unique to each school jurisdiction and should be specified in the RACI chart.

Roles

Activities

Manage and control
network security.

Control network
access.

Implement a process
to authenticate
remote and mobile
end users.

Protect Networks

Implement a process
to identify and
remove equipment
not permitted to
connect to the
network.

Implement a process
to ensure that

ports, services and
similar facilities are
accessible only as
required.

Implement a process
to segregate
information services,
end users and
information systems
on networks.

RACI Responsibilities

Responsible - the person or group who is responsible for performing a task

Accountable - the person who is held accountable for the task being complete
(Ideally, accountability is assigned to only one role for each process.)

Consulted - the person or group communicated with prior to a task being performed

Informed - the parties who are notified about an activity before, during or after it is
performed.
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