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Chapter 1 Introduction

Canada geesén flight © Chip Kelsg - fotolia.com

This chapter will cover:

Albertad Education System and Wireless LANs
Audience
Sources
Scope
Goals of this Document
How to Read and Use this Document
Contact Information
o Vendors
o0 Alberta Education
0 Southern Alberta Institute of Technology
0 Network Integrators of Canada Inc.
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1.1 Albertad €ducation System and Wireless LANs

WLANSs (Wireless Local Area Networks) are playing an important role in Kindergarten to Grade 12 schools across

Alberta by improving the value that IT brings to education. As with any technology, WLANS present some unique

challenges. However, the combination of wireless techhavléddogybds r
many districts implementing wireless technology without adequate up front planning and without addressing

ongoing support requirements. This can lead to degraded levels of service and significant security exposures,

dramatically increasing failure rates of user adoption and seamless usage.

Districts contemplating WLANs must address their network security and ongoing management practices,
including associated tools, to adequately protect information security and provide reliable service. The ability to
deliver quality education using WLAN technology will be improved by delivering consistent and reliable service.

Audience

The primary audience for this guide is IT directors and network personnel who are responsible for deploying and
managing wireless related infrastructure in Alberta schools and supporting laptops and mobile devices in the
classroom. This guide is not meant for educational coordinators or teachers. All levels of IT staff at both the
district and local school level can benefit from information included in this guide.

Whether your district has already deployed some or even all of your schools with WLAN technology, or if you are
just getting started, this guide will provide insight to all aspects of using wireless at your schools.

Sources

This guide was produced by The Southern Alberta Institute of Technology (SAIT) and Network Integrators of
Canada (NI Canada) in conjunction with Alberta Education.

Many resources have been included from an array of global leading manufacturers of wireless hardware, software
and related technology solutions. Refer to the section marked Resources and Sources for a detailed list of helpful
reference materials and websites.

Scope

This guide is focused on WLANSs and associated wireless technology. When addressing key aspects of

technology such as WLANSs, a comprehensive and holistic approach is required in order to truly derive an overall

understanding of the complex, integrated and inter-dependent aspects of IT. Hence, further to wireless

technology, the guide also delves into security issues. This area should be further addressed in order to gain a
comprehensive understanding and vi ewdioft rwicrtedlse sosv etread Hn dITc
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How to Read and Use this Document

This document was created as a technical guide to assist K-12 school jurisdictions in implementing WLANs. The
guide may be read front to back, cover to cover, and/or used as a reference for all aspects of the selection,
configuration, security and ongoing management of WLANS.

This guide will walk you through the standards and protocols associated with wireless technology, the current
market and some vendors, security strategies specific to wireless networks and to networks in general.
Implementing solutions into your schools and information key to the ongoing management of your technology will
also be addressed

For easy reference each chapter contains Tips and Recommendations listed in graphical text boxes like the
one below within their associated section.

Tips will be included throughout various sections of the Guide and appear in a graphic text
box like this one on the corresponding page.

Vendors of WLAN Solutions Include:

Tablel - Vendor Websites

Vendor

Website Address

3Com
Alcatel-Lucent
Aruba Networks
Bluesocket

Cisco Systems
Colubris

Enterasys Networks
Extricom

Extreme Networks
Foundry Networks
Hewlett-Packard
Meru Networks
Nortel Networks
Siemens

Symbol Technologies / Motorola
Trapeze Networks
Vernier

Xirrus

www.3com.com
www.alcatel-lucent.com
www.arubanetworks.com
www.bluesocket.com
WWW.CiSco.com
www.colubris.com
Www.enterasys.com
www.extricom.com
www.extremenetworks.com
www.foundrynet.com
www.hp.com
www.merunetworks.com
www.nortel.com
www.Ssiemens.com
www.symbol.com
www.trapezenetworks.com
WWW.Vernier.com
WWW.XIrrus.com
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Wireless LANs are everywhere i at the office, at home, in the hotel, in the coffee shop or at the airport. The
wireless concept that we take for granted now has its roots in the wireless modem of the e a r | y Ea8lyOniredess
modems were designed for single peripheral devices that needed a way to allow devices to send and receive
computer data. The modem speeds that we had grown accustomed to were more than adequate for the task.
Industry professionals drawn to this new emerging field are typically from the Information Systems Networking field
with a strong background in the concepts of wired LAN, MAN and WAN or from the Radio Telecommunications field
with an in-depth experience in wireless communication. This Wireless LAN field requires some degree of expertise
in both. The hardware is typically added to an existing system as an extension of the Access Layer requirements of
the network and managing the Air Interface requires another set of skills entirely. One of the best things about
WLANsSs is that they operate in a license-free band allowing the market to develop products and technologies
through open competition. One of the drawbacks with WLANS is that they operate in unlicensed bands, which
results in increasing radio interference from other devices such as cordless phones. Industry Canada determines
the frequency bands that WLANs operate in and the Institute of Electrical and Electronics Engineers (IEEE)
develops the standards that describe how the technology will work in that spectrum.

2.1 Overview of Wireless Technology
LANs, WLANSs and Protocols

What Is Wi-Fi?

Wi-Fi stands for Wireless Fidelity. Computers can be equipped with Wi-Fi adapters (which are available as
internally-mounted cards, cards that fit in lap-top PCMCIA slots, or external devices attached via USB ports). Wi-
Fi adapters are fairly inexpensive. The adapters seek out signals broadcast by devices called Access Points
(APs) that in turn are typically connected to the existing wired network. This gives Wi-Fi devices access to the
same resources that devices connected to the wired network have. Although it is less common, Wi-Fi devices
can also communicate directly (one-to-one) with each other. Wi-Fi devices employ several different technical
standards grouped together and referred to as the IEEE 802.11 specification in order to communicate with an AP.

What is the IEEE?

The IEEE (The Institute of Electrical and Electronics Engineers) creates and finalizes standards for computer
networks, amongst other technologies. The IEEE 802.11 specification defines how wireless networks
communicate. As a comparison, most wired networks based on Ethernet and CSMA/CD (defined later)
technology conform to the 802.3 standard.

The Wi-Fi Alliance, to which all enterprise product manufacturers belong, guides the development of standards
through product testing.

For more information, visit www.ieee.org.

Standards for Communication: The 802.11 Specification

802.11

In 1997 the IEEE published the original 802.11 7 1997 Std. In the industry it is often referred to as 802.11 prime
as it was the initial wireless standard. It was revised in 1999 and reaffirmed in 2003 as 802.11 7 1999 (R2003). By
this final reaffirmation most of the following subsets of the standard have their own section devoted to the
idiosyncrasies of each. The original standard allowed for data rates at 1 or 2 Mbps. It contained three clauses
defining physical layers. In Clause 16 it defined an Infrared (IR) physical layer which in the 802.11 form is
obsolete. Clause 14 defined a Frequency Hopping Spread Spectrum (FHSS) physical layer; this technology has
its roots as far back as WWII with the first known patent of its type. Clause 15 devices are defined as Direct
Sequence Spread Spectrum (DSSS) and are the root of the subsequent amendments of 802.11a/b/g radio
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devices. The Clause 16 or infrared devices are not considered a Radio Frequency technology, and due to their
obsolete nature, will not be considered in this document.

All of the clause 14 and 15 devices or FHSS and DSSS devices operate in the 2.4 GHz Industrial, Scientific and
Medical (ISM) Band as defined by Industry Canada. In Canada the IEEE restricts the operation of these devices
to the Spectrum between 2.40 GHz and 2.4835 GHz. Clause 14 or FHSS devices are further restricted to 1 MHz
wide carriers in the space between 2.402 GHz and 2.480 GHz, allowing a range of 78 individual carriers that can
be organized into a pattern for the connected transmitter and receiver to follow in order to communicate. These
FHSS radio devices cannot communicate with the DSSS radio devices. As manufacturers decided where to
spend their research and development capital the DSSS radio devices and their apparent capabilities caused
many of the major vendors to focus on the future and development of the DSSS or Clause 15 devices. The
amendments of 802.11b and g were evidence of this as they both are backward compatible with the Clause 15
DSSS 802.11 prime devices but cannot communicate with the 802.11 Clause 14 FHSS devices.

802.11b

In 1999, 802.11b 7 1999 was released and was later amended into the 802.11 standard. It defines operation in
the 2.4 GHz radio band and DSSS only. The capabilities of adding two additional data rates of 5.5 Mbps and 11.0
Mbps created an even greater separation of demand for what was available at that time. This now gave DSSS a
clear advantage over the legacy FHSS devices with their 2.0 Mbps maximum data rate. These new data rates are
defined as High Rate DSSS (HR-DSSS).

802.11a

A second IEEE task group finished its project during 1999, which was ratified as 802.11a 1 1999. Their mandate
had been to define technologies that could operate in the newly available Unlicensed National Information
Infrastructure (UNII) band. This use of Spread Spectrum was called Orthogonal Frequency Division Multiplexing
(OFDM). This was initially defined as 3 - 100 MHz wide bands in the 5.8 GHz range. They are more commonly
known as UNII-Low 5.150 7 5.250 GHz, UNII-Mid 5.250 1 5.350 GHZ, and UNII-Upper 5.72571 5.825 GHz. The
lack of spectrum in the 2.4 GHz band required some additional spectrum allocation for Wireless Networks. More
recently, a fourth band in the 5.8 GHz range was released and is known as the UNII-New 5.47 1 5.725 GHz band.
The 802.11a devices are classed as Clause 17 devices in the 802.11 7 1999 (R2003) version of the standard.
These 802.11a devices are not compatible with any of the other 802.11 technologies as they operate in a
separate portion of the Radio Spectrum. At the time of release, their data rates of 6/9/12/18/24/36/48 and 54
Mbps were also incompatible with the 802.11 prime and 802.11b data rates. There are many multi-band cards
available today that can support all 802.11a/b/g technologies.

802.11b/g

One amendment that was highly anticipated was the 802.11g i 2003 Std. These devices, defined as Clause 18
devices, operate in the 2.4 GHz spectrum, are compatible with the 802.11b legacy devices and capable of
additional bandwidth. This standard combined the OFDM process of 6/9/12/18/24/36/48 and 54 Mbps data rates
in addition to the backward compatibility to the data rates of 802.11b. It is described as Extended Rate Physical
OFDM (ERP-OFDM). For the infrastructure device with this capability, it can be typically configured as one of the
following: 802.11b only, 802.11g only or 802.11bg. This will have an impact on the effective throughput of the
infrastructure device.

802.11g

When an 802.11b/g device is operating in the 802.11g mode, it operates as defined by Clause 19 of the standard
and operates in the Orthogonal Frequency Division Multiplexing (OFDM) mode. This may also referred to as a
pure AGO system. I n, itwil mosconmmurdcate with or allpwe802alibi cleents to participate on
the network. In systems that are migrating from a completely 802.11b network, this would be the eventual goal.

802.11n

This IEEE task group has not yet ratified or released the 802.11n standard. Current equipment being marketed as
ipmé& may or may not be compatible with the official
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is being produced by the vendors for the SOHO wireless products as opposed to the enterprise models. As of
March 12, 2007, the task group has approved Draft 2 of the standard which indicates that what remains to be
completed is primarily the correction of the documentation before its sponsorship and ratification. Draft 2 is what
will be used in technical aspects such as interoperability testing by the Wi-Fi alliance. The maximum data rate for
802.11n is to be 540 Mbps and this technology can be used in the 2.4 GHz as well as the 5.8 GHz frequency
bands. Its range is predicted to be 50% greater than either 802.11a/b or g. With it still being about a year away
from ratification and release to the general public, some questions still remain regarding what the adoption rate of
this technology will be. We should see some Draft 2 products released prior to the end of this year.

802.11i

The IEEE 802.11i standard focuses on addressing all aspects of wireless securityd even beyond client
authentication and data privacy using WEP keys. As the 802.11i standard was being developed, wireless LAN
vendors have moved ahead to implement as many of its features as possible. As a result, the Wi-Fi Alliance

developed Wi-Fi Protected Access (WPA) based on some of the 802.11 draft components.

This is the most recent version of encryption for wireless networks. It is defined as MAC Layer Security
Enhancements for 802.11. It increases the encryption sophistication of WEP using the Advanced Encryption
Standard (AES). The hardware of devices that use 802.11i must be designed to handle AES. The two are not
compatible, they are completely unique. Older legacy 802.11 products are not upgradeable. For some
administrators, this provides some issues if they are upgrading their entire system to an 802.11i based

encryption. Some of the equipment may simply need to be replaced in order to comply.

Comparison

Here is a comparison of the 802.11 standards. Note that 802.11n is not yet ratified:

Table2-802.11 Speed Comparison

IEEE Wireless Operating Throughput Effective Range
e Release Throughput LS
Specification Frequency Speeds A (typical indoor
; X Date ; Speeds . . .
Designation Range (maximum) . distance in meters)
(typical)
5.15-
5.35/5.47-
802.11a 1999 5 725/5.725- 54 Mbps 23 Mbps ~25 meters
5.875 GHz
802.11b 1999 2.4-2.5 GHz 11 Mbps 5 Mbps ~35 meters
802.11g 2003 2.4-2.5 GHz 54 Mbps 23 Mbps ~25+ meters
2007
24GHzor5
802.11n 540 Mbps 100 Mbps ~50 meters
(unapproved | GHz bands P p
draft)

*Note that Speed and Ranges can vary dramatically based on environmental factors.

o

The effective throughput is limited by the half-duplex nature of this wireless technology, as well as

the Carrier Sense Multiple Access/Collision Avoidance (CSMA/CA described below) mechanism
which governs the use of the channel. This throughput could be achieved by a single client device
using a particular Network Access Point all by itself. The available bandwidth must be shared
between all clients connected to a particular Network Access Point.
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The typical 802.11g device is also capable of 802.11b data rates, making the advertised range
of all devices in the 2.4 GHz range the same. It is important to note that the advertised range
is at the lowest data rate. 802.11a for example has 75 meters of range at 6 Mbps.

How WLANs Communicate

As a client brings up its wireless connection, it must find an Access Point (AP) that is reachable and that will
approve its membership. The client must negotiate its membership and security measures in the following
sequence:

1. Use an SSID that matches the AP.

2. Authenticate with the AP.

3. Use a packet encryption method (data privacy) (optional).

4. Use a packet authentication method (data integrity) (optional).
5. Build an association with the AP.

The following sections outline wireless communication, followed by an overview of wireless security. Chapter 4 is
dedicated to a more robust explanation of wireless security and includes network security. As well, this chapter
highlights other inter-related elements of security which may not be directly relevant to WLANSs, however are
integral to understanding and properly managing WLAN in K-12 school districts.

Wireless Signals

There are three wireless technologies and they are not interoperable. The three technologies are Direct
Sequence Spread Spectrum, Frequency Hopping Spread Spectrum and Infrared. Wireless technology standards
are changing as testing verifies the capabilities and features of each product.

If two wireless signals are sent at the same time running on the same channel, they may collide and interfere with
one another, requiring signals to be resent and ultimately slowing down the associated wireless process. Signals
are literally floating through the air. These have the ability to bounce and redirect themselves, as well as to
absorb themselves into their physical surroundings such as walls, floors, trees, people and the like.

SSIDs (Service Set Identifier)

In order to set up a wireless network for proper functionality, there are several required elements. These will vary
depending on the level of security required for the network. There are two types of networks and they are
referred to as a Basic Service Set (BSS) or an Independent Basic Service Set (IBSS). A BSS network consists of
an Access Point or Wireless router as well as some client devices. An IBSS network consists of a group of clients
connected to one another. All networks will have an SSID. This ensures that traffic between radios, whether an
AP or client device, can be directed to the proper destination. On power-up, clients (such as a laptop) are
typically looking for a network with a particular name. Some clients can be configured to look for a network with
only one name; some clients like the Windows-XP client can be configured to connect to a variety of networks if
the appropriate parameters have been configured in the utility. By default, the SSID is advertised by the AP in the
beacon frame and is visible to most any client utility or network monitoring tool. Some network administrators
restrict the advertising of the SSID or do not allow a client that does not know the name of the SSID to connect.
When enabling this feature, care must be taken to ensure that the clients can tolerate this condition. Not all
clients can connect to networks that do not advertise their SSID, even if it is known and programmed into the
client.

The AP will also need a channel on which to operate. This channel will be dependent on whether you are
operating in the 2.4 or 5.8 GHz band. Some APs have an option to look for the least congested channel, but in
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most enterprise networks the administrator would plan out the channels for the network. The clients will scan all
channels for the SSID and attempt to connect on the channel where the best signal is received. This scanning
can be done in two ways. One is a passive scan where the client simply looks at the Beacon Frames on the
channels and the second is by sending Probe Request frames to APs that it sees in the Beacon Frames and
analyzing the information received in the Probe Response frame. The way in which a client accomplishes this is
left to the vendor. Not all clients do this in the same way. Once the client has completed the scan if it has not yet
sent the Probe Request, it will send a Probe Request Frame. upon receiving a Probe Response from the AP and
processing what information it has gleaned from the Beacon Frame and the Probe Response frame, it then
determines that nothing in these frames would prevent it from joining the network, it will send an Authentication
Frame.

Wireless Routerl

Basic Service Set - BSS

Basic Service Set, SAIT, Glen Kathler

Independent Basic Service Set - IBSS

Independent Basic Service Set, SAIT, Glen Kathler
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Authentication and Association

This authentication process has nothing to do with the user of the device. The authentication just confirms that all
layer 2 processes match between the client radio and the AP radio. The Authentication Response frame from the
AP will indicate to the client whether it was successful in the authentication process.

Once authentication is complete, the next step is Association, so the client sends an Association Frame and the
Association Response Frame from the AP will indicate the success or failure of the process. Assuming a
successful association to the AP if there was no 802.1X mechanism enabled, the client would be able to gain
access to network resources including DHCP, Internet, and so on. If an 802.1X mechanism was enabled, the
client would then need to complete the user authentication before network resources could be accessed.

Once a wireless client recognizes an Access Point or device transmitting beacon frames, it will attempt to
authenticate with it. This authentication process is not to be confused with a user authentication that takes place
prior to gaining access to the networks resources, but simply a layer 1 authentication. Do their layer settings
match? These settings in their simplest form would be the Service Set ID (SSID), once these are confirmed in an
exchange of frames consisting of beacon frames, probe request and probe response frames. Then an
authentication frame exchange takes place. If this is successful, the client and Access Point proceed to the
Association process.

At this stage the client typically scans all the channels to see if the SSID he has discovered is available on any
other channels. If so, he will make some signal strength measurements and attempt to associate with the Access
Point with the strongest signal. A client can theoretically be authenticated to multiple APs but associated to only
one. The association frame exchange takes place with the AP of the ¢ | | eclmoicéd Is the 802.11e or QoS
versions, we will see the client make this decision on some additional information related to how busy the AP is
how much traffic there is on a particular AP. The frame capture of a client attempting to associate to an AP is
shown below. The first frame exchange is the probe request and probe response. This ensures that both
devices are capable of the pending association. The client then proceeds with the authentication request, once
the authentication response is received. The client will be reading the response for an accept indication, and it will
then move on to the association request/response exchange. If this is successful then the client is allowed
access to network resources or proceeds to some flavour of EAP authentication, if required.

Channels

The channels available for use in the various frequency bands and in conjunction with the different standards can
be somewhat confusing. In the 2.4 GHz band there are 11 channels that can be used in North America. However
they cannot all be used at the same time in the same location in an 802.11b or g network without interfering with
one another. Channel 1 for example is 2.412 GHz and channel 2 is 2.417 GHz, a channel spacing of 5 MHz.

However,an 802. 11b or g system requires a miTheifolowingfigjue bandwi d

shows the approximate RF bandwidth required for each channel.
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Channels, SAIT, Glen Kathler

The 5.8 GHz UNII band has been structured differently and the channel plan and bandwidth allocations have
been designed with these applications in mind. For example, the UNII Low band between 5.15 GHz and 5.25
GHz has 4 non-interfering channels allocated. These are channels 36, 40, 44 and 48. With the UNII new band
being added recently, there are 23 non-interfering channels available for 802.11a technology. The table below
describes the UNII bands.

Table3 - Channelsand Bands, SAIT, Glen Kathler

Band (GHZz) Channels Channel Numbers
UNII Low Band 36,40,44,48
(5.15 - 5.25) 4
UNII Mid Band 52,56,60,64
(5.25-5.35) 4
UNII New Band 100,104,108,112,116,120,124,128,
(5.470 - 5.725) 11 132,136,140
UNII Upper Band 149,153,157,161
(5.725 - 5.825) 4
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Channel Assignment, SAIT, Glen Kathler

Collision Management

The radio channel is a shared medium. A collision occurs when two wireless waves of the same type (i.e. either
IR, DSSS or FHSS) and frequency (i.e. on the same channel) intercept in mid-air. The colliding signals corrupt
each other. Wireless networks must deal with the possibility of collisions just as wired networks do. However, the
devices on the wireless network have no capability to determine if a collision has actually taken place. A carrier
Sense Multiple Access/Collision Avoidance (CSMA/CA) mechanism governs how the radio channel can be used.
All 802.11 devices are half-duplex in nature and thus cannot listen and transmit at the same time. Due to these
design criteria, the devices must attempt to avoid collisions altogether. Due to the mobile nature of a wireless
network, there will be times when not all clients associated to a single AP can hear each other. This creates
opportunities for collisions and the protocol behind CSMA/CA can help mitigate this. Some of the main
differences between an 802.11 network and that of a typical wired 802.3 Ethernet network are:

- All frames carrying data on the 802.11 network must be acknowledged,;

- Without the positive acknowledgement of a data frame the sender of the frame assumes a collision and
resends the frame;

- The mechanism also provides a variety of mandatory wait times that all radio devices must use between
the delivery of frames as well as when a device is waiting for the network to become available; and

- The mechanism also invokes a random back-off timer when the network is in use to ensure that all
stations waiting for network access do so in an as orderly fashion as possible.

This process is what adds the majority of the reduction in throughput to the network. The balance of the reduction
in throughput comes from the control and management frames required on the wireless network.

Several extensions of this mechanism exist, which are RTS/CTS as well as fragmentation. These are primarily
used as optimization techniques for a Network Administrator in a network where more collisions and interference
are present than normal.

There are two carrier sense mechanisms. One is a physical carrier sense which checks the Received Signal
Strength Indication (RSSI). This determines if there are stations currently transmitting on the network as well as
the ratio of the signal to the background noise on the channel. The other is a virtual carrier sense which uses a
process called the Network Allocation Vector (NAV). This field is derived from the frames traversing the network
which contain a duration field. This is data filled by the transmitting station to alert stations listening to the
network as to how much time the network will be reserved for the current frame transaction. Once the NAV has
been filled with a time value from the received duration field, the device immediately begins counting down until
the NAV reaches zero. Only when the NAV is zero and the RSSI indicates the channel is clear can a wireless
devices gain access to the channel.
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Inter-frame Spacing

These spaces are integral to the operation of a wireless network. There are primarily three of these spaces that
affect the use of the wireless network.

The Short Inter-frame Space (SIFS) lasts 10 € s e ¢ o Mhissspace is mandatory between data frames and the
required acknowledgement (ACK) frame. It is used following a Request-to-Send (RTS) frame that is used to
reserve the network for a specific frame transaction. It is also used in a Clear-to-Send (CTS) frame which is the
response to a RTS frame and allows this RTS/CTS transaction to occur without other stations gaining access to
the network. This space is the shortest of all the inter-frame spaces.

The second of the inter-frame spaces in use is the Distributed Coordination Function Inter-frame Space (DIFS).
Thank goodness for an acronym here! The DIFSlasts50e seconds and is the time that
device can even begin to contend for the network.

The third space of concern is referred to as the slottime andis20e s ec ond s i Mhisdswsedduiing the
random back-off timer when the network is in use. The station selects a random number and multiplies this
against the slot time to determine how long the network must be idle before it can contend for the network. This
is also the section of the standard that has been modified by 802.11e QoS functionality. By altering these values,
various types of media frames such as voice and video can achieve a higher priority than that for best-effort data,
management and control frames.
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Interframe Spacing, SAIT, Glen Kathler
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